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1. eScan Management Console

It is a web based centralized Management Console that helps the administrator to install and
manage eScan Client on the computers connected to the network.

Using this console you can perform following activities —

® |nstall eScan Client application on the Computers connected to the network that have
Windows, Mac or Linux Operating System.

® Monitor the Security Status of the computers connected to the network in the organization.
® (Create and Manage policies or tasks for computers on your network.
® (Create and View customized reports of the Security Status of the computers.

® Manage Notifications for Alerts and Warnings.

esCanav.com
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2. Pre-requisites for eScan Server

Before installing eScan ensure that the following pre-requisites are met:

Log on to computer as an administrator.

Uninstall the existing anti-virus software, if any.

Check for free space on the hard disk/partition for installing eScan.
The IP address for eScan server should be static.

Determine IP address of the mail server to which you need to send the warning messages
(optional).

Note:

e You require a user name and password to send emails, if authentication for the mail server is
mandatory for accepting emails.

esCanav.com
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e System Requirements

Windows Linux Mac Android
1. (Windows server & 1. (Linux Endpoints) 1. (Mac Endpoints) 1. (Android Endpoints )
workstations) 2. Platforms Supported 2. Platforms Supported | 2- Platforms Supported

2. Platforms Supported

Microsoft® Windows® 2012 R2 /
2012 / SBS 2011 / Essential / 2008
R2 /2008 /2003 R2/2003/10/
8.1/8/ 7/ Vista/ XP SP 2 /2000
Service Pack 4 and Rollup Pack 1
(For 32-Bit & 64-Bit Editions)

RHEL 4 & above (32 & 64 bit)
CentOS 5.10 & above (32 & 64
bit )

SLES 10 SP3 & above (32 &
64 bit)

Debian 4.0 & above (32 & 64
bit )

openSuSe 10.1 & above (32 &
64 bit)

Fedora 5.0 & above (32 & 64
bit )

Ubuntu 6.06 & above (32 & 64
bit )

Mac OS X 10.9 —
Mavericks

Mac OS X 10.8 -
Mountain Lion

Mac OS X 10.7 - Lion

Mac OS X 10.6 — Snow
Leopard

Android Version 2.3 OS &
above; Cyanogen OS 12.0

Hardware for Clients and Server
(Server)

CPU: 2GHz Intel™ Core™ Duo
processor or equivalent

Memory: 4 GB & above
Disk Space: 8 GB & above
(Endpoints):

1.4 Ghz minimum (2.0 Ghz
recommended) Intel Pentium or
equivalent 1.0 GB minimum (1.5
GB recommended)

Disk space : 800 MB and more

Hardware Requirements
(Endpoints)

CPU - Intel® Pentium or
compatible or equivalent.
Memory — 512 MB and above

Disk Space — 500 MB free hard
drive space for installation of
the application and storage of
temporary files

Hardware
Requirements

(Endpoints)

CPU - Intel based
Macintosh

Memory — 1 GB and
More recommended

Disk Space — 500 MB
and above

Hardware Requirements
(Endpoints)
Minimum Storage

requirement — 10-15 MB
(with updates)

eScan Console can be accessed
by using below browsers:

Internet Explorer 7/8/9/ 10
Firefox 14 & above Google Chrome
latest version Google Chrome
latest version
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3. Installing eScan Corporate 360 Server

o Installing eScan from CD/DVD

Installing eScan Corporate 360 from the CD/DVD is very simple, just insert the CD/DVD in
the ROM and wait for few seconds for auto run to start the installation process and follow
the instructions on screen. In case if installation does not start on its own then locate and
double click on the MDMcwn2k3ek on CD Rom, this will open the wizard based setup of
eScan Corporate 360 on your computer. To complete the installation follow the instructions
on screen. Denote

L Downloading and installing eScan Corporate 360 Server from internet

You can also download the setup file from www.escanav.com

For installing eScan Server from the setup file downloaded from Internet, just double click
on the MDMcwn2k3ek.exe and follow the instructions on screen to complete the
installation process.

esCanav.com
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e |nstallation Process

The installation process comprises of following steps —
e Step 1 - Selecting Language

Selecting the Setup Language will mark the beginning of the Installation process of eScan

server. You will be welcomed with the following window for selecting Language. Refer Figure
4.1

Select Setup Language

Select the language to uze dunng the installation;

Englizh heal

| ] | | Canicel

Figure 4.1

Using the Drop Down menu present on the Window, select the desired language for

Installation and click OK to proceed. You will be forwarded to the main window of the
Installation Wizard. Refer Figure 4.2

Note:

e The Default Language shown in the Drop down Menu is dependent on the
Language of the Operating System installed on the Computer. Currently we support
below languages -English, German, French, Dutch, Italian, Portuguese, Spanish, Turkish,
Chinese Traditional, Chinese Simplified, Greek, Korean, Russian, Polish, Latin Spanish,
Croatian, Estonian, Brazilian Portuguese, Swedish, Romanian, Japanese.

canav.com
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Welcome to the eScan Corporate - 360 Setup Wizard

weeicome to the afcan Coporate - 360 Setup Vizerd
W‘ Welcome
ek Mot bo continue, or Cancel to exit Sehup
Licenise
Deatination Folder
Poacy i knwiall
I Progieas

Finiah

Figure 4.2

e  Step 2 — Accepting the License Agreement

To proceed with the installation click Next, this will forward you to the License Agreement
Screen; Accept the License agreement by clicking option and click Next. Refer Figure 4.3.

License Agieement
Pisase rend !(‘Ifnfl} Frpontant ndoemation befcee contireang

_— Piease read the 1odowing Uicense Agreemernt. You must accept the terms of this

agreement before contiuing with the nstalation
y License

eScn SOFTWARE END-USER LICENSE AGREENENT ~
Destination F older NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOVANG LEGAL
AGREEMENT ("AGREEMENT"), FOR THE UCENSE OF eScan ("SOFTWARE™)
Ready to install PRODUCED BY MICROWORLD SOFTWARE SERVICES PVT.LTD.
In Progress CMCROWORLD?)

Fanish F YOU HAVE PURCHASED
EPT BUTTON, YOU

SENT TO 6E BOUND BY

5 SOFTWARE V1A THE INTERNET BY CLICKING
HER AN NOIVIDUAL OR A SINGLE ENTITY)
ND BECOME A PARTY TO THS AGREEMENT F &

* Laccept the agreement

160 not accept the agresment

< Back e > Cancel

Figure 4.3

e Step 3 - Selecting the Destination Folder

Select the destination folder where you wish to install eScan Management Console on your
computer. Use browse option to browse the Destination Folder for installing eScan
Management Console. Click Next to proceed with the installation. Refer Figure 4.4

N.esCanav.com
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Sefect Destination Location
Vhare should eScan Corporate « 350 be nstaled?

‘ Setup wil il eScan Corporate « 380 rto the 1olowing folder

m Destination Foider To contnue, ik Next M you would e 10 sedoct a different folder Cick Browse

Ready 1o install
In Progress

Founh

AL least 1 450 0 M of free disk space s reqared

< Back Nest > Cancel

Figure 4.4

Note:

e Default Path for eScan installation on a 32 bit Computer - C:\Program Files\eScan

e Default path for eScan installation on a 64 bit Computer - C:\Program Files (x86)\eScan

N.esCanav.com
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° Step 4 — Ready to Install?

This window displays the destination location where eScan Management Console will be
installed. Check the destination location, if you are ready to install eScan Management
Console on your computer, click Install to proceed. Refer Figure 4.5

HRaaddy bo Install

Sefup it P Pesdy 10 Begin inetaling eSoan Corporabe - 350 o wour compuler
el oot
Licemne Chck irvtal o continue wth the insialiation, or clck Back if you want 0 revierw o

ohange any settings
Destinadion Folder

Drnstinabion beazation
i CProFarn FlasieSosn
iy Feacy 1 Inatal

& Pk 'jnllal' Cancel

Figure 4.5

Nw.esCanav.com
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° Step 5 — Installation Progress

The installation will start and the progress will be displayed on the following window. Refer
Figure 4.6

Welcome
Lxense

Destination Folder

Ready 10 Install

['!3 in Progress

Extiactng les
CA\Progam Fles\aScan\SETUPSetup EE

Cancel

Figure 4.6

canav.com
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Step 6 — Configuring eScan Management Console

During the installation eScan Management Console Configuration Wizard will guide to
Configure settings for SQL Server hosting as well as Login settings for the eScan

Management Console. This is vital for completing the installation process. Refer Figure 4.7

Welcome . eScan Management Console Configuration Wizard

License

Destination Folde| Welcome to the eScan Management Console
Ready to Install Configuration Wizard

Thiz installstion wizard swill guide you through the steps
reguired to install andior configure Microsoft SGL Server
Express for eScan Management Console application on your I
computer

e e
Finish Mote: Microsoft and Windows sre either registered
tracemarks or trademarks of Microgoft Corporation inthe
United States and/for other countries.

Click "Mext" to continue.

Figure 4.7

w.esCanav.com
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° Step 7 - Selecting the Computer for Hosting SQL Server

Using various options present on this window you can select desired computer or instance
for hosting SQL Server. Refer Figure 4.8

' ,- s ©Scan Management Console Configuration Wizard

Select computer hosting SQL Server.

¥ Use local instance |ESEANSQLSEFNEH ﬂ
i Install Microsoft SGL Server Express Edition (recommended)

™ Choose existing

SGL Server Mame E

Figure 4.8

www.esCanav.com
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Options

Description

Use Local Instance

[Radio button]

Use this drop down to select the desired instance
of the SQL Server. It displays a list of local
instances present on the system. This option is
being used if you already have SQL Instance
running locally.

Install Microsoft SQL Server Express
Edition

[Radio Button]

Select this option to Install Microsoft SQL Server
Express Edition. It is recommended to select this
option for Server installation. This option is
selected if you do not have SQL installed on the
system on which eScan server is being installed.

Choose Existing

[Radio Button]

Select this option if you have already created an
instance for eScan Database on any SQL Server
installed on any computer connected to the
network. Use the Browse option to Locate the
server instance. This option is being used if you
already have an instance running locally or in your
local area network.

Click Next to proceed with the Installation process. SQL Server installation Wizard will start.

esCanav.com
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e  Step 8 —Installing SQL Server

Click Install to start the installation of SQL Server. Refer Figure 4.9.

Welcome , e5can Management Console Configuration Wizard
License
Destination Folde

This wizard will install following prerequisites along with Microsoft S0L
Ready to Install Server Exprass:

Microsoft Windows Installer
Microsoft .MNet Framewark

At Microsoft SAL Server Express Edition

Click "Install" to proceed

’ Back ] [ nsta

Figure 4.9

‘esCanav.com
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The wizard will inform you on successful installation of Microsoft SQL Server Express. Refer
Figure 4.10

Welcome| o |
P eScan Management Console Configuration Wizard g‘ —
License . ;
"q““

Installing Microsoft SQL Server Express

Microsoft SOL Server Express has been installed successfully on your
sy stem.

& Microsoft Windowes Installer

& Microsoft Met Frameswark

' Microsoft SGL Server Express Edition _

Click "Mext" to cortinue

l J [t ]

Figure 4.10

Click Next to continue. You will be forwarded to the eScan Management Console Login
information Window.

N.esCanav.com
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e  Step 9 - Filling Login Credentials for eScan Management Console

Fill up the required Login credentials that will be required to Login into the eScan
Management Console. Click Next when done. Refer Figure 4.11.

~ . eScan Management Console Configuration Wizard

Welcome
License

Destination Folde

Ready to Install eScan Management Consaole login information

Erter the login credentials for the root user to give permizsion to manage the
eScan Management Console.

User natme: |

Finish
Description: |

Password:*

Confirm Password* |*

i |

Email address:* |abc@escanav.com

Click "Mext" to continue

I J [ e ]

Scanav.com

Figure 4.11

N.esCanav.com
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Step 10 — Completing eScan Management Console Configuration

For completing the Configuration of eScan Management Console, click Finish. Refer Figure
4.12.

!’ s ©Scan Management Console Configuration Wizard

Welcome
eScan Management Console Configuration Wizard
Completed,

License

Destination Folder

Ready %0 install | You Parve successtlly natalled J confgured Mcrosot SCL
| Server Expreas on your computer Olck “Finssh’® 1o procesd
| with eScan installabon

y

Firesh

Figure 4.12

Nw.esCanav.com
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° Step 11 — Scanning Computer for Viruses and infection

Before finishing the installation process, eScan will scan the computer for viruses, you can
cancel the scanning by clicking Cancel on the eScan Antivirus Toolkit window. Refer Figure
4.13.

<. WA - eSeanAV AntiViros Toolkit (1 400,60 D6), = B[]

AP AMI 11871 - Tolsl Deardected Oibacts: 0
2480 T T1T18TT - Totd Obyschs Rensmed: 0
24 Ape 2013 11:18:71 - Tobal Debeded Dbgects: D
24 Ape A3 111871 - Totsl Emees: 0

2480 ONF I8 - T Elspsed: 000010

24Ap X812 Scanning complels. =
24 Ape 20131121812 - Scan Compleled

'

Wit Log Irdomustion

Fesull
Totsl Objects Seanred 26
Toal Obi 0 | Pause Scan |
Total Dizrdocted Objects 0
Toeal Dieleted Objects 0 Skl
Totsl Oibject: Rensmed 0
Total Ences 0 Time Elapsed 00:00:10

[5 canning Fle CAWIND OWS \sysbem32\CHAF NP OLL
Figure 4.13

Once the scanning is complete or you have cancelled the scanning, you will be forwarded to
the Finish window. Click Finish to complete the installation process. Please restart the
computer before using eScan Management Console.

Nw.esCanav.com
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4. Components of eScan Server

The eScan Server comprises the following components.

eScan Server - This is a core component which allows you to manage, deploy and configure
eScan on Endpoints. It stores the configuration information and log files about the Endpoints
which are present in the network. It also communicates with other components mentioned
below.

Agent — It manages the connection between the eScan server and the client computer.

eScan Management Console - It is a Web-based application hosted on the eScan Server. It
allows administrators to manage eScan on Endpoints in the network.

Microsoft SQL Server Express Edition- Database for storing events and logs, already included in
the eScan Setup file.

( NOTE : On Windows 8 / 8.1 / 2008 /2012 operating systems, SQL 2008 Express edition will be
installed else SQL 2005 Express edition will be installed.)

Apache - For running eScan Management Console. Already included in the eScan Setup file.

(NOTE: Uninstallation of eScan server will not remove SQL and APACHE software from the
system.)

esCanav.com
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6. User Interface of eScan Management Console

L Taskbar Menu -

Click eScan Management Console icon present in the taskbar on your desktop (on eScan
Server only). This will open the Login Page of eScan Management Console in your default web
browser.

® Options on Right Click ( & eScan Management Console Icon in taskbar)

a Client Live Updater
= Open 'Web Console

W Stop Announcement

wr About eScan Management Console
D) shut Down
m‘s} B 1:45PM

Options Description

Client Live Updater Using this option you can get live event
feeds from all Endpoints on your
network. This feed consists of IP
Address, Username of the Endpoints,
Module Names and Client actions. This
Live Feed list can be exported to Excel
if required.

Open Web Console Click on this option to open eScan
Management Console in a web
browser.

Stop Announcement Click on this option to stop broadcast
from and towards the server.

About eScan Management Console Click on this option to know more
about eScan.

Shut Down Click on this option to shut down the
server.

( Note : This is not recommended to
shut down the server component, this
will stop the communications between
client and server)

esCanav.com
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® The Login Page

Enter the Username and Password defined by you during installation of eScan
Corporate- 360 to Login to the eScan Management Console. Refer Figure 6.1

WEE CONSOLE LOGIN

Please type your User name and Password to access the Web Console,

User name:
For Active Directory account: dormaintusername

Tou can provide users the following linkis):

eScan Client Setup

http: D ARNMNT: 1044 3/ Setup/eScan Client.exe [+]
eScan Agent Setup (Windows)

http D ANNYT 1044 3 /S etup/Boent Setup.exe [+]
eScan Agent Setup {Linux) [-]

http AT AN 1 044 53/ S etup/Aaent Setup.deb
http: #1972 165.0.60:1044 3 /Setup/Agent Setup.deb

hitp: AADANNY 1044 3/ S etup/Bgent Setup.rpm
http:/f192.168.0 6001044 3/Setupffgent Setup.rpm

eScan Agent Setup (MAL) [-]
hitp ADANNY 1044 3/ S etup/Bgent Setup.drmg
http: /192 .168.0 60010443 /Setup/hgent Setup.dmg

Copyright @ zo10 Micra®™World Technologies Inc. All rights reserved.

Figure 6.1

Note:

e Please note that “root” is the super user being created by default by eScan during Installation,
see - Filling Login Credentials for eScan Management Console.

Options Description

[Field]

Username Enter the username to login to eScan
Management Console.

[Field]

Password Enter the Password to login to eScan
Management Console.

N.esCanav.com



Login

[Button]

Enter the Username and Password and
click Login to enter the eScan
Management Console.

eScan Client and Agent Setup
Links

[Download Links]

Client setup links (for Windows) is
present on the Web Console Login page;
you can send these links on mail to the
users of the Endpoints where remote
installation is not possible. Using this
link they can download the Client setup
and install it manually on their
computers. Or they can directly access
eScan Management console from their
desktop.

eScan Agent Setup Link

[Download Link]

You can give this link on mail to the user
of the Endpoints from where you are not
able to get system information or
communication is breaking frequently.
Once the Agent is downloaded and
installed on the Managed Computer. It
will establish the connection between
Server and Client computer. Please note
that installation of eScan on Linux and
MAC computers can only be done
manually by downloading AGENT on
MAC or Linux computers from the links

‘eScan

Anti-Virus & Content Security
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o Main Interface - eScan Management Console - Refer Figure 6.2

DashBoard Setup Wizard & vl

Setup Wizard o

T Welcome to the Setup Wizard

Unmanaged Computers This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups.
Report Templates
Report Scheduler
Events & Computers
Tasks For Specific Computers
Policies For Specific Computers ik et to Proceat
Asset Management

Print Activity

OutBreak Notification
Settings
Administration "

License

Mobile Device Management

Announcement Status: Started
eScan Corporate - 360

Server Up Tims:
1 Hour(s). 10 Min(s), 53 Sec(s)

Figure 6.2

Note:
Icons on every status Label signifies that the status is displayed for the computers having operating

mE ‘ A
system as ™. Windows, MAC OS X or =“ Linux.
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Links

Description

About eScan

[Link]
Click on this link to visit our Home page —
WWWw.escanav.com

[Link]
Click on this link to edit User Login details like Full

Username name, Password and email address that you use to
Login in the eScan Management Console.
[Link]
Click on this link to Log out of the eScan Management
Log off

Console.

Date of Virus Signatures

It displays the last date on which the Virus signatures
were updated on eScan Server. Click on this link to
update virus signatures on eScan Server.

Navigation Panel

Present on the Left in eScan Management Console, it
displays all Modules of eScan Management Console
providing access to numerous functionalities present
under them.

esCanav.com
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eScan Management Console - Navigation Panel

Navigation Panel appears on the left side after you login to eScan Management console and
gives you direct access to various options present in the console for managing computers,
installing, updating and configuring eScan on the Endpoints connected the network. Using this
panel you can also configure settings for the Web console and manage user roles and
permissions for Management Console. Using this console you can easily ensure total security
of endpoints from malware infections and viruses. It also helps you in configuring notification
mails for warning or alert in case of occurrence of a virus outbreak. Refer - Figure 6.3

DashBoard
Setup Wizard
Managed Computers
= Unmanaged Computers
Report Templates
Report Scheduler
Ewvents & Computers
Tasks For Specific Computers
Policies For Specific Computers
Asset Management
Print Actiwvity
OutBreak Motification
= Settings
+ Administration

License

Mobile Dewvice Management

Announcement Status: Started
eScan Corporate - 360

Server Up Time:
1 Hour(s), 10 Min(s), 55 Sec(s]

Figure 6.3

N.esCanav.com
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o Overview of the Navigation Panel —

Various options present in the Navigation Panel of eScan Management Console are as
follows —

° Dashboard - The dashboard of eScan Management Console displays charts showing
deployment status, Protection status, Protection Statistics and top 10 Summary and the
monitoring done by Management Console of the Endpoints for virus infections and security
violations. For more details click here. Refer - Figure 6.4

Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Surmmary Top 10

Deployment Status

eScan Status =A ‘_ License =A ‘_
M In=talled 4 License in Use 4
Mot Installed 1] M License Remaining 1
Unkrnown u} \ Total Licenze Size 5
Total 4
_ Manage License
eScan Yersion =n ‘
14,0,1400, 1596 2
7.0.2 1
Y W7oz i
Unknown a
Total 4
Figure 6.4
Note:
e Jcons on every status Label signifies that the status is displayed for the computers having

mE ‘
operating system as "N windows, Mac OS X or = Linux.
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° Setup Wizard - It guides you in step by step creation of groups, adding computers to
respective groups, adding hosts from the network and installing client on the connected
computer at a desired path/ location on that computer. Once you have completed the setup
using setup wizard this module will not be visible when you open eScan Management
console from next time. Refer - Figure 6.5

Setup Wizard &4 Help

Welcome to the Setup Wizard

This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups.

Figure 6.5

® Managed Computers — It consists of a Console tree on the left and a task pane on right.
Using this section you can define / configure Policies for Endpoints. It provides various
options for creating groups, adding tasks, deploying or uninstalling client application,
moving computers from one group to the other and redefining properties of the Endpoints
from normal to roaming users and vice versa. For more details click here. Refer - Figure 6.6

-
Managed Computers « Refresh E Help

A Search

[ Action List v/ [ client Action List =

LJ Managed Computars Marne
G policy l_J Policy

[&J Group Tasks

l&] Group Tasks
'_1,-5 Client Computers (2

A Client Cornputers

..... folic ’ Roaming Users
E:I Group Tasks Linux § Mac

-_1;5 Client Cornputers
- u Linux § Mac

Figure 6.6
° Unmanaged Computers — This section displays information about the computers that have
not yet been assigned to any group. This section also allows you to set the host
configuration, move computers to a group, view the properties of a computer, or refresh
the information about a client computer by using the Action List menu. This section consists
of Network Computers, IP Range, Active Directory and New Computers Found. Refer -
Figure 6.7
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& Refresh [ Help

Setup Wizard

P Search

Managed Computers

= Unmanaged Computers
Network Computers Q
1P Range
Active Directory

New Computers Found

Report Templates [

fs MSHOME
Report Scheduler b #fe TECHNICALWRITER
Events & Computers . o WORKEROUR

Tasks For Specific Computers
Policies For Specific Computers
Asset Management 1
Print Activity
OutBreak Notification

Settings

[ Administration

License

Mobile Device Management

Announcement Status: Started

rosoft Windovs Network

eScan Corporate - 36

Server Up Ti

me:
1 Hour(s), 10 Min(s), 55 Sec(s)

Figure 6.7

Report Templates - The Reports Template page allows you to create and view customized
reports based on a given template, for a given period; sorted by date, computer, or action
taken; and for a selected condition or target group. It also provides options for configuring
or scheduling reports, viewing report properties, and refreshing or deleting existing reports.
For more details click here. Refer - Figure 6.8

Report Templates

Edrroperties § Refresh [ Help

[ new Template | [f) Create Schedule | E2 i}

Template Name
virus Report 28 I

Update Report 22 A &
Web Protection Report &%
Application Control Report 4%

Anti-Spam Report &%

oooooo

Mail Anti-Virus Report 2

[ use Control Report 24

[] Group Summary Report &%

Figure 6.8
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Note:
e Jcons on every status Label signifies that the status is displayed for the computers having

= 8 A
operating system as "N Windows, Mac OSX or =* Linux.

° Report Scheduler - The Report Scheduler page allows you to schedule a new reporting task,
run an already created reporting schedule or view its properties. For more details click
here. Refer - Figure 6.9

Report Scheduler % Refresh [ Help

@ 5] EF m New Scheduls | [) View & Create

[] schedule Name Report Racipient Scheduler Type View

[ | application_antispam PDF Automatic Scheduler

[ | use PoF Automatic Scheduler

[ | virus Report Automatic Scheduler

[ | web_ update POF Automatic Scheduler

Figure 6.9
° Events and Computers - The Events & Computers page enables you to monitor various
activities performed on client’s computer. You can view log of all events based on Event
Status, Computer Selection or Software/ Hardware Changes on that client computer. Using
the Settings option on the screen you can define settings as desired. For more details click
here. Refer - Figure 6.10
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-
Events & Computers + Refresh EHelp

Eﬂ Settings @ Edit Selection + Cliant 05 Type | All b
EH;J Events & Computers Recent Events 1- 100 of 208 page | 1 |of 3 #l Rows per page: | 100 %
E| :_ Events Status
L_J_ Date Tiroe Machine Marme [P Address User narne Event Id il A
: L_ Recent
Critical €) +/14/2014 15:53:05 QA-WIN-155 2§  192.168.1.156 roct File Anti-Virus (15154)
fo b Infarmation € +/14/2014 13:28:15 QA-WIN-155 45  192.168.1.156 ga File Anti-Virus (15114)
Eu Camputers Selecion
) €) 4/14/2014 13:28:15 QA-WIN-155 IT  192.168.1.156 root File Anti-Virus (15724)
!, Computers with the '
Computers with the /|| @) $/14/2014 13:28:15 QA-WIN-155 3§  192.168.1.156 roct File Anti-Virus (15733)
Database are Outda || @) 4/14/2014 13:28:15 QA-WIN-15S 33  192.162.1.156 root File Anti-Virus (15710)
Many Yiruzes Detech
:28: A-WIN-155 == . 168.1. i i-Vi
Mo eScan Antivirus 1 || @ 41472014 13:28:15 Q 2  192.168.1.156 root File Anti-Virus (15154)
Mot Connected for a o 4f14/2014 13:28:15 gas-Mac-Pro ‘_ 192.168.1,156 root File Anti-Virus (15700)
Mat 5 d f |
oroeannear 2 | @ 471472014 13:28:15 qas-Mac-Pro g 192.168.1.156 root File Anti-Virus (15740)
i | Protection is off
L_J Software/Hardware Ch ﬂ 41472014 | 13:28:15 qas-Mac-Pro ‘_ 192.168.1,156 system File Anti-Virus (15152)
o 4f14/2014 13:28:15 qas-Mac-Pro ‘_ 192.168.1,156 system File Anti-Virus (157086)
ﬂ 4f14/2014 13:28:15 gas-Mac-Pro ‘ 192.168.1.156 system File Anti-Virus (15708)
€) ¢/14/2014 13:28:15 qas-Mac-Pro { 192.168.1.156 ga File Anti-Virus (15114)
o 4f14/2014 13:28:15 qas-Mac-Pro ‘_ 192.168.1,.156 qa File Anti-Virus (15114)
< || 4/14/2014 13:28:15 qas-Mac-Pro i 192.162.1.156 qa File Anti-Virus (15114)
o Infarrmation o Critical

Figure 6.10

° Tasks for Specific Computers — Using this section create and run tasks on specific
computers, it also allows you to schedule or modify created tasks for selected computers or
groups. You can easily re-define settings of already created tasks for desired machines. It
also allows you to view results of the completed tasks. For more details click here. Refer -

Figure 6.11

Tasks For Specific Computers

% Refresh [ Help

Hew Task | [) =4 H

[] IaskName Pending Completed Schedule Type

[]  update all Client

[ updzte Server

[

Automatic Scheduler Task Status

]
[ e

Manuzlly Start

Figure 6.11

Task Status

° Policies for Specific Computers - Using this section you can define rule set for specific
computers in the managed computers group. It also allows you to define the rule sets that
you have already created. Refer - Figure 6.12
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-
Policies For Specific Computers + Refresh g Help
Mew Palicy

[] Hame of Bolicy kaztDaploved Last Deploved To Whom

O Mg Fazebaak Jus 29 201F 04:28:59 PM COMP 134

D USE Allowead Jun 08 2012 03:45:35 PM COMP1E7

[0 neuse Access Jul 25 2012 04:15:50 PM COMP 145

U full intamat blodcad Jul 09 2012 0&:00:31 PM COMPLE0

D USE Allawad Jum 18 Z0LT 06:30:35 PM COMPRZ

[ safari-include

Aug OZ T01Z 02:37:46 PM

COMPT4, QATS-PC

Figure 6.12
Note — Precedence will be given to Policy for specific computer over group policy

° Asset Management - This module provides you the entire Hardware configuration and list
of software installed on Endpoints in a tabular format. Using this module, you can easily
keep a track of all the Hardware as well as Software resources installed on all the Endpoints
connected to the Network. Based on different Search criteria you can easily filter the
information as per you requirement. It also allows you to export the entire system
information available through this module in PDF, Microsoft Excel or HTML formats. Refer -
Figure 6.13

‘_:‘ Refresh u Help

Asset Management

Hardware Report Software Report

4 Filter Criteria 4 Export Option

Corputer Details 1-50f5 page of 1 Rows per page: | 100 %
Cormputer Mame Group IP Address Uzer name Operating Svstem Service Pack
qas-Mac-lU-‘?‘; Mac 192.168.1.60 root Mac ©5 ¥ 10.9 64-Bit 1z.0.0
qasmac1-212‘; Manzaged Cormputers 192,165.1.212 root Mac ©5 ¥ 10,7.1 64-Bit 11.0.1
qas-Mac-Pro‘; Mac 192,168.1.156 root Mac OS5 ¥ 10,6 32-Bit 10.2.0
QA-TEST—XD:; Mac 192,168.2,43 5YSTEM Windows XP Setvice Pack 3, v
QA-WIN-15528 Managed Cormmputers 192,168.5,82,192,1658,1.155 S¥STEM wWindows XP Setvice Pack 3 (B

Figure 6.13
Print Activity - It monitors and logs printing tasks done by all the Endpoints, it gives you a report
of all Printing Jobs done by Endpoints through any Printer connected to the network. It also gives
you a Log report of all PDF conversions through PDF Converters done on individual Machine
connected to the network. Refer - Figure 6.14
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-
Print Activity % Refresh [ Help

4 Filter Criteria 4 Export Option

1-32of 32 page of 1 Rows per page: | 1390 (%

Printer Name Copies
Erother HL-2140

e
w
&

Canon LEP3300
doPDF 7

HP Deskiet F2400 series

e W

s
i

HP Deskjet F4200 series

HP Deslget Ink Advant K208a-z 46200

Figure 6.14

®  Outbreak Notification — Using this section, you can configure settings for sending
notification when Virus count exceeds the limit defined by you. Refer - Figure 6.15

OutBreak Notification i elp

OutBreak Alert Settings

Send notification for viruses detected exceed the folloving number wvithin the shovn time

Humber |25 Time Limit |1 Day(s] &

Notification

Sender:

Recipient:
SMTP Server: 152.168.

SMTE Port: 1

Use SMTP Authentication

Figure 6.15

®  Settings - Using this section you can define important settings for FTP downloads,
maintaining Logs, eScan Management Console timeout settings, update download settings
along with important settings for escan. For more information Click Here

®  Administration - Using this section you can create User Accounts and allocate them Admin
rights for using eScan Management Console. It is helpful in a large organization where
installing eScan client on large number of computers in the organization may consume lot of
time and efforts. Using this option you can allocate rights to the other employees which will
allow them to install eScan Client and implement Policies and tasks on other computers.
For more information Click Here

° License - The eScan Web Console enables you to manage license of users. You can add,
activate, and view the total number of licenses available for deployment, number of
licenses deployed, and number of licenses remaining with their corresponding values. You
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can also move the licensed computers to non-licensed computers and non-licensed
computers to licensed computers. Refer - Figure 6.16

License % Refresh | Help

Register Information

License Key(30 char’ Activation Code(80 char! Reaqistration Status Contract Period Ends on No. of Users

Activated 11-Feb-2015 150

To Add License Click Here

License

License in Use 85

B License Remaining

55
\ Totzl Licenss Size 150

' Mansae License

Figure 6.16

®  Server Status info — It displays the Anouncement info of the server along with the Server up
time .

Announcement Status: Started
eScan Corporate - 260

Server Up Time:
1 Houris), 10 Min(s), 33 Sec(s)

o Dashboard and its Configuration

It displays the Deployment Status, Protection Status, and Protection Statistics and Summary Top
10 of eScan and it modules graphically in the form of pie charts.

This section displays the Pie chart view of the following —
° Deployment Status

It displays the deployment status of eScan client on the Endpoints. Displays charts showing
status of eScan Client installation, Licenses and eScan versions installed on Endpoints.

o eScan Status -

Nw.esCanav.com



efScan Status = A ‘J

M Installed
Mot Installed
Unkrown

Total

ln o o |

Figure 6.17
® Installed - Total number of Computers where eScan Client is installed.
® Not Installed - Total number of Computers where eScan Client is not installed.

® Unknown - Total number of Computers whose status about the Client installation is
unknown. (Server is unable to receive information from the Computers for a long
time)

e Total — Total number of computers where eScan is installed, not installed or the
installation status is unknown.

) License —

License = A ‘

License in Use

3
M Licenze Remaining 0
=]

Y Total License Size

Manage License

Figure 6.18

® License in Use - Total number of Licenses that have been activated.
e Total number of Licenses remaining.

® Total license size i.e. — The total number of Licenses purchased, it includes the
number of licenses that are used as well as un-used.

° eScan Version -

It gives you a pie chart view of the total number of versions installed on the computers on
the network.

fww.esCanan



® Also displays number of computers on which specific versions are installed.

Note:

e To know more details about the computers, click on the number of computers
links for listed options.
eScan Status =n ‘

M Installed
Mot Installed

M Unknown
Total

ltn = o |

Note:

EE ‘

o "N \Windows, Mac, “>* Linux Icons at the top of every chart denote that
the information is displayed for computers with respective operating systems
(Windows, Macintosh or Linux). Know more details about the computers, click
on the number of computers links for listed options.

o Protection Status - It displays the status of all the modules of eScan Client along with
Update status on Endpoints.

e Update Status —

Update Status =n "_
M Updated 4
Mot Updated 1
P unknown u]
Tatal 5

Figure 6.19

Updated - Number of computers on which eScan Client is updated.
Not Updated - Number of computers on which eScan Client is not updated.
Unknown - Number of computers where the status is unknown.

Total - Displays the status of total number of computers where the status is
updated, not updated or unknown.




Scan Status —

Scan Status =AL
M scanned i
Mot Scanned 0
M Unknown 4
Total 5
Figure 6.20

Scanned - Total number of computers that have been scanned in last 30 days for
viruses and malware infections.

Not Scanned - Total number of computers that have not been scanned in last 30
days for viruses and malware infections.

Unknown - Number of computers where the status is unknown.

Total - Displays the total number of computers that have been scanned, not scanned
or their scanning status is unknown. It includes computers with Windows, Mac or
Linux operating system.

File Antivirus —

File Anti-Wirus —

M started
Stopped
Unavailable

M Unknown
Total

lln =@ o o |0

Figure 6.21

Started - Number of computers on which the File Antivirus Module is in Started
State or turned on.

Stopped - Number of computers on which the Module is in Stopped State or turned
off.

Unavailable — Number of computers where the Module is not present.

Unknown - Number of computers where the status is unknown.
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® Total - Total number of Managed computer where File Antivirus Module is started,
stopped, Unavailable or the status is unknown.

® Proactive —

Proactive ——

M started
Stopped
Urnavailable
Unknown

Tatal

ln O | O |

Figure 6.22

e Started - Number of computers on which Proactive scanning is in Started state.
e Stopped - Number of computers on which Proactive scanning is in stopped state.

® Unavailable — Number of computers where Proactive scanning Module is not
available. This Module is available only in Computers with Windows Operating
system.

® Unknown - Number of computers where the status is unknown.

® Total - Total number of computers where Proactive scanning is Started, Stopped,
Unavailable or the status is Unknown.

® Mail Antivirus —

Mail Anti-Virus H-]

B started 0
W stopped

|-

(=)

\ Unzavailable
o Unknovn 0
Total 1

Figure 6.23
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e Started - Number of computers on which the Mail Antivirus Module is in Started
State or turned on.

e Stopped - Number of computers on which Mail Antivirus Module is in Stopped State
or turned off.

e Unknown - Number of computers where the status is unknown.

® Total — Displays the total number of computers where Mail Anti-Virus module of
eScan is started, stopped, unavailable, or the status is not known.

®  Anti-Spam -

Anti-Spam

B started

Stopped

(s

(e I (B0

\ Unavailable
|

& Unknovn
Total

= ©

Figure 6.24

e Started - Number of computers on which the Anti -spam Module is in Started State
or turned on.

® Stopped - Number of computers on which Anti-spam Module is in Stopped State or
turned off.

® Unknown - Number of computers where the status is unknown.

® Unavailable — Total number of computers where Anti-Spam module is not available.

® Total - Total number of computers where Anti-Spam module of eScan is started,
stopped, unavailable or the status is unknown.

®  Web Anti —Phishing —
Web Anti-Phishing

.
ar

B started 0

Stopped 1

\ Unavzilable
| Unknown 0

Total 1

Figure 6.25
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Started - Number of computers on which Web Anti -Phishing is enabled.
Stopped - Number of computers on which Web Anti -Phishing is disabled.
Unknown - Number of computers where the status is unknown.

Unavailable - Total number of computers where Web Anti-Phishing module of eScan
is unavailable.

® Total — Total number of computers where Web Anti-Phishing module of eScan is
started, stopped, unavailable or the status is unknown.

®  Mail Anti — Phishing

Mail Anti-Phishing e

B started

| Stopped

(]

Unavzilable

(R I (S

| Unknovn
Total

[

Figure 6.26

Started - Number of computers on which Mail Anti -Phishing is enabled.
Stopped - Number of computers on which Mail Anti -Phishing is disabled.
Unknown - Number of computers where the status is unknown.

Unavailable — Number of computers where Mail Anti-Phishing module of eScan is
unavailable.

® Total - Total number of computers where Mail Anti-Phishing module of eScan is
started, stopped, unavailable, or the status is unknown.

® Web Protection

Web Protection ]

B started 0
Stopped 1
Unzvzilzble 0

| Unknown 0

Total 1

Figure 6.27
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e Started - Number of computers on which the Web Protection Module is in Started
State or turned on.

® Stopped - Number of computers on which Web Protection Module is in Stopped
State or turned off.

® Unavailable - Number of computers where Web Protection module of eScan is
unavailable.

® Unknown - Number of computers where the status is unknown.

® Total - Total number of computers where Web Protection module of eScan is
started, stopped, unavailable or the status is unknown.

®  Firewall
FireWall ..

E. Started 0

' Stopped q.

! Unavzilable 0

Unknown 0

Total 1

Figure 6.28
e Started - Number of computers on which Firewall Module is in Started State or
turned on.

® Stopped - Number of computers on which Firewall Module is in Stopped State or
turned off.

® Unavailable - Number of Computers where Firewall module of eScan is unavailable.
® Unknown - Number of computers where the status is unknown.

® Total - Total number of computers where Firewall module of eScan is started,
stopped, unavailable or the status is unknown.

e Endpoint Security

Endpoint Security s ‘_

Stopped

[ (2

|

|

Unavzilable
¥ Unknovn

= ©

Total

Figure 6.29
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e Started - Number of computers on which the Endpoint Security Module is in Started
State or turned on.

e Stopped - Number of computers on which Endpoint Security Module is in Stopped
State or turned off.

® Unavailable — Number of computers where Endpoint Security modules of eScan is
not available.

® Unknown - Number of computers where the status is unknown.

® Total - Total number of computers where Endpoint Security module of eScan is
started, stopped, unavailable or the status is unknown.

®  Privacy
Privacy =

M started 0

| Stepped 1

\‘\ Unavazilable 0

8 Unknovn 0

Total 1

Figure 6.30

e Started - Number of computers on which Privacy Control Module is in Started State
or turned on.

e Stopped - Number of computers on which Privacy Control Module is in Stopped
State or turned off.

® Unavailable - Number of computers where Privacy module of eScan is not available.
® Unknown - Number of computers where status is unknown.

® Total - Total number of computers where Privacy module of eScan is started,
stopped, unavailable or the status is unknown.

Note:

@ "

- Em “Q Icons at the top of every chart denote that the information is
displayed for computers with respective operating systems (Windows,
Macintosh or Linux). To know further details, click on the number of computers
links for listed options.
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® Protection Statistics

This tab displays activity statistics of all Modules of eScan Client on all the Endpoints in pie
charts. It displays the actions taken by eScan modules on the Endpoints as Count. You can
reset the Protection Statistics using the Reset Counter option present in the window.

Deplayment Status | | Brotection Stetus | Protection Statistics | Summary Top 10

Configure Dashboard Display

Resst Counter

File Anti-Virus

Mail Anti-Virus

"

Anti-Spam

Web Protection

Suspected Phishing Site

Endpoint Security-USB

®0a¢

Endpaint Security-Application

Figure 6.31

Note:

e Reset Counter option resets the Protection Statistics to 0, this option is useful when a group of
Endpoints is infected with a Virus and you have scanned and secured the computers. To

monitor the group for infection you can reset the counter to 0.

® \When you click count you can see the details of the affected Computer, action taken and

group to which it belongs to.

Protection Statistics > File Anti-Virus => Guarartined =k
Cliemt O5 Type | all v Print
achine Narme Status Group

EaMpIar 18 Ouarantined (145 Managad Computars

COMP132 o= !!I L] |!I| gl' !2! Mansged Coamputers

COMP13S 22 o antingd () Mansged Computers

COMP13E 2= o aantingd (33 Managed Computers

COMP144 o8 Qv atined (G3)

Managad Computars

Figure 6.32




Protection Statistics == File Anti-Virus >> Quarantined { COMP144 )

Click on the status link to view the infected file name.
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An

Print
DateTime | File Name Description User name
3/10/2014 Ci\Docurnents and Settings\Deepali, COMP144Local Infected by Virus:
DL Settings\Application DatalGoogle\ChramelUser JS:Exploit BlackHale, g DEEPALI
o DatahDefaultiCachelf 00085k (DB)
371072014 CihDocuments and Settings\ Deepali, COMP1d44hLocal Infected by Wirus:
12117116 SettingsiApplication DatalGoogletChromelUser 15:Exploit.BlackHole, Oy DEEPALL
o Data\DefaulthCachelf_0003ba (DB
Infected by Virus:
2/18/2014 X . .
12:01:28 Gitfirework,mp3.exe Trojan, Generic, 6709978 DEEPALI
_ (o)

Figure 6.33

e Additional Protection Statistics can be viewed using the [More] option present on the
interface.

Configure Dashbosrd Display

Deployment Ststus | | Proteckion Stetus | | Protection Statistics | Summery Tep 10

Reset Counter

Since Last 20 Days
File Anti-Virus T3 Ml Anti-Virus ]
anti-Spam = Web Protection =

£
J Suspected Phishing Site
Endpoint Security-USE =K Endpoint Security-Applicstion =
. Dats outflow

Figure 6.34

® [t displays the statistics counter for the following —
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Additional protection statistics

Mzlware URL Block i74
Autorun Block 14
Executable Elock USE 536
Executable Elock Metwark 0
Executable Block User based 1]
Proactive Statistics: Allow 4
Proactive Statistics: Block 2
Total 1130

Figure 6.35
Note:
=l )

o« Um =~ |cons at the top of every chart denote that the information is
displayed for computers with respective operating systems (Windows,
Macintosh or Linux). Know more details about the computers, click on the
number of computers links for listed options.

° Summary top 10

This Tab displays top 10 Summary of various actions taken by eScan on all Endpoints. It
displays list of applications allowed / blocked / computer names along with the chart and
graph of the actions taken by eScan on occurrence of an event (Like unauthorized USB
insertion in USB port of any Managed Computer) or detection of an infection. You can
exclude or include desired options using Configure Dashboard Display Option present in
the eScan Management Console.
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DashBoard % Refresh [ Help
Configure Dashboard Display
Depl: Stat tion Status y Top 10
Since Last 30 Days
Top 10 Virus Blocked SAL
¥ Virus Name Percentage of Viruses
100 'y Win32.Worm 36.78% —
a0 %% -—
Hits £0 v =
L] - . Worm.Generic.24677 (DB i
20 L — Troizn.FakeFolder.A (DE] i
mmmmmmmmm Troizn.Js.Blscols.Gen (DE) i
4 4 4 &2 2 2 2 2 2 & Exploit.CVE-2010-2568.Gen (DB) i
MM-DD Troizn.SslitStub.A (DE)
Advare.HevlextMe.A (DE)
Win32.5lugln.A.Dam[ZP] (DE)
Top 10 Computer Infacted Count SAK
12 ¥ Computer Name Computer Infected in %
10 vss &2 26.08%
3 * COoMP144 88 26.56% —
i @ A AMOD-PC 83 20.45% —
[} E = 45
coMp13s 88 2.00% i
comPs0 I5 1.76%
comp13z 88 1.41%
COMP173 1.06%
comesz 1.08%
MARKZS 55 1.08%
compise 38 0.34%

Configuring Dashboard

Figure 6.36

You can configure the Dashboard to show pie charts and details of status, statistics and
summary for desired modules. You can configure Dashboard display using following Steps --

® C(Click Configure Dashboard Display option present on the top Right Corner of the interface.
Refer Figure — 6.37

Deployment Status

Protection Status  Protection Statistics

Summary Top 10

Deployment Status

Configure Dashboard Display

‘eScan Status

EAK

W installed
Not Installed
Unknovn
Total

ko e [
o ra o

p

License

Licanze in Use
M License Remaining

Total License Size

Manzgs Licenze

10.0.1058.1540
11.0.1139.1225
W 11.0.1139.1239
W 11.0.1139.1277
11.0.1139.1540
11.0.1139.1551
W 14.0.1400.1540
14.0.1400.1542
14.0.1400.1544
W 14.0.1400.1583
Unknown
Totzl

Figure - 6.37

® Now select Checkbox to choose the desired Module / Option that you wish to include in the
Tabs present in Dashboard.
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Configure Dashboard Display

Deploayment Status
e5can Status

License Surmrmnary

]

e5can Version

Protection Status

Update Status Scan Status

File Anti-Wirus Proactive

Mail Anti-virus Anti-Spam

Firews all Mail Anti-Phishing

wWeb Protection web Anti-Phizhing

Endpoint Security Privacy

Protection Statistics

File Anti-Viras Mail Anti-Wirus

Anti-Sparn Wweb Protection

Endpoint Security-USE Endpoint Security-Application

Surmrmmary Top 10

|:| Machine Infected |:| USE Blocked

Application allowed by Cormputer |:| Application Blacked by Computer
Webszite Blocked by Cormnputer webzite Allowed by Computer
Application Blacked by App Mame Application Allowed by App Name
Webszite Blocked by Sites wabszite Allowed by Sites

I:l Infected Emails I:l Sparn Ermails

I:l Wirus Blocked

[ Ok ][ Cancel ]

Figure 6.38

® (lick Ok to save settings and close the window. Charts, Information and Summary for the
selected modules will be displayed in respective tabs.

Note:

=R D

° = =< Icons at the top of every chart denote that the information is
displayed for computers with respective operating systems (Windows, Macintosh or
Linux). Know more details about the computers, click on the number of computers
links for listed options.
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7. Managing Computers

This section helps you in creating logical computer groups, defining policies for the created groups,
and creating tasks for the desired group of computers. It is recommended that you group all the
computers on the network in Logical group; it will help you in defining tasks and policies and
monitoring activity on every computer present on the network. These groups can be based on
departments, user roles or designations in the company. Let us see the steps towards securing all
the computers on the network.

® Create Logical Computer Groups
® Move Computers to the created Computer Groups

Creating Logical Computer Groups

For securing and managing Computers present on the network, create groups and then add
all computers in the groups created by you. It will help in better management, monitoring
and security of the Endpoints. You can create the groups using following steps.

1. Click Managed Computers option present in the Navigation Panel. Refer Figure - 7.1

DashBoard Managed Computers 3 Refresh [ Help
Setup Wizard N
S search
ged C Q
* unmanaged Computers [ Action List v| [ Client Action List ¥,
Report Templates
Name
Report Scheduler
Events & Computers @3 policy
Tasks For Specific Computers @l Grovp Tasta
— — 09 Cliant Computars
Policies For Specific Computers >
(5] momming Ussrs
Asset Management
(L) Linux / Mac
Print Activity
OutBreak Notification
# Settings
Administration g
License
Mobile Device Management
Figure - 7.1

2. This will open the Managed Computers section on the right; now click New Group option
present in Action List drop down menu on the interface. Refer Figure -7.2

DashBoard

Setup Wizard

P _Search
Managed Computers o
Unmanaged Computers [ Action List~| [ Client Action List =
Report Templates oo | < .
=me
Eenosechelies Sat Group Configuration y
Events & Computers (L eolicy
Group Tasks
Tasks For Specific Computers ) 2
— s W8 Client Computars
Policies For Specific Computers -
&5 roaming usars
Asset Management
Linux / Mac
Print Activity g
QutBreak Notification
Settings
Administration |
License
Mobile Device Management

Managed Computers

& Refresh [ Help

Figure -7.2
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Creating New Group window will pop up, Fill in the New Group Name and Select the Group
type as Normal user or Roaming user as desired using the drop down present on the
interface.

PE. B'E_@]
E Help

New Group Name : Technical Writers

Group Type : Nermal User v

[ Ok J[ Cancel ]

%J Local intranet 3 v Ki0% -

Figure 7.3

“lesoan ManapemenitontolesMiErosofid nterneiies J E

Creating New Group E Help

Create Mew Group

Mew Group Mare Technology Writers

Group Type @ Mormal User

&] Done & Local intranet
Figure -7.4
3. Click Ok, the group will be created under Managed Computers in eScan Management
Console. Refer Figure — 7.5

DashBoard

Managed Computers & Refresh [ Help
Setup Wizard
£ Search
ged C a
Unmanaged Computers. [ Action List v/ [} Client Action List ¥,

Report Templates

2d Computers o
Report Scheduler . =
Events & Computers N 0 potie
N (3 Group Tasks
Tasks For Specific Computers »
— = 8 Client Computers
Policies For Specific Computers. p
() Reaming Users
Asset Management -
= (&) Linux / Mac
Print Activity
OutBreak Notification
Settings
Administration !

License

Mobile Device Management

Figure-7.5
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Moving Computers to the created Groups

For installing eScan Client on the computers connected to the network and define policies
and tasks on the basis of the groups they belong to, you will be required to move computers
to the created groups. You can move the computers from Unmanaged Computers to
desired groups created in the Managed Computers using the following options present in
eScan Management Console —

Moving Computers from Network Computers.
Moving all Computers within selected IP Range.

Moving Computers from Active Directory.

Moving Computers from the New Computers Found List.

i. Moving Computers from the Network Computers - You can move the computers from the
list of computers present in the Network Computers using the following steps —

1. Click Network Computers option present in the Navigation Panel under Unmanaged
Computers. Refer Figure -7.6

| DashBrard ] T ==l
Satup Winard
[T T —
| —
&
55 Raras
----- Desgcnaey =
Mo Limtriulers Foarad —
Bepnrl Trmplabes
| Erport Schadulor 1
[wanis & Compstsrs
T L T ey e —
S S ——
: Aprrd Hanagecmenk
Print Acieeity i
| ouieas k recailicasicn
# ot
|1 etrmriintratean
..... ™
EE—— " !
I
Figure -7.6

2. Now expand the Microsoft Windows Network tree and select the workgroup from
where you wish to move computers to the desired group created in Managed
Computers section. Refer Figure -7.7
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Network Computers

& Refresh a Help
Psearch |

m] Action List v Refresh Cliznt

¢y Metwork Computers

¥ Computer Hame Groups 1P Address eScan Status
B #fs Microzoft windows Metwc
X E DANNY 25 Managed Cormputers 192,168.0.60 Installed (Client) - eScan Corporate fi
© ¥ ESBS
© ¢l ESCAN

© s MSHOME
#i# TECHMNICALWRITEFR

“ ld WORKGROUP

Figure -7.7

3. Now select the Computer(s) that you wish to move to the desired groups that you

created under Managed computers. You can do so by selecting the check box beside the
Computer Names. Refer Figure -7.8

Network Computers

£ Search

& Refresh [ Help
[ action List v| &2 Rafrash Client

ofs Nebwork Computers
B o

vl
Microsoft Windows Netwerk

Computer Selected: 1
[¥] Computer Name Groups IP Address eScan Status
) & oanny
s ESES

Unknown status
s ESCAN

¢ MSHOME \

fs TECHNICALWRITER (1)

Version Last Connaction Installed Dirsctory Menitor Status Anti-Spam Mail Anti-Virus Web |

s WORKGROUP

Figure -7.8

Also see Viewing Properties and Setting Host Configuration

interface. Refer Figure — 7.9

Network Computers

4. Click Move to Group option present in the Action List drop down menu present on the

% Refresh | Help
o Search
[ Action List > & Refresh Client Computer Selected: 1
Set Host Configuration
Computer Hame Groups 1P Address eScan Ststus  Version Last Connection Installed Directory Monitor Status Anti-Spsm Mail Anti-Virus Web |
= Netviork
(& oanny Unknoun status
Froparties
Refresh Client
7 MSHONE
#f¢ TECHNICALWRITER (1)

#f WORKGROUP

Figure-7.9

5. Select Group window will open on the screen. Expand the Managed Computers tree to
view the groups that you created earlier.

Refer Figure — 7.10
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{= eScan Management Console - Windows Internet Explorer

Select Group ﬂ Help

Move Computer(s) to Group

E‘L—J Managed Computers
7] Roaming Users
E|[_—J Linux / Mac

E- ] Linux3z
CJ Linuxs4

- (o] Mac

[ mewsroup || ok ][ cancel ]

‘J Lacal intranet fg v M100% -

Figure —7.10

6. Now select the group where you wish to move the selected computer(s). Refer Figure —
7.11

(= eScan Management Console - Windows Internet Explorer

Select Group ﬂ Help

Move Computer(s) to Group

E-[.5] Managad Computers
[0 Ro=ming Users
E-[ag] Linux / Mac
B[] Linux3z
-] Linuxs4

Lo Mac

Hew Group | | ok J[[ cancel ]

‘j Local intranet fa = Hioowm -

Figure-7.11
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7. Now Click Ok, selected Computer(s) will be moved to the group. Click Cancel if you do
not wish to move the selected Computers to this group.

Also see Creating New Group from the Select Group window.

Viewing Properties of Selected Computer
You can view the Properties of the Selected Computer using following Steps —

1. Select the desired computer in the Network Computers List to View its Properties. Refer
Figure 7.12

Network Computers

% Refresh [ Help
£ Search

[ Action List | & Refresh Client

Computer Selected: 1

Computer Name Groups 1P Address

[ panny

eScan Status Versio

n Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web |

Unknovn status

#fs MSHOME

#f¢ TECHNICALWRITER (1)

#fs WORKGROUR

Figure -7.12

2. Now click Properties option in the Action List Drop down menu present on the interface.
Refer Figure —7.13

Network Computers

% Refresh [ Help
£ Search

[ action List v| &2 Rafrash Client

Computer Selected: 1
Set Host Configuration

Computer Nsme Groups IP Address sScan Status
Move to Group ks Network

- [H oanny Unknown status

Refresh Client

Version Last Connaction Installed Dirsctory Menitor Status Anti-Spam Mail Anti-Virus Web |

# MSHOME

f# TECHNICALWRITER (1]

fs WORKGROUP

Figure —7.13

3. This will open the Properties Window on a pop up. It displays general information of the
computer like Computer Name, IP Address, User name and Operating System, along with

details of the Antivirus installed, its version and update summary. It also displays protection
status of all the Modules of eScan client. Refer Figure —7.14

N.esCanav.com



{= eScan Management Console - Windows Internet Explorer

Properties

i Hele

DANNY
General
Computer Name
IF Address
User name
Operating System
AV-Status
Anti-Virus Instzlled
Version
Installed Directory
Update Server

Last Update

Protaection
File Anti-Virus
Mail Anti-Virus
Anti-Spam
Web Protection

Firawzll

Endpoint Security

DANNY
A
Administrator

Unknown

Unknown status

NfA

Done

%J Loral intranet

¥y T

A% v

Figure —7.14

Note:

e In case of Multiple Selection of Computers, the Properties option will be

disabled.

Setting Host Configuration

‘eScan

Anti-Virus & Content Security

For any computer with Windows operating system connected to the network, if you are not
able to view / fetch its details using the Properties option. You can get the details after
setting Host configuration that builds communication between the Server and the selected

computer on the network.

You can set Host Configuration using following Steps —

1. Select the desired computer the Properties of which you wish to view/ fetch.

2. Now click Set Host Configuration option present in the Action List drop down menu.

Refer Figure -7.15
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-
Network Computers $ Refresh [ Help

£ Ssarch

[ Action List | & Refresh Client

Computer Selected: 1

Set Host Configuration)

Computer Name Groups IP Address eScan Status

[ panny Unknovn status

Version Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web |

Move to Group I Network

Properties

Refresh Client
¥F MSHOME

#f¢ TECHNICALWRITER (1)
¢ WORKGROUR

Figure —7.15
3. Now write Remarks and define the Administrator Username and Password and then
click Save. Refer Figure -7.16

{= eScan Management Console - Windows Internet Explorer E]|E|E|
Set Host Configuration i Help

Login Information

Computer Name:
Remarks:
User name: Administrater

Password:

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl\HostName

Done \j Local intranet ‘g v ®io0w -

Figure - 7.16

4. You can now view the properties of the selected computer using the Properties option
present in the Action List.
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L Creating New Group from the Select Group window

(The Select Group Window opens when you click Move to Group)
Refer Figure - 7.17

{= eScan Management Console - Windows Internet Explorer

Select Group E Help

Move Computer(s) to Group

ElCJ Managed Computers
Cj Roaming Users
EQ Linux / Mac

[ Linuxaz
B[] Linux6a

[J Mac

[ New Group ] [ Ok ] [ Cancel ]
% Local intranet Gy v maoem <
Figure - 7.17

You can create a New Group from this window using the following steps —

1. Click New Group, write the name of the Group and click Ok. Refer Figure — 7.18

= eScan Management Console - Windows Internet Explorer

Select Group E Help
Mowe Computer(s) to Group
Creating New Group G Help
Create New Group
Mew Group Mame :
Done \3 Local intranet fg v Moo -
Figure —7.18

2. The Group will be created instantly. Refer Figure —7.19
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{= eScan Management Console - Windows Internet Explorer

Select Group E Help

Move Computer(s) to Group

Elu Managed Computers
Eu Roaming Users
u Content Writers
B[] Linux / Mac

[ New Group ] [ Ok ] [ Cancel ]
& Local intranet faov |l H00% v
Figure-7.19
o Moving all Computers within selected IP Range to a Group —

It includes following steps --

®  Adding New IP Range - You can Add the Computers within certain IP range using the IP
Range option present under Unmanaged Computers. It can be done using the following
simple steps —

1. Click IP range option under Unmanaged Computers, and then click New IP Range option in
the Window. Refer Figure -7.20

‘e Sean % AbouteScan @& root /B Log OFf
v eScan Management Console (14.0.1400.1584)

DashBoard

-
1P Range | % Refresh [ Help

Setup Wizard

v
Managed Computers [ Acton Lr" &

= unmanaged computers

Network Computers #¢ 2 Range ‘"

There 2re no items to show in this view.

Figure - 7.20

2.  You will be forwarded to Specify IP Range window. Specify the desired IP Range and click
Ok. Refer Figure —7.21
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= eScan Management Console - Windows Internet Explorer E@g|
Specify IP Range E Help
Starting IP Address™*: 192 |.|160 |.|O |1
Ending IP Address*: . . .| 10|
[ Ok ] [ Cancel ] *1 Mand=story Fields
Done ‘_{ Local intranet Fg o HI00% -
Figure —-7.21

3. The selected IP Range will be added to the IP Range tree. All computers present in that IP
Range will be displayed when you select the IP Range on the interface.
Refer Figure — 7.22.

-
IP Range % Refresh | Help

[ Action List+ New IP Range || [

& IP Range i

[ o 158.168.0.58-198.166.0.58

Figure —7.22
Other details like IP Address of the computer, its group, Protection status (Unmanaged /
Unknown/Protected / Not installed, Critical / Unknown); the table also displays Status of all
modules of eScan.

° Action List (Menu)

e Setting Host Configuration - Select the computer and define the Host Configuration
settings using Set Host Configuration option present in Action List. This will help you
in fetching Computer Properties before adding them to a group under Managed
Computers. (For Endpoints with Windows operating system)

e Viewing Properties - Select the Computer in the table and click Properties in the
Action list, this will display all the details of the selected computer.
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e Refreshing Client — Click this option to fetch latest information / details of the
selected computer. This option is present on IP Range window as well as under
Action List Menu.
° Delete IP Range

1. Select the desired IP Range and click Delete IP Range option present on the screen. Refer
Figure —7.23

1P Range ,

& Refresh [ Help

[ Action List = Hew IP Range | i Delete 1P Range

#f 1P Range

Name

of 196.168.0.59-198.168.0.58

#s 198.168.0.58-158.168.0.58

Figure —7.23

2. To confirm the deletion click OK on the Pop up window.
Refer Figure 7.24

1P Range

& Refresh [ Help

[ Action List = Mew 1P Rzngs (1 Delets IR Rangs

#f 1P Renge

Hame

4y 198.168.0.58-198.168.0.58

¢% 198.168.0.58-198.168.0.58

Message from webpage

:{J Do you really want to delste selected TP Range(s)?

=

Figure —7.24

3. The selected IP range will be deleted instantly.
®  Moving to a Group

You can move the selected IP Range to any group under Managed Computers using
following simple steps.

1. Select the IP range and all computers present in the selected IP Range that you wish to
move from unmanaged computers to a group in Managed Computer. Refer Figure - 7.25

1P Range

& Refresh [ Help

[ Action List ~ New IP Range | i Delete 1P Range

#% 1P Rangs

¥4 196.168.0.58-198.166.0.58

4fy 198.168.0.58-158.168.0.58

A

Figure-7.25

2. Now Click Move to Group under Action List drop down menu. Refer Figure -7.26
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IP Range

7 Action st v| [B8 tiew 17 Range

% Refresh [ Help
[l Delate 10 Rangs | FZ Refrash Clisnt

St Host Configuration

Computar Salactsd: 1
Computer Nsme Groups IP Address eScan Status Version Last Connection Instslled Directory Menitor Status Anti-Spam Mail Anti-Virus ¥
B.168.0.58 (1
[ recHwrITER 192.168.0.58  Unknovm status
Eropartias
Refresh Client

Figure —7.26

3. You will be forwarded to the Select Group Window. Select the Group where you wish to
Move the selected computers in the IP Range and Click OK. Refer Figure -7.27

= eScan Management Console - Windows Internet Explorer

Select Group

i telp

Move Computer(s) to Group

El:] Manzged Computers
B[] Ro=ming Ussrs
(5] Cantent Writers
-5 Linux / Mac

New Group | [ Ol I [

Cancel

% Local intranet

Figure —7.27

Faowl HD0Wm v

The Selected Computer(s) will be moved to the selected group under Managed Computers
section. Refer Figure — 7.28

Managed Computers,

£ Search

% Refresh [ Help
[ Action List = [ Client Action List ¥| & Refresh Client

5] Msnsged Computers 0
[ Eolicy

Computer Hame [P Address
@ Group Tasks

eScan Status

Last Connection Installed Directory
DAHNY 152.158.0.60  Installed (Serv
¥ Clisnt Computers

eScan Corporate - 360 | 14.0.1400.1578 | 3/26/2014 4:37:03 PM  C:\Program Files\eSca
=] Rosming Ussrs
L] Policy

[ Group Tasks

M

n En

i~ Iyl Client Computers

- [ Content

Figure - 7.28
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Moving Computer from Active Directory — You can use the following simple steps to add
computers from the Active Directory.

1. Click Active directory under Unmanaged Computers in the Navigation Panel of eScan
management Console and Select Active Directory present in the tree. Now Click Properties.
Refer Figure —7.29

-
Active Diractory % Refresh [ Help

[ Action List ¥| [&? Properties

s Active Diractory I

= |

There are ne items te show in this view.

Figure —7.29
2. You will be forwarded to the Properties window. Click Add. Refer Figure 7.30

{= eScan Management Console - Windows Internet Explorer

Properties E Help
Add | [#] i}
Active Directory Domain Controller Address
Figure 7.30

3. You will be forwarded to the Login Settings window. Fill in the required Login Credentials of
Administrator to fetch data available on the Active Directory and click OK. Refer Figure 7.31

(5 eScan Management Console - Windows Internet Explorer

Login Settings ﬁ Help

Figure 7.31

4. The details including IP Addresses from active directory will be added instantly. Refer Figure
7.32
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Properties E Help

Add @Modifv ﬁDelete

Active Directory Dormain Controller Addrazs

192,162.0.10

Figure 7.32

5. Select the Active Directory and click OK. The selected Active Directory will be added to the
Active directory tree, to view the details click on the directory present under Active
directory tree. Refer Figure 7.33

-
Active Directory % Refresh [ Help

I:EU Action List ¥| (2} Properties Refresh client
B ¢l§ Active Directory <N (3] @a154 Unknrown status &
. wfs De=esbs,DO=local(192,168.0
B o ¢ Fl [J] ga15e Unknown status
© gy CM=Accounts
e
- i CH=Builtin O @ qrass Unknown status
gy CN=Computars O [ eazis Unknawn status
gy OU=Dornain Controllers O E' QAZ4 Unknown status
- yfy CM=ForeignSecurityPrincipal O @ esrzz e —
gl OU=durdip two (Help COne
i #.5i5 (HSIR GRS [0 @ eave Unknown status
gl OU=gurdiponeZ
AT6_ZKIENT Unk tat
-~ gfy OU=Ho softcore J El Q i it e
- gfy CM=Infrastructure |:| |2| QATET Unknown status
 gfy OU=Loadsim Users F [J] qasz Unknown status
" ¢fy CM=LestAndFound | [ QA Unknown status
- yfy CN=Microsoft Exchange Sys
i S5 O [@ qacaseer Unknown status
£ oU=mwadmin
ne¥
- gy OU=MyBusiness D E| QALAPTOPRTEST Unknown status
- gfy CN=NTDS Quotas O @ qavisTavm-pc Unknown status
gl CN=Program Data o ||| O @ gavm_spizz4sers Unknown status 3
< > < >
(9] unranaged [ protected [H] Mot Installed / Critical (3] unknawn status

Figure 7.33

6. To move computers present in the Active Directory, select the computers in the list and
click Move to Group option under Action List menu. Refer Figure 7.34
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-
Active Directory + Refresh E Help

ED Action List B? Properties Refresh Cliant Computer Selected: 1
Set Hast Confi ti
= i enriguration e Cormputer Mame Groups IP Address eScan Status Wersion Last Connection lh
|Moue to Group |oca
(4] === Unknown status
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E| abe Unknown status
Refresh Client
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- 4 OU=Ho softcore (] B8z Unknown status
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=
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O
|
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“ gy OU=MyBusiness E' mrEnown stakus
- ¢y CN=NTDS Quots [d] GA4-052B4BASDERL Unknown status
~ gf5 CH=Pragram Da E| QA-ARWUTI Unknown status
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W '
¥, Eal1 e =T Ty
£ » 4 >
I!l Unmanaged IE' Protected Iz' Mot Installed § Critical IZl Unknown status

Figure 7.34

7. Select the Group and Click OK. Refer Figure 7.35

eScan Management Console - Windows Internet Explorer E“§|E| |

sSelect Group E Help

Mowve Computer(s) to Group

E‘LJ Managed Computers
ELJ Roaming Users

----- LJ Content Writers
LJ Linux / Mac

[ New Group ] [ Ok ] [ Cancel ]

& Local intranet fa v HI00% v

Figure 7.35

8. The selected computers will be moved to the selected group.
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i.  Moving Computers from New Computers Found list - List of all new computers
connected to the network is generated in New Computers found list under Unmanaged
Computers. Using the Action List Menu you can Set Host Configuration, Move Selected
Computers to a Group, view Properties, Refresh Client or Export the New Computers List
to excel file format if desired.

Once the Computers are moved from Unmanaged Computers to Groups under
Managed Computers, you can Perform Tasks, Set host configuration, Manage Policies,
Deploy / Upgrade Client or deploy a Hotfix on all or any of the Managed Computer
individually or in group.

ii. Setting Host Configuration - Select the computer and define the Host Configuration
settings using Set Host Configuration option present under Client Action List. This will
help you in fetching Computer details before adding them to a group under Managed
Computers.

® Active Directory Synchronization

With Active Directory synchronization, you can synchronize eScan Centralized Console groups
with Active Directory containers. New computers and containers discovered in Active
Directory are copied into eScan Centralized Console automatically and the notification of the
same can be sent to the system administrator. You can also choose to Auto Install or Protect
discovered Windows workstations automatically. This allows you to minimize the time in
which computers can become infected and reduce the amount of work you need to do to
organize and protect computers.

Note:
e Endpoints running Mac OS, Linux, or Android are not installed automatically. You
must install eScan on such computers manually.
e Ensure that your protect Windows Critical Server Manually if they are a part of Active
Directory, before start of the Synchronization.
e If any computer or container is removed, it will also be removed from eScan Console
when it synchronizes with Active Directory.

e By Default, the synchronization interval is of 60 minutes. You can set it to a minimum
of 5 minutes.

After you have set up synchronization, you can set up email alerts to be sent to your chosen
recipients about new computers and containers discovered during future synchronizations. If
you choose to protect computers in synchronized Enterprise Console groups automatically,
you can also set up alerts about automatic protection failures.
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e Auto installation of clients within Active Directory

Once the Active Directory is synced with the eScan Server, it will automatically install eScan
on all the client machines in the Active Directory.

e How does Active Directory synchronization work?

In eScan Console, you can have both “normal,” unsynchronized groups that you manage
yourself and groups synchronized with Active Directory.

When setting up synchronization, you select or create a synchronization point: an eScan
Console group to be synchronized with an Active Directory container. All computers and
subgroups contained in the Active Directory are copied into eScan Console and kept
synchronized with Active Directory.

Note:
e Active Directory groups will be denoted by Dark Green Color.

% Aboutescan @ root (& Log off
eScan Management Console (14.0.1400.1789)

-
Managed Computers % Refresh [ Help

£ Search
[} Action Listw| [ Client Action List ¥ =P Policy Templates
B (2] Managed Carnputers Harne
u Palicy (] Palicy
(@@ Group Tasks (G Sroup Tasks

18 client Carnputers (3
. priesl(2) 08 Client Gomputers

Rasming Users

e am
B[] Linux / Mac
B[] newdin ef—

l_J Palicy

(45 Group Tasks

18 client Computers (38)
B 1172

f

After you set up synchronization with Active Directory, the synchronized part of eScan Console
group structure matches exactly the Active Directory container it is synchronized with. This means
the following:

1. If a new computer is added to the Active Directory container, then it also appears in eScan
Console.

2. If a computer is removed from Active Directory or is moved into an unsynchronized
container, then the computer is moved to the unassigned group in eScan Console.
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Note:
e A computer will not receive any new policies if it is moved to an unassigned
group.

3. If a computer is moved from one synchronized container to another, then the computer is
moved from one eScan Console group to the other.

4. If a computer already exists in an eScan Console group when it is first synchronized, then it
is moved from that group to the synchronized group that matches its location in Active
Directory.

5. When a computer is moved into a new group with different policies, then new policies are
sent to the computer.

L

Synchronize with Active Directory

Target Groups

IManaged ComputersinewGrp\??72-22? Browse
Source Active Directory Organisation Unit @
ICN=Computers,DC=esbs,DC=|oca|(192.168.0.10) Browse

Synchronization interval :

60 Minutes (Minimum 5 Minutes)

Search Filter :

e.g.: (objectClass=%)

[ Install eScan client automatically

Select eScan Installation Options:

™ Install without Firewall

Ok l Close

e Target Groups: Click browse and select the group on the management console to be
synced with the Active Directory. This will create a tree structure as of the Source Active
Directory Organization unit under the selected group.

Target Groups @

Managed Cornputers\newGrph 1172 Browse
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e Source Active Directory Organization Unit: Click browse and select the path of the source
Active Directory. The target groups in the above column will be synced with the group in
this path.

Source Active Directory Organisation Unit @

|CN=Cu:urn|:|uters,DC=es|:us,DC=|u:uca|(192.168.0.10) Browse

e Synchronization Interval: This option will allow you to set the synchronization intervals, the
active directory will be automatically synced after the defined time period. The minimum
interval that can be defined is of five minutes.

Swnchronization interval

&0 Minutes (Minirmurm 5 Minutes)

e Search Filter: Enter a value in the field and the search will be based on the strings
mentioned here.

Search Filter :

e.q.: [objectClasz=*]

e Install eScan client automatically: Select this check box to install eScan automatically on to
the client computers in the group. eScan will be automatically installed on the computers
that are newly added in the group whenever next AD synchronization takes place .

Note:
e |[f at the time of synchronization, a computer in a group is shut down or
not available, eScan will try to install eScan client automatically after
every 60 minutes.

[ Install eScan client autormatically

e Install without Firewall: Select this check box to install eScan without firewall on managed
computers.

Select eScan Installation Options:

[T Install without Firawall
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e Click OK to Apply settings

Note:
Automatic installation is applicable for Mac, Linux and Android platforms.

® Properties

It will display the properties of the selected managed group and the Update Agents for the
specified group. The properties of the group will be displayed into two sections: General and
Update Agents.

e General: This tab will display the following details about the selected group

o Name: It will display the name of the group.

e Parent group: It will display the name of the parent group that the group belongs to

e Group type: It will display the type of users in a particular group, whether it is normal
users or roaming users.

e Contains: It will display the number of subgroups and computers under the group.

e Created: It will display the date and time when this group was created.

e Update Agent

This tab will allow you to add or remove computers as Update Agents. The computers added
to this tab. This will reduce the traffic between the eScan Corporate Server and the client.

Features of Update Agents:

1. Download the antivirus signature updates from the eScan Server and share with other
client machines on the network.

2. Download the policy updates from the escan Corporate Server and share with the client
in the group or the network

3. The update agent will take event updates from the client computers in the group or
network and share it with the eScan Corporate Server.

4. Remote Deployment of clients can be done through Update Agents.

Advantages of Update Agents

1. Update Agent can be installed on any client computer connected to the network (where
eScan is already installed).
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2. Update Agent will take the signature updates from eScan Corporate Server and
distribute the same to other managed computers in the group. (Bandwidth is saved).

3. Update Agent will alternatively query eScan Update servers on internet for getting
updates whenever there is a connectivity problem between the update agent and eScan

Corporate Server.
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8. Managing Installations

After grouping all computers in logical groups using eScan Management Console, you can now
install eScan Client as well as other third party software on the computers connected to your

network. [Conditions Apply]

This section will give you an overview on following activities —

® Installing eScan Client - eScan client can be installed on computers connected to the
network in the following ways

® Remote Installation — It allows you to install eScan Client on all the computers in a
selected group at once. You can initiate and monitor eScan Client installation using
eScan Management Console. For more click here

e Manual Installation — In case remote installation fails, you can allow computer users to
install eScan client manually on their computers. It does not require any remote
assistance. For more Click here

® Installing eScan using agent - Installation of agent ensures that you have Administrator
rights on the computer and you can now remotely install eScan Client on that computer.
For more click here

® |nstalling other Softwares (3"‘| Party softwares) — eScan Management Console allows you to
install third party softwares on networked computers remotely. For more click here.

®  Deploying hotfixes - Using this option you can deploy hotfixes that eScan Server has
downloaded from eScan website. This option is highlighted only when downloaded hotfix is
saved in program files\escan\wgwin folder.

®  Connecting to the Client — Using this option you can take the remote access of the selected
Client Computer.

®  Viewing Installed Software List — Using this option you can view list of softwares installed
on Endpoints connected to your network.
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®  Force Download - This option is present under Client Action list in Managed Computer
Section. You can update eScan client on any networked computer by using this option. It is
required in cases where client has not been updated on the computer for many days. Select
the Client Computer and click Force Download in the Action List Menu. It will initiate the
Forced download process on selected Client computer.

Note: Conditions for third party software installation

e After starting the installation from eScan Management Console, no manual intervention should
be required to complete the installation on Client Machine. Only automated installations can be
done through eScan Management Console.

e Care should be taken that the installation file is not huge as it may impact internal network
speed of your organization.

® Send Message

Send Message is a new add-on feature implemented in eScan Console, through which you can
make broadcast to multiple Endpoints. If System Administrator wants to send an announcement or
an alert message asking user to log off the system or contact the System administrator, this can be
easily done using eScan console, without installing any third party software on the client system.

e Sending a message to client:
e Select the Client computer and then go to Client Action List, now click Send Message and

type your message and Click Send. The message will be sent instantly to the selected
computer.

Note:

e The character limit is 120 only; if the system is not switched on or not connected to network for
some reason, you will need to resend the message again to those endpoints.

® QOutbreak Prevention
This option allows the administrator to Deploy outbreak prevention policies during an outbreak
that restricts access to network resources from selected computer groups for a defined period

of time.

e Deploy Outbreak Prevention
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Administrator can define following policies:

e Limit Access to shared folders- After implementing outbreak Prevention policies, all
computers in the selected group will have read only access to Shared Folders on their
individual computers. The user can access the file but cannot modify it while accessing
from any other computer.

e Deny Write Access to Local Files and folders- All Computers in the selected group will
not have permissions to modify or create new file or folder in the selected folders or
files as defined by the administrator.

¢ Block Specific Ports- Select and Block a Port or a Port Range for TCP/ UDP Protocols.
The user will be notified at the start or after restoring original policies through a
customizable popup message on client computer if desired.

e Block All Ports (Other than trusted client-server ports): Select this option and it will
block all the ports except the trusted client-server ports in case of a virus outbreak.

e Automatically restore outbreak prevention: The administrator can set the hours (using
the dropdown) after which the system will automatically restore the outbreak
prevention settings.

e Restore Outbreak Prevention

e Notify Client users after restoring the original Settings: Select this option to send
notification to client users after restoring the original Settings.

Note:

The above outbreak prevention policies will be enforced on all the selected computers or groups.
Incorrect configuration of these policy settings can cause major problems with the computers.

Remote Installation of eScan Client —
® Preparing Client Computer for Remote Deployment

To install eScan Corporate 360 on the client system, check if the basic system requirements are
in place.

® Configuring the settings on -
®  Windows XP Professional systems (Windows XP, 2000, 2003, all editions)
1.  Click Start, and then click Control Panel.

2.  Double-click the Administrative Tools icon.
3.  Double-click the Local Security Policy icon.
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4.  On the navigation pane, click Local Policies folder, and then click Security Options
folder.

5. Double-click Network Access: Sharing and Security Model for Local accounts policy.

6. Select Classic - Local user authenticate as themselves option from the drop-down
list.

7.  Click Apply, and then click OK.

8.  Double-click the Accounts: Limit local account use of blank passwords to console
logon only policy. The Accounts: Limit local account use of blank passwords to
console logon only... dialog box appears.

9. Click Disabled option.

10. Click Apply, and then click OK.

If Windows firewall is enabled on all locations, select File and Printer Sharing check
box, under Exceptions tab (Control Panel >> Windows Firewall >> Exception).

° For Windows XP Home:
Since Windows XP Home has limitations with regards to remote deployment, MWAgent
should be installed on your system. You can download MWAgent from the eScan Web
Console.

® For Windows Vista /Windows 7 / Windows 8 / Windows 8.1

1.  Click Start on your desktop, and then click Run.

2. Now type secpol.msc, and then click OK. You will be forwarded to Local Security
Settings window.

3.  Onthe navigation pane, click Local Policies folder, and then click Security Options
folder. The security policy appears.

4. Double-click Network Access: Sharing and Security Model for Local accounts policy.

5. Select Classic - Local users authenticate as themselves option present in the drop-
down list.

6. Now click Apply, and then click OK.

7. Double-click the Accounts: Limit local account use of blank passwords to console
logon only policy.

8.  Click Disabled option. Now Click Apply and then click OK. If the firewall is enabled,
select File and Printer Sharing check box, under Exceptions tab.

9.  On desktop Click Start, and right-click My Computer, now click Manage. You will be
forwarded to the Computer Management window.

10. On the navigation pane, click Local Users and Groups option, and then click Users
folder, and double-click Administrator. You will be forwarded to the Administrator
properties window.

11. Check Password never expires and uncheck Account is disabled check box.

12. Click Apply, and then click OK.
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You can install eScan remotely on any computer or group present in Managed Computer using the
following simple steps —

®  Option - 1 - Installing eScan Client on all Computers present in a Group

1. Click Managed Computer
DashBoard Managed Computers S Refres
Setup Wizard

* Unmanaged Computers

Report Templates

Report Scheduler
Events & Computers
Tasks For Specific Computers

Policies For Specific Computers

Asset Management
Print Activity
OutBreak Notification

+ Settings
¥ Administration

License

Mobile Device Management

Figure 8.1

2. Now Select the Group where you wish to install eScan Client. Refer Figure 8.2

-
Managed Computers % Refresh [ Help

P Search

[y Action List [ Client Action List ~

(] Managed Computers Hame

(i eslicy [ Polic

- (@ group Tasks [ Group Tasks

~ ¥ Client Computers
B @r

[ 2oticy
2

o Client Computers

* [ Grou

Polic

i @ Group Tasks

Figure 8.2

3. Now click Deploy/ Upgrade Client option present in the Action List drop down menu. Refer
Figure 8.3
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-
Managed Computers % Refresh | Help
£ search

[[fp Action List = [ Client Actien List =

lisus Sub Group

Hame
Set Group Configuration el
Deploy / Upgrads Client @
Uninstall eScan Client 0 ciie
Remove Group

Properties

T Group Tssks

i~ ¥yl client Computers
EF (2 Content Writers

Figure 8.3

If you want to deploy only on specific computers then select those specific computers and
follow all the above mentioned process from the client Action list drop down.

4. You will be forwarded to Client Installation Window, select the desired options and Click
install. Refer Figure 8.4

ﬂ' eScan Management Console - Windows Internet Explorer

Client Installation

E Help

Select Application for Installation:
® Install eScan
Select eScan Instzllation Options:
[Jauto Reboot sfter Install
D Show Progress on Client (Only for XP/2000)
[ tnstall without Firavall
D Disable auto downloading of Windows patches by eScan
Installation Path

<Default= hd Add

O Install Other Software

S

O Install Agent

Done \3 Local intranet

Figure 8.4

‘u v im0 -

5. By Default eScan is installed at the following Path on Client computer.
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C:\Program Files\eScan (default path for 32-bit computer) or C:\Program Files (x86)\eScan
(default path for 64-bit computers)

6. You can also define the installation path where you wish to install eScan using the Add

option. Refer Figure 8.5

2 eScan Management Console -- Webpage Dialog

Add Folder

Divescan Client

7. Click Install.

Figure 8.5

8. The progress of File transfer will be displayed. Refer Figure 8.5
9. The progress of File transfer will be displayed.

10. Refer Figure 8.6

{ eScan Management Console - Windows Internet Explorer

Done . Local intranet. i v B10% <

Figure 8.6

11. After Installation the eScan status will be updated in Managed Computers list “Installed
(Client) - eScan Corporate 360 for Windows".
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[ computer Name IP Address e5can Status Wersion Last Connection Installed Directory M

|:| IE' DANNY 192.168.0.60 Instzlled (Server) - eScan Corporate - 360 | 14.0.1400.1578  3/26/2014 4:27:03 PM  Ct'\Program Files\eS5can'  Er

Figure 8.7

®  Option - 2 - Installing eScan Client on an individual Computer in a Group
1. Click Managed Computer.
2. Now Select the Group which that computer belongs to.

3. Click Client Computers option present under the Group tree. Refer Figure- 8.8

-
Managed Computers £ Refresh [t

P Search

[ Action List | [ Client Action List ¥ | & Refresh Client

[0 computer name [P Address 2Sean Status Version Last Connection Installed Diractor,

[0 B oannr 192.168.0.80 | |t Installed

Figure 8.8

4. All computers present in the group will be visible in the list on the right. Select the computers
where you wish to install eScan Client. Refer Figure — 8.9

Managed Computers

B Search

[[f) Action List v| [ Client Action List ¥| f&f Refresh Client Computer Selected: 1

& Refresh [ Help

Computer Name 1P Address  eScan Status Version Last Connection Installed Directory Monitor Ststus Anti-Spam Mail Anti-Virus Web Brotectic

[ panny 192.168.0.60 Mot Installed

Figure — 8.9

5.  Now click Deploy / Upgrade Client under Client Action List menu. Refer Figure — 8.10
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-
Managed Computers % Refresh [ Help

£ search

[ Action List | [ Client Action List ¥ &5 Refresh Client Computer Selected: 1

Set Host Configuration

() Managed Cof Computer Name [P Address 25can Status Version Last Connection Instzlled Dirsctory Monitor Status Anti-Spam Mail Anti-Virus Web Protectic

icy Deploy / Upgrade Client
@ olicx B AL BT 8 panny 152.168.0.60 Mot Instzll=d
(388 Grous Ta4

8 Client Cof Uninstall eScan Client

& (g Roamina | move to Group
(] policy
(@ srous |
w8 Clisnt

E- (] conter]

(& olif

Show Installed Softwares
@ cro

Proparties

Remove from Group

Connect to Client

Export to Excel

Force Download

39 Clis
B (@) Linux / Mac

Figure —8.10
6. You will be forwarded to the Client Installation window.

7. Now Select Install eScan option and also select the desired eScan installation option using the
respective checkboxes present on the interface.

8. By Default eScan is installed at the following Path on Client computer.

C:\Program Files\eScan (default path for 32-bit computer) or C:\Program Files (x86)\eScan
(default path for 64-bit computers)

9. You can also define the installation path where you wish to install eScan using the Add option
present on the interface.

10. Click Install to initiate the installation process on Client Computer. eScan Server will start
copying files required for installing eScan Client on the client computer and progress of file

transfer will be displayed on the interface.

11. After installation eScan status will be “Installed (Client) - eScan Corporate 360 for Windows".

[ cComputer Name IF Address =Scan Status Version Last Connection Installed Director

|:| IE' DANNY g 192.168.0.60 Instzlled (Client) - eScan Corporate for Windows | 14.0.1400.1584 | 3/27/2014 11:34:25 AM | C:\Program Files\eSc

Figure —8.11
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eScan Client Protection Status

Status Name

Description

@ Protected

This status is displayed when the File anti-
virus module of eScan Client is enabled and
eScan was updated in last 2 days.

El Mot Installed f Critical

This status is displayed when either eScan is
not installed on any computer or File AV /
Real time Protection is disabled.

@ Unknown status

This status is displayed when communication
is broken between server and Client due to
any reason.

E Update Agent

This status is displayed when a Computer is
defined as an Update agent for the group.

Viewing Properties of a Group

‘eScan

Anti-Virus & Content Security

The Properties option present under Action List Menu in Managed Computers displays
following important details of the Group.

General Tab

Group Name
Parent Group

Group Type — Normal or Roaming User
Sub Groups or Number of Computers in that Group

Date of Creation of the Group
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®  Update Agents

This tab displays list of computers that are acting as Update Agent for other Computers in the
group, it gives you an option to Add or Remove a computer from this list. When you Add a
computer to this list it becomes Update Agent for other computers in the group.

®  Creating Sub Groups

You can create a Sub Group under any group by using the following simple steps —

1. Click Managed Computers.

2. Select the Group under which you wish to create a Sub Group.
Refer Figure — 8.12

-
Managed Computers % Refresh [ Help
O Ssarch

[7) Action List v [f] Cli=nt Action List ¥

Name
i Policy
(@8 sroup Tasks

8 Client Computars

Figure — 8.12

3. Now click New Sub Group under Action List menu. Refer Figure —8.13

-
Managed Computers & Refresh | Help
£ search

[y Action List =/ [Ff) Gliant Action List ~

flew Sub Group

Name
[ eolicy
(@8 Group Tasks

gl Clisnt Computers

Set Group Configuration
Deploy / Upgrade Client

Uninstall eScan Client |1

Remove Group

Figure —8.13
4. You will be forwarded to Creating New Group window, write the name of the Group, Select

the Group type using the Drop Down (Normal User, Roaming User) and click Ok. Refer
Figure - 8.14
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{= eScan Management Consale - Windows Internet E... Q|E|E|

Creating New Group E Help

Create New Group

Mew Group Name : Proposal Writers

Group Type @ Mormal User W

[ Ok ][ Cancel ]

‘-_g Local intranet Faov 0w -

Figure —8.14
The created group will be added under the Parent Group.

Removing a Group

Select the Group that you wish to remove from the Managed Computers list and Click
Remove Group under Action Menu. Refer Figure — 8.15

-
Managed Computers % Refresh [ Help
P Search

[f) Action List =| [ Client Action List =

Hew Sub Group

Name

Set Group Configuration -
() Policy
Deploy / Upgrade Client @
Group Tasks
1;! Client Computers

7 proposal writers

Uninstzll 2Scan Clisnt (11

Properties

O Group Tasks

8 Client Computers

= Content Writers

ropos
Linusx / Mac

Figure — 8.15

2. To confirm click OK. The Selected Group will be removed instantly. Please note that you
cannot delete a Group until it is empty.

Message from webpage

\_“‘:/’ Do you really wank to remove the group "Content \Wrikers" 7

[ OF ] [ Cancel ]

Figure - 8.16
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®  Setting Group Configuration

Using this option you can define single Username and Password to login for all
the computers in the group. It can be done using the following simple steps —

Click Managed Computers.

Now Select the Group for setting the Configuration.

Now click Set Group Configuration under Action List dropdown menu.
Now define the Username and Password for the group and click Save.
The settings will be configured instantly.

uhwWwNE

Note — This is the System Login and Password that will be required for Login on any
computer in that group. This option is valid for Computers with Windows Operating
system only.

®  Refreshing Client
Use the following steps to refresh the status of eScan Client on any networked computer.
1. Click Managed Computer.

2. Select the Computer(s) present under any Group.

() Computer Name IP Address 25can Status Wersion Last Connection Installed Directory

[ oanny 52 192.168.0.60 Instzlled (Client] - eScan Corporate for Windows  14.0.1400.1384 32/27/2014 11:46:52 AM  C:\Program Files\eSc
...

Figure — 8.17

Now click Refresh.
4. The Status will be refreshed once the process is over.

w

®  Moving Computer from one Group to Other
Use the following steps to move selected computers from one group to other —

Click Managed Computers.

Select the desired computers present in a group.

Now click Move to Group option under Client Action List drop-down menu.

Select the group in the tree to which you wish to move the selected computers and click
OK.

5. The selected computers will be moved to this group instantly.

PwnNPE
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®  Viewing Installed Software (on Client Computer)
Use the following Steps to remove selected computers from a group --

Click Managed Computers.

Select the desired computer present under Managed Computers.

Now click Show Installed Software under Client Action List drop-down menu.

List of all the Software installed on that computer will be displayed on pop up window in
an instant.

PwnNPE

o Removing Endpoints from a Group in Managed Computers
Use the following Steps to remove selected computers from a group --

1. Click Managed Computers.

2. Select the desired computers present in a group that you wish to remove from Managed
Computers.

3. Now click Remove from Group option present under Client Action List drop-down
menu.

4. Click OK to confirm.

® Installing eScan on Linux and MAC Computers

For installing eScan on Linux or Mac computer please install the Agent on the Linux or Mac
computers and then proceed to install eScan, it can be done with the following simple steps —

1. Install Agent on Linux or Mac Computers.
2. Install eScan Client after installing Agent on Linux or Mac Computers.

® Steps for Installing Agent on linux and Mac Computers
o Installing Agent on Linux( Debian based Operating System) —

1. Download agent from the link sent on mail and save it at the desired path on the
computer where you wish to install eScan Client.

2. Open the terminal for installing Agent.

Installation of Agent requires root or sudo user authentication.

4. After Login as root or sudo user, go to the path where the Agent_setup.deb file has
been saved.

w
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5. Install the agent from the path using the following command — dpkg —i. ( for RPM

based setup — Rpm-ivh) — Refer Figure 8.18
root@qa-ubu-208: /tmp

-ubu-208: /tmp# 1s

ssh-cfUvtYOr2282
W unity_support_test.1
4 »-PKdht )
-ubu-208: /tmp# dpkg -1 mwagent-7.0.2.amd64.1386.deb
Selecting previously unselected package mwagent.
. 162068 files and directories currently installed.)
Unpacking mwagent (from mwagent-7.0.2.amd64.1386.deb)
Setting up mwagent (7.0.2) ... [N
Architecture = 1386
Adding system startup for mwagent ...
Adding system startup for winclient ...
Starting MicroWorld Mwagent:

root@qa-ubu-208: /tmp# |}

Figure 8.18
6. Agent installation will start, on completion you will be informed through a message
and the Agent will start on you computer.

o Installing Agent on Mac Computers —

1. Download agent from the link sent on mail and save it at the desired path on the
computer where you wish to install eScan Client.

2. Go to the Path where Agent is saved.

Double click on the Agent Setup.dmg file to start the installation.

4. This will start the Agent Installation Wizard. Refer Figure 8.19

w

':\ eScan Agent

\
Website
"e Scan ﬁ

8
J ,/ T eScan Forum

<

(3! Uninstall eScan Agent

. Contact

Figure 8.19
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5. Now double click on eScan Agent, as shown above. This will start the installation
process. You will be forwarded to the Introduction Window.
6. Click Continue. Refer Figure 8.20

e 00 = Install eScan Agent

Welcome to the eScan Agent Installer

Welcome to eScan Anti-Virus agent installation wizard!
© Introduction

@ Read Me

@ License

® Destination Select
@ Installation Type
@ Installation

@ Summary

Figure 8.20

7. This will forward you to the Read Me window, read the system requirement and click
continue. Refer Figure 8.21

8 00 5 Install eScan Agent

Important Information

'~ Thank you for choosing eScan to secure your Mac computer.
eScan Anti-Virus for Mac provides comprehensive and proactive protection

© Introduction against viruses, spyware, and other malware.

Features:
f R Ma ANTI-VIRUS
@ License * Protects your Mac in real time against known viruses, spyware and other
malware.
@ Destination Select » Blocks unknown viruses using advanced heuristic detection techniques.
2 * Monitors and prevents potential spyware threats in real-time.

@ Installation Type » eScan will get updated conti ly all gh the day wh you are

® Installation connected to the Internet. eScan is also capable of repairing itself
whenever 'y, by downloading the damaged or missing files from

® Summary eScan servers.
* FREE 24/7 Online Technical Support is offered online by qualified eScan

Technical support personnel.
System Requirements: K
- Mac OS X Snow Leopard (10.6 or later) '
- Intel based Mac
- 1 GB recommended available memory
‘e Scan - 500 MB of available hard drive space for eScan Antivirus for Mac v
< installation
WV - Internet connection is required to receive eScan Antivirus for Mac
S, updates

Figure 8.21




8. You will be forwarded to License Window. Read the agreement and click continue.
Confirm by clicking Agree. Refer Figure 8.22

0,060 ~ Install eScan Agent

To continue installing the software you must agree to the terms

of the software license agreement.
 Int| L
© Re: Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.
8 Lic
e be [ RﬁeﬁilﬁcenﬁsﬁeiJ | Disagree | |  Agree [
-] lns]
@ Installation is a legal agreement that you (either an
@ Summary individual or a single entx.i:.y) h?v? signed for e
the eScan software product identified above,
which includes computer software and associated o
media and printed materials, and may include "on
line" or electronic documentation ("SOFTWARE o
PRODUCT" or "SOFTWARE"). By installing, copying,
g ‘e Scan or otherwise using the SOFTWARE PRODUCT, you
& - ol agree to be bound by the terms of this EULA.

SOFTWARE PRODUCT LICENSE

Figure 8.22
9. Now select eScan Agent Install by clicking on the checkbox and click Continue. Refer
Figure 8.23
8.0 0 7 Install eScan Agent
Custom Install on “mac”
'Pack?ge Name }\ai‘on I 'S'ibze Y
© Introduction  eScan Agent Install Upgrade 350 kB
© Read Me
O License

© Destination Select
© Installation Type
@ Installation

@ Summary

Space Required: 350 KB

-

Figure 8.23
10. Select the desired destination folder “Change install Location” and click install.
11. You will be informed once the installation is over. Click Close. Refer Figure 8.24
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0060 7 Install eScan Agent

The installation was completed successfully.

© Introduction

© Read Me

© License

© Destination Select

JRiontiation Type The installation was successful.
O Installation

© Summary | The software was installed.

 Go sack JiI—Glose ]

Figure 8.24

®  Steps for installing eScan Client on Linux or Macintosh Computers

1. Install Agent on Linux or Mac computers manually.

2. Now Login to eScan Management Console and Select the computer and Refresh the Client
using refresh Client option in eScan Management Console.

3. Alink will be created for downloading the setup file of eScan Client for that computer,you
will be re-directed to escanav.com from where you can download the setup file. Refer
Figure 8.25

-
Managed Computers = Refresh E Help

M Search
[ Action List | [f) Client Action List v| £ Refresh client Cormputer Selected: 1
—
:J Debian 2 Computer Mame IP Address eScan Status Wersion Last Conned
] Fedors [ QA-245 @  192,168.1,248 Mot Instsll=d Download eScan Client
:J Fedhat
& sLes
:J Ubunty
~ [ policy
- @ Group Tazks
{'\7} Force Clisnt to Downl
i set Update Server
- r_f,! Client Computars (1

Figure 8.25
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4. Download the client Setup from the link on the computer where eScan Corporate 360
server is installed.

5. For deploying the downloaded setup on selected Linux/ MAC computer Click on Deploy/
Upgrade client option present under Client Action List menu, click on Install other software
and select Linux / MAC Client setup option, Figure 1

Client Installation [ Help

select Application for Installation:
O Install escan
Select eScan Installstion Options:
Auto Reboot after Install
Show Progress an Client (Only for %P/2000)
Install Without Firewall
Diszble suto downlosding of Windows patches by 2Scan
Installation Path
Add
@ Install Other Software
Linux/MAG Client Setup
Required files for Installation
Cihlmbescan-antivirus-7.0.0.1386.DEB

Add

Exacutable file
ESCAN-ANTIVIRUS-7.0.0.1226,DEB b Edit Seript

Parameters

O Install Agent

Figure 8.26
6. Click Install to initiate the installation process.
7. You will be informed once the installation is over.

In Linux

e eScan Administrator Icon will be displayed on desktop.

In Mac

e An lcon of eScan will become visible in the Dock on the desktop. You can access eScan using
the same icon.

N
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®  Uninstalling eScan Client(Windows, Mac and Linux)
Use the following simple steps for uninstalling eScan Client on any networked computer.

1. Select the Computer and click Uninstall eScan Client under Client Action List menu. Refer
Figure —8.27

-
Managed Computers % Refresh [ Help
P Seaxch

[ Action List = [ Client Action List ¥| & Refresh Client

Computer Selected: 1

45 Managed cq| Set Host Configuration

Computer Hame 1P Address eScan Status Version Last Connection Installed Directory
-~ [ policy Deploy / Upgrade Client

(M panny 88 | 192.168.0.60 | Installed (Clisnt) - eScan Corporate for Windovs | 14.0.1400.1584 | 3/27/2014 11:46:52 AM | C:\Program Files\aSc

- [ Grous T=

- 48 client Coininstall eScan Client

B [ Roaming | yove to Group
2| properties

Remove from Group
¥ Client

E- [ conted
&3 poii

P Show Installed Softvares
88 cro

Connect to Client

Export to Excel

];! Clial Fore= Download

[ Erososal writers
B (5] Linux / Mac

Figure — 8.27

2. You will be forwarded to the Client Uninstallation window Refer Figure — 8.28

{= eScan Management Console - Windows Internet Explorer

Client Uninstallation E Help

Ready to Start Uninstzllation
Click "Uninstall" te Start Uninstzllation

Figure — 8.28

3. The task will start instantly. eScan Management Console will display the progress details.
Refer Figure — 8.29

(= eScan Management Console - Windows Internet Explorer

Client Uninstallation i velp

7/2014 12:06:46 PM : [DANNY]: Co
M

7/2014 12:06:47 PM 1 [

ezsfully scheduled on DANNY

Figure — 8.29

vw.esCanav



‘eScan

Anti-Virus & Content Security

4. Click Close when the Uninstallation process is over.

Note:

e You can uninstall eScan Client from all the computers in the group by selecting the Group and
then Click Uninstall eScan Client under Action List drop down menu.

Manually Installing eScan Client on Network Computers

Manual Installation is required on computers where remote installation through eScan
Management Console is not possible. Download link for manually installing eScan Client or Agent
are displayed on the Login Page of eScan Management Console. Refer Figure - 8.30

WEB CONSOLE LOGIN

Please type your User name and Password to access the web Console,

User name:
For Active Directary account: domain\username

You can provide users the following linkis):

eScan Client Setup

http D ANNT: 1044 5/ etupfeScan Client.exe [+]
eScan Agent Setup {Windows)

bt AADANNYT: 1044 5/ etup/Agent Setup.exe [+]
eScan Agent Setup (Linux) [-]

hitp A/ D anN Y 1044 3/ S etup/gent Setup.deb
http: /192 165.0.60:1044 5 Setup/Agent Setup.deb

http D ANNYT: 1044 345 etup/dgent Setup.rpm
bttp://192.168.0 60:104453 Setup/Agent Setup.rpr

eScan Agent Setup (MALC) [-]
bttp AT ANNT: 1044 3/5 etup/Baent Setup.drg
http: /192 168.0.60: 10443/ Setup/Agent Setup.drng

Figure - 8.30

Forward this link to the user of the Client computer on mail and guide him through the
installation process. Also check - Show Client Setup Link

www.esCanav.com



‘eScan

Anti-Virus & Content Security

e |nstalling eScan client using agent

Use the following simple steps to Install eScan using agent --

o Remotely Installing agent on Client Computer(s)

Click Managed Computers.

Select the Group to which the Computer(s) belongs to.

Now select the Computer(s) from the listed Computers in the Group.

Select the Deploy / Upgrade Client option under Client Action List drop-down menu.
Select Install Agent option and click Install.

This will install agent on selected computers.

U hwWNRE

This option useful in case when there are glitches in the network connectivity between server
and Client Computer, it will overcome those glitches thus speeds up the client installation on
the selected computers.

o Manually Installing agent on Client Computer(s) — For manually installing agent on
Endpoints. Please send the link that is displayed on the Login Page of eScan Management
Console to the users of the Client Computer on mail. Refer Figure — 8.31

WEEB COMSOLE LOGTIN

Please type vour User name and Password to access the Web Console.

User name:
For Active Directory account: demaintusarname

You can provide users the following link{s):

eScan Client Setup

http: AADAMNT 1044 345 etup/eScan Client.exe [+]
eScan Agent Setup {(Windows)

http: AADARMMNT: 1044 3/ Setup/Agent Setup.exe [+]
eScan Agent Setup (Linux) [-1

http: AADARMMNY: 1044 3/ Setup/Agent Setup.deb
http: /192 .168.0.60:10445/SetupfAgent Setup.deb

http: AADAMNY: 1044 3 S etup/hgent Setup.rpm
http: /192 168.0.60:10445/Setup/Agent Setup.rpm

eScan Agent Setup (MAC) [-]
http: AADAMNMNTY: 1044 3/ Setup/Agent Setup.drng
http: /192 .1658.0.60:1 0445 /Setup/Agent Setup.dmg

Figure - 8.31
Also check - Show Agent Setup Link
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Installing other Softwares (3" Party Software)

Using eScan Management Console, you can easily install other third party applications on
any networked computer in Managed Computers. This can be done using the following

simple steps —

1. Click Managed Computers.

2. Select the desired computer present under Managed Computers.

3. Now click Deploy / Upgrade Client under Client Action List drop-down Menu.

4. You will be forwarded to the Client Installation window. Select install Other Software

option. Refer Figure - 8.32

(= eScan Management Console - Windows Internet Explorer

Client Installation i Help

Select Application for Installation:

) Install eScan

@ Install Other Software
I:l Linux/MAC Client Setup
Reguired files for Installation
C:'\Documents and SsttingsiAdminiMy
Documents\Bency'exe\Firsfox Setup 3.5.2.8xs J Add
Exscutable file
Firefox Setup 3.5.Z.exe v

Parameters

O Install Agent

Done \J Local inkranet vq v Rioowm v

Figure - 8.32

5. Now Click Add and give the exact path of the EXE (on eScan Server) that you wish to install on
the selected Computer. Click Add. Refer Figure - 8.33
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A eScan Management Console -- Webpage Dialog

Add Files

CiDocuments and Settings'\Admin'\My Documents\Bencyhexe\Firefox Setup 2.5.2.exe

Figure - 8.33
6. The selected EXE will be added to the “Required files for Installation” list. Refer Figure - 8.34.

{2 eScan Management Console - Windows Internet Explorer, ==

Client Installation [ Helo

Select Application for Installation:

O Install eScan

© Install Other Software

Done & Local intranet s v B00% <

Figure - 8.34

7. The Executable Filename will be displayed in the respective dropdown menu present on
the interface.

8. You can define the command line Parameters if required.

9. Click Install to initiate the Installation process.

10. You will be confirmed through a message on completion. Refer Figure 8.35

Client Installation i velp

5/3/2014 11:09:02 AM : [DANNY]: Connecting to Computer.,

5/3/2014 11:09:02 AM : [DANNY]: Deploying other software files to host DANNY. Pls wait ...

5/3/2014 11:09:02 AM : [DANNY]: Copying file 1 of 1

5/3/2014 11:09:03 AM : [DANNY]: Carmpleted 100 9%

5/3/2014 11:09:04 &M : [DANNY]: Task 'Install/Upgrade Software on Host' successfully scheduled on DANNY

Cancel
Figure 8.35

“Task 'Install/Upgrade Software on Host' successfully scheduled on...
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9. Managing Policies and Tasks for the Group

You can control all modules of eScan Client by defining Policy templates and creating tasks through
eScan Management Console.

° Defining Policies for the Group - Using the policy template you can define rule sets for all
modules of eScan client to be implemented on the Managed Computer Groups. eScan allows
you to define security policies for Windows, Mac and Linux Computers connected to the
network

e Defining Policies for Computers with Windows operating system — eScan allows you to define
policies for the following Modules of eScan Client on Windows operating system

Modules Description

File Anti-virus This would scan all the existing files and folders for any infection. It will
allow you to report / disinfect/ quarantine/delete objects. This will also
save a copy of report file for future reference, and will display attention

messages.
Anti-Spam This will prevent you from receiving spam mails by checking the content
of outgoing and incoming mails, quarantines advertisement mails.
Firewall This will help you in putting up a restriction to incoming and outgoing

traffic and hacking. You can define the firewall settings here. You can
define the IP range, permitted applications, trusted MAC addresses and
local IP addresses.

Privacy Control This will allow you to schedule to an auto erase of your cache, ActiveX,
cookies, plugins, and history. You can also secure delete your files and
folders where the files will be deleted directly and no traces of that could
be found.

Mail Anti-Virus This will allow you to analyze all the incoming mails. This analyses the
mails by breaking it into three sections the header, subject and the body.
Once analyzed for any virus it will combine and send it to your mail box.
Web Protection This will allow you to define the sites that you do not want to allow access
to. You can define the site names you want to block, do a time based
access restriction.

Endpoint Security This will control the application from the point of end users by allowing/
restricting USB, block listing, white listing, and defining time restrictions.

e Defining Policies for Computers with Mac or Linux operating system — eScan allows you to
create policy templates for the following modules of eScan Client on Mac or Linux operating
system.

.escanav.com
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Modules

Description

File Anti-virus &
This option is present under
Protection in eScan for Mac.

This would scan all the existing files and folders for any
infection. It will allow you to report / disinfect/
quarantine/delete objects. This will also save a copy of report
file for future reference, and will display attention messages.
This option available only in Mac computers.

Endpoint Security '8
Block USB storage device -
This option is present in
settings under Protection
Module in eScan for Mac

This will allow you to block USB storage device from accessing
your computer. This option is available only in Mac computers.

On demand Scanning A &

This feature is present in
Options under Scan Module in
eScan for Mac and Linux as
well.

This will allow you to define the categories that you want to be
scanned. For example: you can scan only the mails or archives
etc. as per your requirement.

Schedule Scan A &

This feature is present in
Scheduler under Scan Module
in eScan for Mac and as
Scheduler Module n eScan for
Linux.

This will allow you to schedule the scan on the basis of time,
what you want to scan and what action to be taken in case of a
virus and what you want to be excluded while scanning. For
example. You can schedule to scan the mails, sub directories
and archives on a daily basis and also define the action that
needs to be taken in case a virus is found; you can also exclude
the scan by mask or files or folders.

Steps for Defining Policy templates for the group

1. Go to managed computers and click Policy Templates; this will open the Policy Templates

window. Click New Template and select the rule —sets that you want to define.(Click here for

more details)

2. Enter a template name and Click Save. You can see that the new template is listed.
e New Template: This option will allow you to create a new template, define the policy

details for this particular template. It will allow you to create any number of templates.

e Properties: This option will allow you to view the properties of an existing template. You
can also make changes to the existing policy details or even enable or disable a particular

policy.

e Delete: This option will allow you to delete the existing templates.

e Assign to Group(s): This option will allow you to assign the policy template to group(s).

All the policies that are defined in the particular template will be applied to the group(s).

esCanav.com
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e Assign to Computer(s): This option will allow you to assign the policy template to specific
computer(s). Select the particular template and click on Assign to computer(s) and select
the particular computer under managed groups.

e Copy Template: This option will allow you to duplicate the existing policy template, make
changes and save as new policy template.

3. After creating the policy templates, select the particular managed group to which you want to

deploy the policies.

4. Select the particular managed group and click policy templates, the list of existing policy
templates will be displayed.

5. Select the template as per your requirement and click Assign to group or assign to computers
as per your requirement.

Note:
You can apply the same policy templates to multiple managed computers and/ or multiple

computers.

Rule —sets for Policy templates

Set the rule —sets for each escan module by selecting the module and then click on edit.

Mew Template i ele
Select Rule-Sets
Enter Template Name:*
-
4| File Anti-Viros Edit Mail Anti-Virus Edit
Anti-Sparn Edit Weh Protection Edit
Fire i all Edit EndPoint Security Edit
Privacy Contral Edit
-
Adrministrator Password Edit oDsfschedule Scan Edit
MWL Inclusion List Edit MWL Exclusion List Edit
Wotifications & Events Edit schedule Update Edit
rak
File anti-virus Edit EndPaint Security Edit
&n Demand Scanning @) Edit Schedule Scan @yl Edit
-
Figure—9.3

e Select the Module in the group and Click Edit to define the policies for the Module. Refer Figure
-9.4
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_ﬂ; eScan Management Console - Windows Internet Explorer

E vele

General Policy Details

Windows Linux / Mac

File Anti-Virus I Mail Anti-Virus Edit
[ anti-sp=m [ web Protection Edit
O Firewsall O endpoint Security
O erivacy control

(] fethmssss Feesra [ obs/schedule Scan

[ mwe tnclusion List

[ notifications & Events

[0 MwL exclusion List
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[ apely for all subgroups

Figure —9.4

Note: Using Linux / Mac tab, you can define settings for eScan on Linux and Mac machine. It allows
you to define settings for the following modules —

I:l EndPoint Security ‘,
[ schedule Scan Al

[ File Anti-vires ‘_,

(] on permand scanning @

Linux = , Mac ‘ Icon denotes that you can Edit settings for the selected module in the
respective operating system.

e You will be forwarded to a page where you can define actions and policies specifically for that
module which you wish to be implemented on all Endpoints in that group. Refer Figure 9.5

N.esCanav.com



‘eScan

Anti-Virus & Content Security

2 eScan Management Console -- Webpage Dialog

File Anti-Virus E Help

Objects | | Options Block Files Folder Protection File Rights

Actions in case of virus detection

O Resort onk
B @ pisinfact

O Quarantine object

= (O pelsta objact

- Scan local removable disk drives
; Scan local hard disk drives

- Scan network drives

' Scan files of folloving tvpes

I [¥] exclude by mask

. Not = Wirus Lis

t
" [¥] exclude Files / Folders

: Scan compound objects

- E-E
2 e I e S £

* [ensble code znalvser

Defsult | [Advanced Setting | oK J[_cCancel ]

Figure 9.5

e eScan Management Console allows you to define policy template for every option present in all
the Modules of eScan Client . All Policies are automatically implemented after Next update on
the Endpoints.

e Using Advanced Settings option you can define Policies for more advanced options in eScan
Client. These policies are defined in the .ini file or registry of the Endpoints. Refer Figure — 9.6

2 eScan Management Console -- Webpage Dialog 5]

Advanced Setting

Hame vl

[ |pisable Reload Passusrd (2=Disable/1=Enable)

[ | Display Frint Job eve

Figure - 9.6

Configurable eScan Policies for Windows Computers

1. File Anti-Virus
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> Objects

File Anti-¥irus i velp

Ohjects Options Elock Files Folder Protection File Rights

Actions in case of virus detection

' ORerrt anly
' @ pisinfect
- O Quarantine object

© Opelete object
' Scan local removable disk drives

' Scan local hard disk drives

' Scan netwark drives

Scan files of following tupes

Exclude by mask
Mot 2 Wirus List

Exclude Files / Folders
© [ scan compound objects

o SRR e OO oy IO i OO s

' DEnable code analysar

[ Default ] [ Advanced Setting ] [ Ok ] [ Cancel ]

Figure —9.7

This tab provides you with a number of settings for fine-tuning the File Anti- Virus module as per
your requirements. For example, you can configure a module to scan specific storage devices or
exclude files of a given file type.

e Actions in case of virus detection: This section lists the different actions that File Anti-
Virus can perform when it detects a virus infection. These actions are Report only,
Disinfect, Quarantine, and Delete object. Out of these, the Disinfect option is selected by
default. By default, the quarantined files are saved in C:\Program Files\eScan\Infected
folder

e Scan local removable disk drives: [Default] - Select this check box if you need to
scan all the local removable drives attached to the computer.

e Scan local hard disk drives: [Default] You should select this check box if you need to
scan all the local hard drives installed to the computer.

e Scan network drives: [Default] You should select this check box if you need to scan
all the network drives, including mapped folders and drives, connected to the
computer.

e Scan files of following types: You should select this option if you need to scan all
files, only infectable files, and files by extension (Scan by mask). eScan provides you
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with a list of default files and file types that it scans by extension. You can add more
items to this list or remove items as per your requirements by using the Add /
Delete option.

e Exclude by mask: [Default] You should select this check box if you need the File
Anti-Virus monitor to exclude all the objects in the Exclude by mask list during real
time monitoring or scanning. You can add or delete a file or a particular file
extension by double-clicking the Add / Delete option.

e Not a virus list: [Default] File Anti- Virus is capable of detecting riskware. Riskware
refers to software that are originally not intended to be malicious but somehow can
pose as a security risk to critical operating system functions. You can add the names
of riskware, such as remote admin software, to the riskware list in the Not a virus
list dialog box by double-clicking the Add / Delete option if you are certain that they
are not malicious. The riskware list is empty by default.

e Exclude Files/Folders: [Default] You should select this check box if you want File
Anti-Virus to exclude all the listed files, folders, and sub folders while it is monitoring
or scanning folders. The Files/Folders added to this list will be excluded from the real
—time scan as well as on-demand scan. You can add or delete files/folders from the
list of by clicking the Add / Delete option.

e Scan compound objects: [Default] You should select this check box if you want
eScan to scan archives and packed files during scan operations. By default, Packed is
selected.

e Enable code Analyzer: You should select this check box if you want eScan to scan
your computer for suspicious objects or unknown infections by using the heuristic
analyzer. When this check box is selected, File Anti-Virus not only scans and detects
infected objects by using the definitions or updates, but it also checks for suspicious
files stored on your computer.

> Options
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File Anti-¥irus u Help

Objects Options Block Files Folder Protection File Rights

[Asave report file ~
“ [show pack info in the report

[ ghow dean obiect info in the report

B [ Limnit size to (KB) (aupM.rpt)

E [“gnable Auto backup / Restore

E| Do not backup files above size (KB
E| Minirnurn disk space (MB

B [ Limit file size to (KB)

= |l e Belhemisnr el

D Usze zound effects for the following events

Disglag attention meszages

“ [“lEnable Malware URL Filker w

Drefault ] [ Advanced Setting ] [ Ok ] [ Cancel ]

Figure —9.8

This tab helps you configure the basic settings for the File Anti-Virus module, such as the maximum
size of log files and the path of the destination folder for storing log files, quarantined objects, and
report files.

You can configure the following settings:

o Save report file: [Default] You should select this check box if you need eScan to
save the reports generated by the File Anti-Virus module. The report file logs
information about the scanned files and the action taken by File Anti-Virus when an
infected file was found during the scan.

e Show pack info in the report: [Default] You should select this check box if you need
File Anti-Virus to add information regarding scanned compressed files, such as .ZIP
and .RAR files to the Monvir.log file.

e Show clean object info in the report: You should select this check box if you need
File Anti-Virus to add information regarding uninfected files found during a scan
operation to the Monvir.log file. You can select this option to find out which files are
not infected.

e Limit size to (Kb) (avpM.rpt): Select this check box if you need File Anti-Virus to limit
the size of the Monvir.log file and avpM.rpt file. You can double-click the size box
and specify the size of the log file.
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e Enable Auto backup / Restore: [Default] This check box helps you back up the
critical files of the Windows® operating system installed on your computer and then
automatically restore the clean files when eScan finds an infection in any of the
system files that cannot be disinfected. You can do the following settings:

e Do not backup files above size (KB): [Default] This option helps you prevent File
Anti-Virus from creating backup of files that are larger than the file size that you
have specified.

e Minimum disk space (MB): [Default] eScan Auto-backup will first check for the
minimum available space limit defined for a hard disk drive. If the minimum define
space is available then only the Auto-backup will function, if not it will stop without
notifying. You can allot the Minimum disk space to be checked from this option.

o Limit file size to (KB): [Default] This check box enables you to set a limit size for the
objects or files to be scanned. The default value is set to 20480 Kb.

¢ Enable Proactive Scan: When you select this check box, File Anti-Virus monitors your
computer for suspicious applications and prompts you to block such applications
when they try to execute.

¢ Use sound effects for the following events: This check box helps you configure
eScan to play a sound file and show you the details regarding the infection within a
message box when any malicious software is detected by File Anti- Virus. However,
you need to ensure that the computer’s speakers are switched on.

o Display attention messages: [Default] When this option is selected, eScan displays
an alert, which displays the path and name of the infected object and the action
taken by the File Anti-Virus module.

> Block Files
This tab helps you configure settings for preventing executables and files, such as autorun.inf, on
network drives, USB drives, and fixed drives from accessing your computer.

You can configure the following settings:

o Deny access of executables on USB Drives: You should select this check box if you
need to prevent executables stored on USB drives from being accessed.

e Deny access of AUTORUN.INF on USB and Fixed Drives: [Default] You should select
this check box if you need to prevent executables from USB and fixed drives from
being accessed.

o Deny access of executable from Network: You should select this check box if you
need to prevent executables on the client computer from being accessed from the
network.

o User defined whitelist: This option is effective when the Deny access of executable
from Network tab is enabled. You can use this option to enter the folders that need
to be whitelisted so that executables can be accessed in the network from the
folders mentioned under this list. You need to click the Add button.
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Add

Enter the complete path of the folder to be whitelisted on the client systems. You can either
whitelist the parent folder only or select the Include subfolder option for whitelisting the
child folders as well.

o Deny Access of following files: [Default] You should select this check box if you
need to prevent the files in the list from running on the Endpoints.

¢ Quarantine Access-denied files: You should select this check box if you need to
guarantine files that have been Access-denied.

You can prevent specific files from running on the eScan client computer by adding them to
the Block Files list. By default, this list contains the value %sysdir%\\*.EXE@. You need to
click the Add Button.

Add

Enter the full name of the file to be blocked from execution on the client systems.

> Folder Protection

File Anti-Virus E Help

Objects Options Block Files Folder Protection File Rights

Protect files in following folders from modification and deletion

Folder Name Include Subfolder Add

[ oefault | [ Advanced setting | [ oK ][ cance ]

Figure —9.9

This tab helps you protect specific folders from being modified or deleted by adding them to the
Folder Protection list. It allows you to configure the following setting:

e Protect files in following folders from modification and deletion: [Default] This
option is selected by default. You should select this check box if you need the File
Anti-Virus module to protect files in specific folders from being modified or deleted
on the client systems. You need to click the Add button.

esCanav.com




‘eScan

Anti-Virus & Content Security

Add
Enter the complete path of the folder to be protected on the client systems. You can either
protect the parent folder only or select the Include subfolder option for protecting the child
folders as well.

Default

Note: - Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.

> File Rights

File Anti-¥irus e
Objects Options Block Files Folder Protection File Rights
-
[ Enable eScan Remote File Rights
Do ot allow rermote Users ko modify the following locsl files
~ Add
Delete
* EXE
Fermouedll
* COM
v
Allow Modification for following Files
~ add
Delete
HTEMP %Y, W
Rernoueall
B WINDIREATEMPY W
v
[ Enable escan Local File Rights
Do ot allow lacal users to rodify the following files
- Add
Delete
srnss axe
Rernoveall
csrss.exe
winlogan, exe 3
Allow Modification for following Files
add
Delete
Rernoveall
v
Default | [ Advanced Setting | | oK. J[ cancel ]

Figure —9.10
Use options present under this tab to restrict or allow remote or local users from modifying
Folders, subfolders, Files or Files with certain extensions. eScan allows you to Add/ remove Folders,
subfolders, Files or Files with certain extensions to restrict or allow the user to modify them.

Advanced Settings
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Advanced Setting

Marne wWalue

"l |Dizable Reload Password (2=Disable/1=Enable)

Display Print Job events

IPAddress Change Allowed [2=Disable/1=Enable)

Enable Time Syncronization

Clear Quarantine folder sfter Days spadfied

Clear Quarantine Folder after Size Limit spedfied in MB

Exclude System PID from Scanning

Disable Wirtual Key Board Shortaut key

Disable downloading of Windaws Patch

Show eScan Tray Menu

Show eScan Tray Lcon

Shaow eScan Desktop Protection Icon
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Figure —9.11

It allows you to configure advanced settings for eScan.

Sr. No. | Name Description

1. Disable Reload Password (2=Disable/1=Enable) It allows you to enable or
disable Password for reloading
eScan. If enabled, when the
user tries to reload eScan, he
will be asked to enter
Password. This is  the
administrator password for
eScan Protection Center.

2. Display Print Job events ( 1 = Enable / 0= Disable) It allows you to capture events
for the Print Jobs from
Managed Endpoints.

3. IP Address Change Allowed (2=Disable/1=Enable) It allows you to Enable /
Disable IP Address Change by
the user on his computer.

4. | Enable Time Synchronization ( 1 = Enable / 0= Disable) It allows you to Enable /
Disable time synchronization
with internet if internet
connections are available.

5. | Clear Quarantine folder after Days specified It allows you to specify
number of days after which
the Quarantine folder should
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be cleared on Managed
Endpoints.

6. | Clear Quarantine Folder after Size Limit specifiedin MB | It allows you to specify size
Limit for the Quarantine
Folder. If the defined size limit
is exceeded the Quarantine
Folder will be cleared on
Managed Endpoints.

7. | Exclude System PID from Scanning( 1 = Enable / 0= It allows you to exclude
Disable) system process ID (Microsoft
assigned System PIDs) from
scanning on Managed

Endpoints.
8. | Disable Virtual Key Board Shortcut key ( 1 = Enable / 0= It allows you to Disable
Disable) shortcut for using Virtual
Keyboard on Managed

Endpoints.
9. | Disable downloading of Windows Patch(1=Enable/0= | It allows you to Disable
Disable) downloading of Windows
Patches on Managed

Endpoints.
10. | Show eScan Tray Menu (1=Show / O=Hide) It allows you to Hide or Show
eScan Tray menu on Managed

Computers.
11. | Show eScan Tray Icon(1=Show / O=Hide) It allows you to Hide or Show
eScan Tray lcon on Managed

Computers.

12. | Show eScan Desktop Protection Icon (1=Show / O=Hide) | It allows you to Hide or Show
eScan Protection Icon on
Managed Computers.

13. | Enable eScan Remote Support in Non-Administrator It allows you to Enable /
mode( 1 = Enable / 0= Disable) disable eScan Remote Support
in Non -Administrator Mode.
eScan will not prompt for

entering Administrator
Password to start eScan
Remote Support from
Managed Endpoints.

14. | Define Virus Alert Time (in seconds) It allows you define time

period in seconds to display
Virus Alert on Managed
Endpoints.
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15. | Show Malware URL Warning(1=Show / O=Hide) It allows you to show or hide
Malware URL warning
messages on Managed
Endpoints.

16. | Protect Windows Hosts File ( 1 = Allow / 0= Disallow) Use this option to Allow/

Disallow modifications to
Windows Host Files.

17. | Search for HTML Scripts( 1 = Allow / 0= Disallow) Use this option to Allow/
Disallow search for html script
(infection) in files. This option
will have impact on system

performance.
18. | Show Network Executable block alert (1=Show / 0=Hide) | This option allows you to
show/ hide Network

executable block alerts on
Managed Endpoints.

19. | Show USB Executable Block Alert (1=Show / 0=Hide) This option allows you to
show/ hide USB executable
block alerts on Managed

Endpoints.
20. | Show eScan Tray Icon on Terminal Client (1=Show / This option allows you to
O=Hide) show/ hide eScan Tray Icon on
Terminal Clients on Managed

Endpoints.
21. | Enable eScan Self Protection( 1 = Enable / 0= Disable) It allows you to Enable /

disable eScan Self Protection
on Managed Endpoints, if this
feature is Enabled, no changes
or modifications can be made
in any eScan File.

22. | Enable eScan Registry Protection ( 1 = Enable / 0= It allows you to Enable /
Disable) disable eScan Registry
Protection. User cannot make
changes in protected registry
entries if it is enabled on
Managed Endpoints

23. | Enable backup of DLL files ( 1 = Enable / 0= Disable) It allows you to Enable /
disable backup of DLL files on
Managed Endpoints

24. | Integrate Server Service dependency with Real time It allows you to Integrate
monitor. ( 1 = Enable / 0= Disable) Server Service dependency
with Real time monitor.
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25. | Send Installed Software Events( 1 = Enable / 0= Disable) It allows you to receive

Installed
Software Events from
Managed Endpoints.
26. | Enable Winsock Protection (Require Restart) (1= It allows you to Enable /
Enable / 0= Disable) disable protection at the
Winsock Layer
27. | Enable Cloud ( 1 = Enable / 0= Disable) It allows you to Enable /

disable eScan Cloud Security
Protection on Managed
Endpoints.

28. | Enable Cloud Scanning ( 1 = Enable / 0= Disable) It allows you to Enable /
disable Cloud Scanning on
Managed Endpoints.

29. | Remove LNK (Real Time) ( 1 = Enable / 0= Disable) It allows you to Enable /
disable Removal of LNK on
Real time.

2. Mail Anti-Virus
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Figure —9.12

Mail Anti-Virus is a part of the Protection feature of eScan. This module scans all incoming and
outgoing e-mails for viruses, spyware, adware, and other malicious objects. It helps you send virus
warnings to client computers on the Mail Anti- Virus activities. By default, Mail Anti -Virus scans
only the incoming e mails and attachments, but you can configure it to scan outgoing e-mails and
attachments as well. Moreover, it helps you notify the sender or system administrator whenever
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you receive an infected e-mail or attachment. This page provides you with options for configuring
the module.

Scan Options

This tab allows you to select the e-mails to be scanned and action that should be performed when a
security threat is encountered during a scan operation. This tab helps you configure the following
settings:

o Block Attachments Types: This section provides you with a predefined list of file types that
are often used by virus writers to embed viruses. Any e mail attachment having an
extension included in this list will be blocked or deleted by eScan at the gateway level. You
can add file extensions to this list as per your requirements. As a best practice, you should
avoid deleting the file extensions that are present in the Block Attachments Types list by
default. You can also configure advanced settings required to scan e mails for malicious
code.

e Action: This section helps you configure the actions to be performed on infected e mails. These
operations are as follows:

1. Disinfect: [Default] You should select this option if you need Mail Anti-Virus to disinfect
infected e mails or attachments.

2. Delete: You should select this option if you need Mail Anti-Virus to delete infected e mails or
attachments.

3. Quarantine Infected Files: [Default] You should select this check box if you need Mail Anti-
Virus to quarantine infected e mails or attachments. The default path for storing quarantined e
mails or attachments is C:\Program Files\eScan\QUARANT. However, you can specify a different
path for storing quarantined files, if required.

o Port Settings for email: You can also specify the ports for incoming and outgoing e mails so that
eScan can scan the e mails sent or received through those ports.

1. Outgoing Mail (SMTP): [Default: 25] you need to specify a port number for SMTP.

Incoming Mail (POP3): [Default: 110] You need to specify a port number for POP3.

3. Scan Outgoing Mails: You should select this check box if you need to Mail Anti-Virus to scan
outgoing e-mails as well.

N

e Advanced: You can click this button to open the Advanced Scan Options dialog box. This dialog box
helps you configure the following advanced scanning options:

o Delete all Attachment in email if disinfection is not possible: You should select this check box
if you need to delete all the e mail attachments that cannot be cleaned.
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o Delete entire email if disinfection is not possible: [Default] You should select this check box if
you need to delete the entire e mail if any attachment cannot be cleaned.

o Delete entire email if any virus is found: You should select this check box if you need to delete
the entire e mail if any virus is found in the email or the attachment is infected.

e Quarantine blocked Attachments: [Default] You should select this check box if you need to
guarantine the attachment if it has an extension that is blocked by eScan.

o Delete entire email if any blocked attachment is found: [Default] You should select this check
box if you need to delete an e mail if it contains an attachment with an extension type that is
blocked by eScan.

e Quarantine email if attachments are not scanned: You should select this check box if you need
to quarantine an entire e mail if it contains an attachment that is not scanned by Mail Anti-
Virus.

e Quarantine Attachments if they are scanned: You should select this check box if you need to
guarantine attachments that are scanned by Mail Anti-Virus.

e Exclude Attachments (White List): This list is empty by default. You can add file names and file
extensions that should not be blocked by eScan. You can also configure eScan to allow specific
files even though if the file type is blocked. For example, if you have listed *.PIF in the list of
blocked attachments and you need to allow an attachment with the name ABC, you can add
abcd.pif to the Exclude Attachments list. Add D.PIFing *.PIF files in this section will allow all
*.PIF to be delivered. MicroWorld recommends you to add the entire file name like ABCD.PIF.

3. Anti — Spam
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Figure —9.13
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Anti-Spam is a part of eScan\’s Protection feature. This module filters all your junk and spam e
mails by using the NILP technology and sends content warnings to specified recipients. This page
provides you with options for configuring the module. You can configure the following settings.

1. Advanced

This section provides you with options for configuring the general e mail options, spam filter
configuration, and tagging e-mails in Anti-Spam.

e Send Original Mail to User: [Default] This check box is selected by default. eScan creates
Spam folder within the e mail client. When an e mail is tagged as SPAM, it is moved to this
folder. You should select this check box, if you need to send original e mail that is tagged as
spam to the recipient as well.

e Do not check content of Replied or Forwarded Mails: You can select this check box, if you
need to ensure that eScan does not check the contents of e mails that you have either
replied or forwarded to other recipients.

e Check Content of Outgoing mails: You can select this check box, if you need Anti-Spam to
check outgoing e mails for restricted content.

¢ Phrases: You can click the Phrases button to open the Phrases dialog box. This dialog box
helps you configure additional e mail-related options. In addition, it allows you to specify a
list of words that the user can either allow or block. This list is called the user specified
whitelist. You can specify certain words or phrases so that mails containing those words or
phrases in the subject, header, or body are recognized as spam and are quarantined or
deleted. All the fields are available only when you select the Enable E-mail Content
Scanning check box. The dialog box uses the following color codes to categorize e-mails.

e User specified whitelist of words/phrases: (Color Code: GREEN) You should click this option
to list the words or phrases that are present in the whitelist. A phrase that is added to the
whitelist cannot be edited, enabled, or disabled.

e User specified List of Blocked words/phrases: (Color Code: RED) You should click this
option to list the words or phrases that are defined in block list.

e User specified words/phrases disabled: (Color Code: GRAY) You should click this option to
list the words or phrases that are defined excluded during scans. The options in the Phrases
to Check dialog box are disabled by default.

2. Spam Filter Configuration: This section provides you with options for configuring the spam filter.
All options in this section are selected by default.

¢ Check for Mail Phishing: [Default] You should select this check box, if you need Anti-Spam
to check for fraudulent e-mails and quarantine them.

e Treat Mails with Chinese /Korean character set as SPAM: [Default] When this check box is
selected, eScan scans e mails with Chinese or Korean characters. This check is based on the
research data conducted by MicroWorld’s various spam e mail samples collected from
around the globe. From these samples, it was observed that spammers often use Chinese or
Korean characters in their e mails.
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e Treat Subject with more than 5 whitespaces as SPAM: [Default] In its research,
MicroWorld found that spam e-mails usually contain more than five consecutive white
spaces. When this check box is selected, Anti -Spam checks the spacing between characters
or words in the subject line of e mails and treats e mails with more than five whitespaces in
their subject lines as spam e mails.

e Check content of HTML mails: [Default] You should select this check box when you need
Anti-Spam to scan e-mails in HTML format along with textual content.

e Quarantine Advertisement mails: [Default] You should select this check box when you
need Anti-Spam to check for advertisement types of e-mails and quarantine them.

e Advanced: Click this button to open the Advanced Spam Filtering Options dialog box. This
dialog box helps you configure the following advanced options for controlling spam.

e Enable Non-Intrusive Learning Pattern (NILP) check: [Default] NILP is MicroWorld’s
revolutionary technology that uses Bayesian Filtering and works on the principles of
Artificial Intelligence (Al) to analyze each e mail and prevents spam and phishing e mails
from reaching your inbox. It has self-learning capabilities and it updates itself by using
regular research feeds from MicroWorld servers. It uses an adaptive mechanism to analyze
each e mail and categorize it as spam or ham based on the behavioral pattern of the user.
You should select this check box if you need to enable NILP check.

o Enable email Header check: [Default] You should select this check box if you need to check
the validity of certain generic fields like From, To, and CC in an e mail and marks it as spam if
any of the headers are invalid.

e Enable X Spam Rules check: [Default] X Spam Rules are rules that describe certain
characteristics of an e mail. It checks whether the words in the content of e mails are
present in eScan’s database. This database contains a list of words and phrases, each of
which is assigned a score or threshold. The X Spam Rules Check technology matches X Spam
Rules with the mail header, body, and attachments of each e mail to generate a score. If the
score crosses a threshold value, the mail is considered as spam. Anti-Spam refers to this
database to identify e mails and takes action on them.

e Enable Sender Policy Framework (SPF) check: SPF is a world standard framework that is
adopted by eScan to prevent hackers from forging sender addresses. It acts a powerful
mechanism for controlling phishing mails. You should select this check box if you need Anti-
Spam to check the SPF record of the sender’s domain. However, your computer should be
connected to the Internet for this option to work.

¢ Enable Spam URI Real-time Blacklist (SURBL) check: You should select this option if you
need Anti-Spam to check the URLs in the message body of an e-mail. If the URL is listed in
the SURBL site, the e-mail will be blocked from being downloaded. However, your computer
should be connected to the Internet for this option to work.

o Enable Real-time Black-hole List (RBL) check: You should select this option if you need Anti-
Spam to check the sender’s IP address in the RBL sites. If the sender IP address is blacklisted
in the RBL site, the e-mail will be blocked from being downloaded. However, your computer
should be connected to the Internet for this option to work.

e RBL Servers: RBL is a DNS server that lists IP addresses of known spam senders. If the IP of
the sender is found in any of the blacklisted categories, the connection is terminated. The
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RBL Servers list contains addresses of servers and sites that maintain information regarding
spammers. You can add or delete address in the list as per your requirement.

¢ Auto Spam Whitelist: Unlike normal RBLs, SURBL scans e mails for names or URLs of spam
Web sites in the message body. It terminates the connection if the IP of the sender is found
in any of the blacklisted categories. This contains a list of valid e-mail addresses that can
bypass the above Spam filtering options. It thus allows e-mails from the whitelist to be
downloaded to the recipient’s inbox. You can add or delete address in the list as per your
requirement.

3. Mail Tagging Options: Anti -Spam also includes some mail tagging options, which are described
as follows:

e Do not change email at all: You should select this option when you need to prevent Anti -
Spam from adding the [Spam] tag to e mails that have been identified as spam.

¢ Both subject and body is changed: [Spam] tag is added in Subject: Actual spam content is
embedded in Body: This option helps you identify spam e mails. When you select this
option, Anti -Spam adds a [Spam] tag in the subject line and the body of the e mail that has
been identified as spam.

e "X MailScan Spam: 1" header line is added: Actual spam content is embedded in Body:
This option helps you add a [Spam] tag in the body of the e mail that has been identified as
spam. In addition, it adds a line in the header line of the e mail.

e Only [Spam] tag is added in Subject: Body is left unchanged: [Default] This option helps
you add the [Spam] tag only in the subject of the e mail, which has been identified as spam.

e "X MailScan Spam: 1" header line is added: Body and subject both remain unchanged:
This option helps you add a header line to the e mail. However, it does not add any tag to
the subject line or body of the e mail.
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3. Web Protection
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Figure —9.14

Web Protection is a part of eScan’s Protection feature. This module uses highly advanced
algorithms based the occurrence of specific words or phrases in the contents of the Web site to
block Web sites containing pornographic or offensive material. This feature is extremely beneficial
to parents because it prevents kids from accessing Web sites containing harmful or restricted
content. Administrators can also use this feature to prevent employees from accessing non-work-
related Web sites during work hours. You can configure the following settings.

A. Filtering Options: This tab has predefined categories that help you control access to the
Internet.

o Status: This section helps you to allow or block access to specific Web site based on
Filter Categories. You can set the status as Active or Block Web Access. You should
select the Block Web Access option when you want to block all the Web sites except
the ones that have been listed in the Filter Categories. When you select this option,
only Filtering Options and Pop-up Filter tabs are available.

o Filter Categories: This section uses the following color codes for allowed and
blocked Web sites.

e Green: It represents an allowed websites category

e Red: It represents a blocked websites category
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The filter categories used in this section include categories like Pornography, Gambling,
Chat, Alcohol, Violence, Drugs, Ratings_block category, Websites Allowed, etc. You can also
add or delete filter categories depending on your requirement.

e Category: [Category name]: This section shows the Words / Phrases list, which lists
the words or phrases present in the selected category. In addition, the section
displays the Site Names list, which lists the Web sites belonging to the selected
category. You can also add or delete filter categories depending on your
requirement.

o Filter Options: This section includes the Add sites rejected by the filter to Block
category check box. You should select this check box if you need eScan to add Web
sites that are denied access to the Block category database automatically.

B. Scanning Options: This tab helps you enable content matching and content rating for Web
sites. It also helps you block images, ActiveX controls, media components, and applications
from appearing within the browser.

e ActiveX Blocking: An ActiveX control is component program that can be
automatically downloaded and executed by a Web browser. It is similar to a Java
applet. ActiveX controls may include malicious code and therefore may pose as a
security hazard.

o Java Applets: Java Applets are programs that are written in the Java programming
language. These applets can be embedded in an HTML page and can be viewed from
a Java enabled Web browser. Applets enhance the interactivity in Web pages and
provide users with an enhanced Web experience. However, some applets contain
malicious code that may either disrupt the processes running on your computer or
steal sensitive information. You can select the Java Applets check box to block
applets from being downloaded to your computer.

e Scripts (Java & VB): Scripts are usually written in scripting languages such as
JavaScript and VBScript. A script is a list of commands that can execute without user
input. With the help of scripts, you can automate certain tasks within an application
to work in a particular computing scenario. Hackers often use malicious script to
steal information about the victims. When you select the Scripts (Java & VB) check
box, eScan blocks script from being downloaded to your computer from the
Internet.

e Check for Virus: [Default] This check box is selected by default. You should select
this check box if you need eScan to scan and block all Web sites that contain
malicious code.

e Actions: This section helps you select the actions that eScan should perform when it
detects a security violation.
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e Log Violations: [Default] This check box is selected by default. You should select this
check box if you need Web Protection to log all security violations for your future
reference.

¢ Shutdown Program in 30 Secs: You should select this check box if you need Web
Protection to shut down the browser automatically in 30 seconds when any of the
defined rules or policies is violated.

e Port Setting: This section helps you specify the port numbers that eScan should
monitor for suspicious traffic.

e Internet Access (HTTP Port): Web browsers commonly use the port numbers 80,
8080, 3128, 6588, 4480, and 88 for accessing the Internet. You can add port
numbers to the Internet Access (HTTP Port) box to monitor the traffic on those
ports.

e Content Type: This section helps you block content based on their type, such as
images, applications, e-mails (REC 822), audio files, and video files.

C. Define Time Restriction: This section helps you define policies to restrict access to the Internet.

¢ Enable Time Restrictions for Web Access: You should select this check box if you
want to set restrictions on when a user can access the Internet. By default, all the
fields appear disabled. The fields are available only when you select this check box.

The time restriction feature is a grid-based module. The grid is divided into columns based
on the days of the week vertically and the time interval horizontally.

e Active: Click this button and select the appropriate grid if you want to keep web
access active on certain days for a specific interval.

¢ Inactive: Select this option if you want to keep web access inactive on certain days
for a specific interval.

o Block Web Access: Select this option if you want to block web access on certain days
for a specific interval.

For Example: As an Admin you can define the following settings

- Allow users to access the web during lunch hours i.e. 1-2: 30 ( you can choose
any preferred time of your choice)

- Block the web access for the rest of the time or for 9 am to 11 am in the
morning and 5 pm to 7 pm in the evening. (You can choose any preferred time
of your choice).

- Inactivate the web protection module after midnight till 5 am (you can choose
any preferred time of your choice).
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4. Firewall
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Figure —9.15

Firewall is a security feature of eScan\’s Protection module. It is designed to monitor all incoming
and outgoing network traffic and protect your computer from all types of network based attacks.
eScan includes a set of predefined access control rules that you can remove or customize as per
your requirements. These rules enforce a boundary between your computer and the network.
Therefore, the Firewall feature first checks the rules, analyzes network packets, and filters them on
the basis of the specified rules. When you connect to the Internet, you expose your computer to
various security threats. The Firewall feature of eScan protects your data when you:

e Connect to Internet Relay Chat (IRC) servers and join other people on the numerous
channels on the IRC network.

e Use Telnet to connect to a server on the Internet and then execute the commands
on the server.

e Use FTP to transfer files from a remote server to your computer.

e Use Network basic input/output system (NetBIOS) to communicate with other users
on the LAN that is connected to the Internet.

e Use a computer that is a part of a Virtual Private Network (VPN).

e Use a computer to browse the Internet.

e Use a computer to send or receive e mail.

By default, the firewall operates in the Allow All mode. However, you can customize the firewall by
using options like Limited Filter for filtering only incoming traffic and Interactive Filter to turn off
and block all. The eScan Firewall also allows you to specify different set of rules for allowing or
blocking incoming or outgoing traffic. These rules include Zone Rules, Expert Rules, Trusted Media
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Access Control (MAC) Address, and Local IP list. This page provides you with options for configuring
the module. You can configure the following settings to be deployed to the eScan client systems.

Allow All - Clicking on this button will disable the eScan Firewall i.e. all the incoming and
outgoing network traffic will not be monitored / filtered.

Limited Filter — Clicking on this button will enable eScan Firewall in limited mode which will
monitor all incoming traffic only and will be allowed / blocked as per the conditions or rules
defined in the Firewall.

Interactive - Clicking on this button will enable eScan Firewall to monitor all the incoming
and outgoing network traffic and will be allowed / blocked as per the conditions or rules
defined in the Firewall.

There are four tabs — Zone Rule, Expert Rule, Trusted MAC Address, and Local IP List, which are as
follows:

A. Zone Rule - This is a set of network access rules to make the decision of allowing /
blocking of the access to the system. This will contain the source IP address or
source Host name or IP range either to be allowed or blocked.

Buttons (to configure a Zone Rule)

1. Add Host Name — This option enables you to add a "host" in the Zone Rule. When
clicked on this button, enter the HOST name of the system, select the Zone (Trusted
/ Blocked) and enter a name for the Zone Rule. Click on OK button to create the
Zone Rule.

2. Add IP —This option enables you to add an IP address of a system to be added in the
Zone rule. When clicked on this button, enter the IP address of the system, select
the Zone (Trusted / Blocked) and enter a name for the Zone Rule. Click on OK button
to create the Zone Rule.

3. Add IP Range — This option enables you to add an IP range to be added in the Zone
rule. When clicked on this button, add the IP Range (i.e. a range of IP that the Zone
rule should be applied), select the Zone (Trusted / Blocked) and enter a name for the
Zone Rule. Click on OK button to create the Zone Rule.

4. Modify — To modify / change any listed Zone Rule(s), select the zone rule to be
modified and click on the Modify button.

5. Remove - To delete any listed Zone Rule(s), select the zone rule to be deleted and
click on the remove button.

B. Expert Rule —This tab allows you to specify advanced rules and settings for the
eScan firewall. You can configure expert rules on the basis of the various rules,
protocols, source IP address and port, destination IP address and port, and ICMP
types. You can create new expert rules. However, you should configure these rules
only if you have a good understanding of firewalls and networking protocols.
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e Source IP Address / Host Name

e Source Port Number

o Destination IP Address / Host Name
o Destination Port Number

Buttons (to configure an Expert Rule)

Add — Click on the Add button to create a new Expert Rule. In the Add Firewall Rule
Window:
i. General tab — In this section, specify the Rule settings

¢ Rule Name - Provide a name to the Rule,

¢ Rule Action — Action to be taken, whether to Permit Packet or Deny Packet,

e Protocol — Select the network protocol (eg.TCP, UDP, ARP etc...) on which the Rule
will be applied

¢ Apply rule on Interface — Select the Network Interface on which the Rule will be
applied.

ii. Source tab — In this section, specify / select the location from where the outgoing
network traffic originates.

e Source IP Address —

o My Computer — The rule will be applied for the outgoing traffic originating from your
computer.

o Host Name — The rule will be applied for the outgoing traffic originating from the
computer as per the host name specified.

o Single IP Address — The rule will be applied for the outgoing traffic originating from
the computer as per the IP address specified.

o Whole IP Range — To enable the rule on a group of computers in series, you can
specify a range of IP address. The rule will be applied for the outgoing traffic from
the computer(s) which is within the defined IP range.

o Any IP Address — When this option is selected, the rule will be applied for the traffic
originating from ANY IP Addresses.

e Source Port -

o Any - When this option is selected, the rule will be applied for the outgoing traffic
originating from ANY port(s).

o Single Port — When this option is selected, the rule will be applied for the outgoing
traffic originating from the specified / defined port.
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o Port Range — To enable the rule on a group of ports in series, you can specify a range
of ports. The rule will be applied for the outgoing traffic originating from the port
which is within the defined range of ports.

o Port List — A list of port can be specified / added. The rule will be applied for the
outgoing traffic originating from the ports as per specified in the list.

NOTE: The rule will be applied when the selected Source IP Address and Source Port
matches together.

Destination tab — In this section, specify / select the location of the computer where the incoming
network traffic is destined.

o Destination IP Address —

o My Computer — The rule will be applied for the incoming traffic to your computer.

o Host Name - The rule will be applied for the incoming traffic to the computer as per
the host name specified.

o Single IP Address — The rule will be applied for the incoming traffic to the computer
as per the IP address specified.

o Whole IP Range — To apply the rule on a group of computers in series, you can
specify a range of IP address. The rule will be applied for the incoming traffic to the
computer(s) which is within the defined IP range.

o Any IP Address — When this option is selected, the rule will be applied for the
incoming traffic to ANY IP Addresses.

e Destination Port —

o Any-When this option is selected, the rule will be applied for the incoming traffic
to ANY port.

o Single Port — When this option is selected, the rule will be applied for the incoming
traffic to the specified / defined port.

o Port Range — To enable the rule on a group of ports in series, you can specify a range
of ports. The rule will be applied for the incoming traffic to the port which is within
the defined range of ports.

e Port List — A list of port can be specified / added. The rule will be applied for
incoming traffic originating from the ports as per specified in the list.

NOTE: The rule will be applied when the selected Destination IP Address and
Destination Port matches together.

e Advanced tab — This tab contains advance setting for Expert Rule.

e Enable Advanced ICMP Processing - This is activated when the ICMP protocol is
selected in the General tab.
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e The packet must be from/to a trusted MAC address — When this option is selected,
the rule will only be applied on the MAC address defined / listed in the Trusted MAC
Address tab.

e Log information when this rule applies — This will enable to log information of the
Rule when it is implied.

Modify — This button will enable to change or modify any Expert Rule.
Remove — This button will delete a rule from the Expert Rule.
Shift Up and Shift Down — The UP and DOWN arrow button will enable to move
the rules up or down as required and will take precedence over the rule listed
below it.

4. Enable Rule / Disable Rule — These buttons allow you to enable or disable a
particular selected rule from the list.

C. Trusted MAC Address — This section contains the information of the MAC address of
the system. A MAC address (Media Access Control address) is a hardware address
that uniquely identifies each node of a network. The Trusted MAC address list will be
checked along with the Expert Rule only when "The packet must be from/to a
trusted MAC address" option is checked and the action will be as per specified in the
rule. (Refer to the Advance Tab of the Expert Rule).

Buttons (to configure the Trusted MAC Address)

1. Add-To add a MAC address click on this button. Enter the MAC address to be
added in the list for eg. 00-13-8F-27-00-47

2. Edit-To modify / change the MAC Address click on this button.

Remove — To delete the MAC Address click on this button.

4. Clear All - To delete all the listed MAC Address click on this button.

w

D. Local IP List — This section contains a list of Local IP addresses.
Buttons (to configure the Local IP List)

Add - To add a Local IP address click on this button.

Remove — To remove a Local IP address click on this button.

Clear All - To clear all the Local IP address in the list click on this button.
Default List — To load the default list of IP address click on this button.

bl N S

Other Buttons

e Clear Alert Cache - This option will clear / delete all the information stored by the
Firewall cache

e Show Application Alert — Selecting this option will display an eScan FireWall Alert
displaying the blocking of any application as defined in the Application Rule.

e Default Rules - This button will load / reset the rules to the Default settings present
during the installation of eScan. This will remove all the settings defined by user.
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5. Endpoint Security

EndPoint Security | vele

@ start O stap

Application Control Device Control
O enable application Control
Block List ~ white List  Define Time-Restrictions

Enter Application to Block

List of Blocked Applications
GusiEnm Eraurp Allow This Group

Unblock Block Application Name  Original Name  Internal Name Description Path
CEmmpUi=r Soma Allow This Group
Instant Messengers Allow This Graup
Music Video Players allow This Group
P2P Applications Allow This Group
[ pefault | [ Advanced seting | [ ok ][ cancel |
.
Figure —9.16

Endpoint Security is a part of eScan’s Protection feature. This module protects your computer or
Endpoints from data thefts and security threats through USB or FireWire® based portable devices.
It comes with an Application control feature, which helps you block unwanted applications from
running on your computer. In addition, this feature provides you with a comprehensive reporting
feature that helps you determine which applications and portable devices are allowed or blocked
by eScan.

This page provides you with information regarding the status of the module and options for
configuring it.

e Start / Stop: It enables you to enable or disable Endpoint Security module. Click the
appropriate option.

There are two tabs — Application Control and USB Control, which are as follows:
1. Application Control

This tab helps you control the execution of programs on the computer. All the controls on this tab
are disabled by default.

You can configure the following settings.

¢ Enable Application Control: You should select this check box if you need to enable
the Application Control feature of the Endpoint Security module.
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o Enter Application to Block: It indicates the name of the application you want to
block from execution. Type the full name of the application to be blocked.

o List of Blocked Applications: This list contains blocked executables of applications
that are predefined by MicroWorld. Each of the applications listed in the predefined
categories are blocked by default. In addition, you can also add executables that you
need to block only to the Custom Group category. If you want, you can unblock the
predefined application by clicking the UnBlock link. The predefined categories
include computer games, instant messengers, music & video players, and P2P
applications.

2. USB Control - The Endpoint Security feature of eScan protects your computer from unauthorized
portable storage devices prompting you for the password whenever you plug in such devices. The
devices are also scanned immediately when connected to prevent any infected files running and
infecting the computer.

You can configure the following settings:

e Enable USB Control: [Default] You should select this check box if you need to monitor all
the USB storages devices connected to your computer. This will enable all the options on
this tab.

o Settings: This section helps you customize the settings for controlling access to USB
storage devices.

o Block USB Ports: Select this check box if you want to block all the USB ports.

o Ask for Password: Select this check box, if you want eScan to prompt for a password
whenever a USB storage device is connected to the computer. You have to type the
correct password to access USB storage device. It is recommended that you always
keep this check box selected.

e Use eScan Administrator: This option is available only when you select the Ask for
Password check box. Click this option if you want to assign eScan Administrator
password for accessing USB storage device.

¢ Use Other Password: This option is available only when you select the Ask for
Password check box. Click this option if you want assign a unique password for
accessing USB storage device.

e Do Virus Scan: [Default] When you select this check box, the Endpoint Security
module runs a virus scan if the USB storage device is activated. It is recommended
that you always keep this check box selected.

o Disable AutoPlay: [Default] When you select this check box, eScan disables the
automatic execution of any program stored on a USB storage device when you
connect the device.
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¢ Read Only USB: Select this check box, if you want to allow access of the USB device
in read-only mode.

o Record Files Copied To USB: Select this check box, if you want eScan to create a
record of the files copied from the system to USB drive.

o Whitelist: eScan provides a greater level of endpoint security by prompting you for a
password whenever you connect a USB drive. To disable password protection for a
specific device, you can add it along with its serial number to the whitelist. The next
time you connect the device it will not ask for a password but will directly display the
files or folders stored on the device. This section displays the serial number and
device name of each of the whitelisted devices in a list. You can add devices to this
list by clicking on the Add button. The Whitelist section displays the following
button.

e Scan Whitelisted USB Devices: By default, eScan does not scan whitelisted USB
devices. You should select this option, if you want eScan to scan USB devices that
have been added to the whitelist.

e You can click on the Add button to enter the Serial number (unique for each USB
device) and Device Name of the USB device to be whitelisted. The Serial Number
and the Device Name details are shown in Endpoint security module in eScan
Protection Center under the same sub-section. You need to insert the USB device on
the eScan server and copy the details onto the eScan web console settings.

Advanced Settings

Advanced Setting
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Show Systern Files Execution Events
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Allow mounting of Imaging dewice

Black File Transfer from IM
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Figure —9.17
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Option

Description

Allow Composite Devices (Allow=1, Disallow =0)

Allows you to allow or disallow Scanning of
Composite Devices connected to the Managed
Endpoints.

Allow USB Modem(Allow=1, Disallow =0)

Allows you to allow or disallow USB Modems on
the Managed Endpoints.

Enable Predefined USB Exclusion for Data
Outflow (Enable=1, Disable =0)

Allow you to Enable / Disable Exclusion of
Predefined USBs for Data Outflow, it will not
record data outflow through USB drive specified
by you.

Enable CD/DVD Scanning(Enable=1, Disable =0)

Allows you to allow or disallow Scanning of
CD/DVD on Managed Endpoints.

Enable USB Whitelisting option on prompt for
eScan clients (Enable=1, Disable =0)

Allow you to Enable / Disable USB whitelisting
on prompt on the managed Endpoints.

Enable USB on Terminal Client (Enable=1,
Disable =0)

Allow you to Enable / Disable USB on Terminal
Client

Enable Domain Password for USB(Enable=1,
Disable =0)

Allows you to Enable/Disable Password for USB
usage on managed endpoints.

Show System Files Execution Events (Enable=1,
Disable =0)

Allows you to Enable/Disable to receive events
for System Files execution.

Allow execution of Microsoft Signed
Application(Allow=1, Disallow =0)

Allow / Disallow execution of Microsoft Signed
Application.

Allow mounting of Imaging device(Allow=1,
Disallow =0)

Allow / Disallow mounting of Imaging Devices
on Managed endpoints.

Block File Transfer from IM(Allow=1, Block =0)

Allow / Block files transfer from Instant
Messengers on managed Endpoints.

Allow WIFI Network(Allow=1, Block =0)

Allow / Block access of Managed Endpoints to
WIFI network.

Whitelisted WIFI SSID (Comma Separated)

Allow you to enlist /whitelist WIFI SSID for
network access to managed endpoints.

Allow Network Printer (Allow=1, Block =0)

Allow access to network printers from managed
endpoints.

Whitelisted Network Printer list(Comma
Separated)

Allow you to enlist /whitelist Network Printers
for managed endpoints.

Disable Print Screen (Enable=1, Disable =0)

Allows you to disable/enable Print Screen on
Managed Endpoints.
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Default

Note:- Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.

6. Privacy Control
Privacy Control E Help
General Advanced

—Scheduler Options

You can set to run this Tool Autornatically at Various times, Select the times you would like Auto Erase to run
from the Cptions Below,

O] run at Systermn Startup O run Everyday at [0:00 am [G'l

—Auto Erase Options

I:‘ Clear Auto-Complete Memary I:l Clear Last Search Menu D Clear Cache
I:‘ Clear Last Run Menu D Clear Recent Documnents D Clear Cookies
I:‘ Clear Ternporary Folders D Clear Files & Folders D Clear Plugins
I:‘ Clear Last Find Cormputer D Clear Open/Save Dialog Box Histary D Clear ActiveX
I:‘ Clear Browser Address Bar History D Ermpty Recycle Bin D Clear History
Select all
Default ] [ (o149 ] [ Cancel
Figure —9.18

Privacy Control is a part of eScan’s Protection feature. It protects your confidential information
from theft by deleting all the temporary information stored on your computer. This module comes
with the eScan Browser Cleanup feature, which allows you to use the Internet without leaving any
history or residual data on your hard drive by erasing details of sites and Web pages you have
accessed while browsing. This page provides you with options for configuring the module. There
are two tabs — General and Advanced, which are as follows:

1. General

This tab helps you specify the unwanted files created by Web browsers or by other installed
software that should be deleted.

You can configure the following settings.
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Scheduler Options: You can set the scheduler to run at specific times and erase private
information, such as your browsing history from your computer. The following settings are
available in the Scheduler Options section.

e Run at System Startup: It auto executes the Privacy Control module and performs
the desired auto-erase functions when the computer starts up.
¢ Run Everyday at: It auto-executes the Privacy Control module at specified times and
performs the desired auto erase functions. You can specify the time within the hours
and minutes boxes.
Auto Erase Options: The browser stores traceable information of the Web sites that you
have visited in certain folders. This information can be viewed by others. eScan allows you
to remove all traces of Web sites that you have visited. To do this, it auto detects the
browsers that are installed on your computer. It then displays the traceable component and
default path where the temporary data is stored on your computer. You can select the
following options based on your requirements.

o Clear Auto Complete Memory: Auto Complete Memory refers to the suggested
matches that appear when you type text in the Address bar, the Run dialog box, or
forms in Web pages. Hackers can use this information to monitor your surfing
habits. When you select this check box, Privacy Control clears all this information
from the computer.

e Clear Last Run Menu: When you select this check box, Privacy Control clears this
information in the Run dialog box.

e Clear Temporary Folders: When you select this check box, Privacy Control clears
files in the Temporary folder. This folder contains temporary files installed or saved
by software. Clearing this folder creates space on the hard drive of the computer
and boosts the performance of the computer.

e Clear Last Find Computer: When you select this check box, Privacy Control clears the
name of the computer for which you searched last.

o Clear Browser Address Bar History: When you select this check box, Privacy Control
clears the Web sites from the browser’s address bar history.

e Clear Last Search Menu: When you select this check box, Privacy Control clears the
name of the objects that you last searched for by using the Search Menu.

¢ Clear Recent Documents: When you select this check box, Privacy Control clears the
names of the objects found in Recent Documents.

¢ Clear Files & Folders: When you select this check box, Privacy Control deletes
selected Files and Folders. You should use this option with caution because it
permanently deletes unwanted files and folders from the computer to free space on
the computer.

e Clear Open / Save Dialog box History: When you select this check box, Privacy
Control clears the links of all the opened and saved files.
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o Empty Recycle Bin: When you select this check box, Privacy Control clears the
Recycle Bin. You should use this option with caution because it permanently clears
the recycle bin.

e Clear Cache: When you select this check box, Privacy Control clears the Temporary
Internet Files.

¢ Clear Cookies: When you select this check box, Privacy Control clears the Cookies
stored by Web sites in the browser’s cache.

e Clear Plugins: When you select this check box, Privacy Control removes the browser
plug-in.

e Clear ActiveX: When you select this check box, Privacy Control clears the ActiveX
controls.

e Clear History: When you select this check box, Privacy Control clears the history of
all the Web sites that you have visited.

In addition to these options, the Auto Erase Options section has

o Select All/ Unselect All: You can click this button to select / unselect all the auto erase
options.

2. Advanced
This tab helps you to select the MS Office files, Windows files and other Windows media files.

Default: Click Default to apply default settings, which are done during installation of eScan. It loads
and resets the values to the default settings.

It also allows you to do the following (Windows Operating System)

Define Administrator password - Administrator Password enables you to create and change
password for administrative login of eScan protection center. It also enables you to keep the
password as blank, wherein you can login to eScan protection center without entering any
password.
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Figure —9.19
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Sr. No. | Name Description
1. Enable Automatic Download (1 = Enable / It allows you to Enable / disable
0= Disable) Automatic download of Antivirus signature
updates.
2. Enable Manual Download ( 1 = Enable / 0= It allows you to Enable / disable Manual
Disable) download of Antivirus signature updates
3. Enable Alternate Download( 1 = Enable /0= | It allows you to Enable / disable download
Disable) of signatures from eScan (Internet) if
eScan Server is not reachable.

4, Set Alternate Download Interval(In Hours) It allows you to define time interval to
check for updates from eScan (Internet)
and download it on managed endpoints.

5. Set Automatic Download Interval (In Mins ) It allows you to define time interval to
check for updates from for automatic
download on managed endpoints.

MWL (MicroWorld WinSock Layer) Inclusion List contains the name of all executables files which
will bind itself to MWTSP.DLL. All other files are excluded.

Note:-Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.

You can do the following activities.

o Adding files to inclusion list
e Deleting files from inclusion list
e Removing all files from inclusion list
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MWL Inclusion List Ej Help
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Figure —9.21
» Adding files to inclusion list. It enables you to add executable files to the list.

1. Type the executable file name in the given field, and then click the Add button. The
file gets added to the list.

2. Click the OK button.

» Deleting files from inclusion list. It enables you to delete executable files from the list.

1. Select the appropriate file checkbox, and then click the Delete button. For example,
Eudora.exe, winpm-32.exe, phoenix.exe, and so on. A message appears, whether
you want to delete or not.

2. Click OK. The file gets deleted from the list.

» Removing all files from inclusion list. It enables you to remove all executable files from the list.

1. Click Remove All. A message appears, whether you want to remove the list or not.
2. Click OK. All the files get removed from the list.

1. MWL Exclusion List

MWL (MicroWorld WinSock Layer) Exclusion List contains the name of all executable files
which will not bind itself to MWTSP.DLL.
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Note:- Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.
You can do the following activities.

o Adding files to exclusion list

o Deleting files from exclusion list
e Removing all files from exclusion list

MWL Exclusion List E Help

IMETIMFO. EXE
VYHTTPDZZ.DLL Rermouweall
MS-ADMIN, EXE
MS-SLAPD.EXE
TCPSWCS.EXE
SWOHOST.EXE
ESERW.EXE

Do LCAD, EXE
RP.EXE

SPOOLER, EXE *

Default Cancel

Figure —9.22
» Adding files to exclusion list. It enables you to add executable files to the list.

1. Type the executable file name in the given field, and then click the Add button. The
file gets added to the list.

> Deleting files from exclusion list. It enables you to delete executable files from the list.
1. Select the appropriate file checkbox, and then click the Delete button. For example,
INETINFO.EXE, VHTTPD32.DLL, NS-ADMIN.EXE, and so on. A message appears,
whether you want to delete or not.

2. Click OK. The file gets deleted from the list.

» Removing all files from exclusion list. It enables you to remove all executable files from the list.
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1. Click Remove All. A message appears, whether you want to remove the list or not.
2. Click OK. All the files get removed from the list.

1. Notifications and Events
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Figure —9.23

Notifications enable you to configure the notification settings. It helps you to send e mails
to specific recipients when malicious code is detected in an e-mail or e-mail attachment. It
also helps you to send alerts and warning messages to the sender or recipient of an infected
message. You can configure the following settings:

e Virus Alerts: [Default] You should select this check box if you need Mail Anti-Virus to alert
you when it detects a malicious object in an e-mail.

e Warning Mails: You configure this setting if you need Mail Anti -Virus to send warning e
mails and alerts to a given sender or recipient. The default sender is
escanuser@escanav.com and the default recipient is postmaster.

e Mail Server Settings: Define settings for mail server for sending email notifications

¢ Attachment Removed Warning To Sender: [Default] You should select this check box if you
need Mail Anti-Virus to send a warning message to the sender of an infected attachment.
Mail Anti-Virus sends this e-mail when it encounters a virus-infected attachment in an e-
mail. The content of the e-mail that is sent is displayed in the preview box.
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e Attachment Removed Warning To Recipient: [Default] You should select this check box if
you need Mail Anti-Virus to send a warning message to the recipient when it removes an
infected attachment. The content of the e-mail that is sent is displayed in the preview box.

e Virus Warning To Sender: [Default] You should select this check box if you need Mail Anti-
Virus to send a virus-warning message to the sender. The content of the e-mail that is sent
is displayed in the preview box.

e Virus Warning To Recipient: [Default] You should select this check box if you need Mail
Anti-Virus to send a virus-warning message to the recipient. The content of the e-mail that
is sent is displayed in the preview box.

e Content Warning To Sender: You should select this check box if you need Mail scanner to
send a content warning message to the sender. The content of the e-mail that is sent is
displayed in the preview box.

e Content Warning To Recipient: [Default] You should select this check box if you need Mail
scanner to send a content warning message to the recipient. The content of the e-mail that
is sent is displayed in the preview box.

o Delete Mails From User: You can configure eScan to automatically delete e mails that have
been sent by specific users. For this, you need to add the e mail addresses of such users to
the Delete Mails From User field. The Add, Delete, and Remove All buttons appear as
dimmed. Once you type text in the Delete Mails From User field, the buttons appear.

Events

MNotifications & Events u Help

Motifications Events

Lo not allow client to send event for

D Executable Allowed
I:l webSite Allowed

D Cleaned Mail

Dafault ] [ Advanced Satting ] [ Ok ] [ Cancel ]

Figure —9.24

Define settings to stop client from sending Event of certain types of Executables Allowed,
Website Allowed, and Cleaned Mail as per your selection.

Schedule Update

Automatic download: Select this option to automatically download the updates from the eScan
Server.

Schedule Download: Define Settings for Scheduling update on endpoints; you can schedule an
update on a daily, weekly, or monthly basis and at a defined time.
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Configurable eScan Policies for Linux and Mac Computers
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Figure —9.25

To define policies for Mac or Linux computers, select Policy option present under the desired
computer group in Managed Computers section of eScan. Now click on Properties button present
on the interface and then click on Policy Details tab and open Linux / Mac tab present on the
interface. eScan allows you to define settings for File Anti-Virus, Endpoint Security, On Demand
scanning and Schedule Scan module for Linux and Mac Computers connected to the network. Use
the Edit button to configure the eScan module settings for computers with respective operating
systems.

Note - Icons present beside every module denotes that the settings are valid for the respective
operating systems only.

Configuring Module Settings for Linux and Mac Computers

It allows you to define settings for Scanning; you can also define action to be taken in case of an
infection. It also allows you to define the number of days for which the logs should be kept as
well as create list for Masks, Files or Folders to be excluded from scanning.
e File Anti-Virus — Settings valid for eScan Client on Mac Computers only.
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File Anti-Virus i vee

In the case of an infection: Disinfedt (if not possible, quarantine) % |

[~ Scan Settings
[0 archives Mails
Packed

Display sttention messages
Murmber of days log should be kept 365

] i o mesls

[ exclude Files ¢ Folders

[ Default ] [ O ] [ Cancel ]

Figure —9.26
e Actions in case of infection [Dropdown]

It indicates a type of action which you want eScan real-time protection to take, in case of virus
detection.
By default, Disinfect (if not possible, quarantine file) option is selected. Following are the types
of actions:
Log Only: It indicates or alerts the user about the infection detected (No Action is taken, only logs
are maintained).
Disinfect (if not possible, log): It tries to disinfect and if disinfection is not possible it logs the
information of only the infected object.
Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is not possible it
deletes the infected object.
Disinfect (if not possible, quarantine file): It tries to disinfect and if disinfection is not possible it
guarantines the infected object.
Delete: It directly deletes the infected object.
Quarantine: It directly quarantines the infected object.
Scan Settings
Mails - It indicates scanning the mail files. By default, it is selected. Select this check box if you
want eScan real-time protection to scan mails.
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e Archives - It indicates the archived files, such as zip, rar, and so on. Select this check
box if you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable. Select this check box if you want
eScan real-time protection to scan packed files.

e Exclude file types (Mask) - Select this check box if you want eScan real-time
protection to exclude specific file extensions.

e Exclude Folders and files - Select this check box if you want eScan real-time
protection to exclude Folders and files from scanning. eScan allows you add, Remove

any or all Added Files or Folders whenever required.

You can restore default eScan settings by clicking on the Default button present at
the bottom of the interface.

8. Endpoint Security (Settings valid for eScan client on Mac systems only.)

Endpoint Security ‘_ E Help

D Block USE storage device

[ Default ] [ Ok ] [ Cancel ]

Figure —9.27

Use this option to Block access to USB Storage device by selecting the Check box.

Configure Settings for On Demand Scanning — valid for Linux and Mac Computers

Using ODS Settings you can define actions in case of infection, you can also define list of files by
mask, Files or Folders to be excluded from Scanning. It also allows you to configure settings for
various other Scan options like Include Sub directories, Mails, Archives Heuristic Scanning etc by
selecting respective checkbox options present at the bottom of the interface.
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ODS Settings @ [ k4 Help
Inthe caze of an infection: Dizinfect (if not possible, quarantine) %
I:l Exclude by mask

Add
Celete
Rermowveadll
[FINEN e e Files f Folders
Add
Celete
Rermowveadll
—Scan Options
Include sub directories Mails
Heuristic ﬁrchiues
DCross filazystern F‘acked
I:l Fallaw symbolic links Mernory Scan

[ Default ] [ o], ] [ Cancel ]

Figure —9.28

e Actions in case of infection [Dropdown]

It indicates a type of action which you want eScan real-time protection to take, in case of virus
detection.
By default, Disinfect (if not possible, quarantine file) option is selected. Following are the types
of actions:
Log Only: It indicates or alerts the user about the infection detected.
Disinfect (if not possible, log): It tries to disinfect and if disinfection is not possible it logs the
information of only the infected object.
Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is not possible it
deletes the infected object.
Disinfect (if not possible, quarantine file): It tries to disinfect and if disinfection is not possible it
guarantines the infected object.
Delete: It directly deletes the infected object.
Quarantine: It directly quarantines the infected object.
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Scan Settings

e Mails - It indicates scanning the mail files. By default, it is selected. Select this check
box if you want eScan real-time protection to scan mails.

e Archives - It indicates the archived files, such as zip, rar, and so on. Select this check
box if you want eScan real-time protection to scan archived files.

o Packed - It indicates the compressed executable.

e Exclude file types (Mask) - Select this check box if you want eScan real-time
protection to exclude specific files, and Remove any or all Added Files whenever
required.

e Exclude Folders and files - Select this check box if you want eScan real-time
protection to exclude Folders and files from scanning. eScan allows you add, Remove
any or all Added Files or Folders whenever required during On Demand Scanning.
You can restore default eScan settings by clicking on the Default button present at
the bottom of the interface.

e Cross File System that facilitates scanning of files over cross-file systems.

e Symbolic Link Scanning scans the files following the symbolic links.

9. Schedule Scanning

Schedule Scan [# ‘_, u Help
Marne Schedule Type Schedule On
Save ] [ Cancel ]
Figure —9.29

It allows you to add a task for scheduling a scan.

e Adding a task - It allows you to schedule and define options for Analysis extent and the Files
or Folders to be scanned.
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E Help

Marne

Schedule

A K

Analysis extent

¥irus scan

Execute

@ Cnce
O Hourly
O Caily

O Weeakly
O Maonthly

Cate and tirme

Maonth ¢ |4 %  Date

21 | [12:00 pm | [@7]

Save Cancel

Figure —9.30

Using this tab you can define the task name and schedule it as desired. You can schedule
once, Weekly basis, every hour, monthly or daily. It also allows you to schedule at

desired date and time.

e Analysis Extent

Automatic virus scan

E Help

Marne

Schedulend

Schedule Analysis extent

Yirus scan

Scan Options B ‘_‘
Include sub directaries
Heuristic

I:l Cross filasystemn

I:l Faollow symbolic links

Mails

Archives

Packed

Mernory Scan @y

[ Save ][ Cancel ]

Figure —9.31
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Using this tab you can define the scan options for Linux and Mac computers connected
to the network.

1. Include sub Directories — Allows you to include sub directories while conducting an
automatic scan.

2. Heuristic Scan — A heuristic scan is used to detect new, unknown viruses in your
systems that have not yet been identified. Heuristic methods are based on the
piece-by-piece examination of a virus, looking for a sequence or sequences of
instructions that differentiate the virus from ‘normal’ programs. It allows you to
enable Heuristic Scanning at the time of Automatic Scanning.

Cross File System that facilitates scanning of files over cross-file systems.

Symbolic Link Scanning scans the files following the symbolic links.

5. Mails - It indicates scanning the mail files. By default, it is selected. Select this
check box if you want eScan real-time protection to scan mails.

6. Archives - It indicates the archived files, such as zip, .rar, and so on. Select this check
box if you want eScan real-time protection to scan archived files.

7. Packed - It indicates the compressed executable. Select this check box if you want

eScan real-time protection to scan packed files.

P w

e Virus Scan

Automatic virus scan E Help

Marne

Schedule04

Schedule Analysis extent Yirus scan

In the case of an infection: @ ‘. Disinfect [if not possible, quarantine) |+
O Exclude by rmask B
Add
Daleta
Remaouvesll
[ Exclude Files / Folders [
Add
Celete
Reamovesll

Save ][ Cancel ]

Figure —9.32

sCanav.com



‘eScan

Anti-Virus & Content Security

e Actions in case of Infection [Dropdown]

It indicates a type of action which you want eScan real-time protection to take, in case of virus

detection.

By default, Disinfect (if not possible, quarantine file) option is selected. Following are the types

of actions:

o Log Only: It indicates or alerts the user about the infection detected.

o Disinfect (if not possible, log): It tries to disinfect and if disinfection is not possible it logs
the information of only the infected object.

o Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is not possible it
deletes the infected object.

o Disinfect (if not possible, quarantine file): It tries to disinfect and if disinfection is not
possible it quarantines the infected object.

o Delete: It directly deletes the infected object.

o Quarantine: It directly quarantines the infected object.

o Exclude file types (Mask) - Select this check box if you want eScan real-time protection to
exclude specific files, and then add the directories and files that you want to exclude using
Add option present on the interface. eScan allows you to Remove any or all Added Files
whenever required.

o Exclude Folders and files - Select this check box if you want eScan real-time protection to
exclude Folders and files from scanning. eScan allows you add, Remove any or all Added
Files or Folders whenever required.

10. Managing Tasks for the Group - Using the Group Tasks option present in Managed
Computers section under Selected Group, you can create a task, start a task, select a task and
view its properties, view task results as well as delete an already created task. Tasks can
include the following.

® Enable / Disable desired Module
® Set Update Server
® Force Client to Download Updates

® Scheduling Scan on Networked Computers

®  Steps for Creating a Group Task

1. Click Managed Computers.
2. Select the desired group from the tree.
3. Click Group Tasks
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4. Now Click New Task. Refer Figure —9.33

-
Managed Computers % Refresh [ Help
2 Search

[ Action List ¥| [ Client Action List =

] Manzg=d Computers
(] policy

@& Group Tasks

Group Tasks & Refresh | Help

Hew Task ) = B i}

Task Name Task Performed Assigned To Whom Schedule Type

8 Client Computers

B (@ Linux / Mac

Figure —9.33

5. You will be forwarded to “New Task Template” window. This window allows you to define
Task Name, Assign task as well as schedule task on Endpoints. Write the Task Name and
configure the desired task settings.

6. Click Save. Refer Figure —9.34
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{2 eScan Management Console - Windows Internet Explorer. Q@E‘

New Task Template i veio

Task Name

Task Hame:® New Task_t
Assigned Tasks.

O File Anti-virus status 22 K

Enabled

O mait &
Enabled
Disabled
[ anti-spam status 22
Enabled
Disabled
[ wab protection status 22
Enabled
Disabled
[ endpaint security status =5 i
Ensbled
Dis=bled
[ Firevall status 2
Disable Firevall
Enable Limited Filtsr Mods of Firsusll
Enable [nteractive Filter Mode of Firevall
O aternate Dovnload status 25 A K
Enabled
Disabled
[ start/Stop Ancther Server 28
Start Server
Stop Server
[ set updste server 22 A I
Add Server Name/1P
Removs Sarvar Hame/12
Oseanizp i
Tyos
Spyuare And Aduare 15 Computer StartUp 85

Memery Sc

=A Registry 4
System Folder 25

Scan Local Drives 25 A

Scan System Drive 25

Option
Scan Archives 55 A &
Aute Shut Down After Scan Completion 28

Scan only 25 A
[ Force Cliant to Dovnload Update 22 A K

[ apsly for subgrouss

Task Scheduling Settings.

@ Enable Scheduler © Manual start
@ Daily
QO waekly Man Tus wed Thu
Fri sat Sun
O Monthly
® a 1z:00 pm | (@)
Cone & Local intranet. - Biooen -

Figure-9.34

= D o B
Note: ™ windows, Linux =¥ , Mac Icon denotes that you can configure task settings for
the selected module in the respective operating system.

7. The created task will be added to the Group tasks list. Refer Figure —9.35
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% Refresh [ Help

Managed Computers

£ Ssarch

[ Action List ¥| [ Client Action List =

(o) Managed Computers & Refresh [ Help

(] aticx

(8 Grous Tasks

Group Tasks

[E2 newTask | [f) start Task | B Froperties | [ Results || [ Delete

¥ Client Computers (11

2 5] Roaming Users o
[} fosming Jesn [] TsskNsme Task Performed Assigned To Whom Scheduls Tvoe
(B policy

p
(@ Group Tasks
98 Clisnt Computers
B 5] content writers
@ policy
= [ Grous Tazks

Not Performed Yet | 'Mansged Computers\Roaming Users\CONTENT WRITERS" Automatic Scheduler | Task Status

Automatic Scheduler Task Status

[ MewTask_1 | Not Performed Yet | "Manzged Computers\Roaming Users\COHTENT WRITERS"

-
® (] editors
B (] Linuse / Msc

Figure —9.35

8. Click Properties to view the created task. It also allows you to modify or re-define the
settings earlier configured by you. It also facilitates the re-scheduling of the created task.

9. Click Save. Refer Figure —9.36

{f eScan Management Console - Windows Internet Explorer

i Help

New Task

General Schedule  Settings

Task Name

Task Creation Time:

Status:

New Task
03/27/14 03:50:16 PM

Task not performed yat

Figure —9.36

10. Using the Start Task option you can initiate the selected task on the Endpoints in the Group.
Refer Figure — 9.37
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% Refresh [ Help

Managed Computers

£ Search
% Refresh [ Help

[T Action List ¥| [ Client Action List =

Group Tasks

(&5 Managed Computers
(3 zoliey
() Grous Tazks
98 Cliznt Computers () Hew Task @a@ [EP Properties | [ Results | [ Delete
e Roaming Users [] Teskname Task Performed Assigned To Whom Sehedmtiype
E Baliex " Mew Task Neot Performed Yet "Managed Computers\Roaming Users\CONTENT WRITERS Automatic Scheduler Task Status
Sreuafase [] mewTask_t Not Peformed Yet  "Managed Computers\Roaming Users\CONTENT WRITERS" Automatic Scheduler Task Status

98 Clisnt Computers

& (& content writers
60 policy

= (4] Grous Tasks

"8 client Computers (1)
(&3] roposal writers
B (5 ggitors

- (] Linwse / Mac

Figure —9.37
11. Click Results to view the details of recently executed tasks.

12. Click Task Status Link to view the status of the listed tasks. It gives you a brief summary of

% Refresh [ Help

the selected task.

Managed Computers

£ Search
& Refresh | Help

[ Action List ¥| [ Client Action List =

Group Tasks

) Mansged Computers

i palats

(] palicy
(8 Grous Tasks

Client Computers

]
B (i) Roaming Users
(] palicy

NewTask [[] Start Task | B Froperties | [ Results

Schedule Type

tatus

Task Performed Assigned To Whom

\Roaming Us

[0 Taskname
Not Performed et | 'Manzged Computers
"Managed Computers\Roaming

\CONTENT WRITERS"

=\COWTENT WRITERS"

Automatic Schaduler

Automatic Scheduler Task Status

Not Performed Yet

(8 Grous Tasks

Client Computers

ol

= ] Content writers
60 policy

5 (4 Grous Tasks

€ New Task

£t
¥ Client Computers (1)
(&2 Eroposal writers

[

Tazk 1

Figure —9.38
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10. Managing Tasks and Policies for Specific Computers

eScan Management Console gives you a flexibility to define and configure tasks and Policies for
specific Endpoints in the Managed Computers list. It can easily be done using the following simple
steps —

° Managing Tasks for Specific Computers
1. Click Tasks for Specific Computers in Navigation Panel of eScan Management Console.

2. Now Click New Task. Refer Figure 10.1

Tasks For Specific Computers t‘ Refresh E Help

Mew Task B

Taszk Marne Pending Cornpleted Schedule Tupe
Figure 10.1

3. You will be forwarded to New Task Template Window.

1. Define the Task Name in the text field. Refer Figure 10.2

Tasks For Specific Computers = New Task Template

Task Name

Task Name:*
Figure 10.2

2. Select the desired options for assigning tasks. Refer Figure 10.3
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Assigned Tasks

[ File anti-virus status 22 (%
Enabled
Disabled

[ mail anti-vieus statos 22
Enabled
Disabled

[] anti-spam status 22
Enabled
Disabled

[ wiek protection status 22
Enabled
Disabled

[ Endpoint Security Status =K
Enabled
Disabled

[ Firewsil status 22
Disable Firewall
Enable Limited Filter Mode of Firewall

Enable Interactive Filter Mode of Firewall

[ sternate Download status 25 @ (%
Enabled
Disabled
O Start/Stop Another Server 15
Start Server
Stop Server
[0 set update server i3 @ ('3
Add Server Narme/IP DAMNY,192.168.0.60

Rermove Server MarmesIP

[ sean =n ‘_

Type
Spyware And Adware 52 Camputer StartUp 52
Memary Scan 22 @ Ragistry 25
Systern Folder 22 Scan Systern Drive 18

Scan Local Drives 05 A [l

Option
Scan Archives 18 @ ‘
Auto Shut Down After Scan Completion 25

Scan Only 22 A ‘_

[ Farce client ta Download Update 22 @ [

Figure 10.3

HiEl '
Note: “® Windows, Linux =* , Mac " Icon denotes that you can configure task settings for
the selected module in the respective operating system.

3. Usethe explorer tree to select the Computers on which you wish to initiate this task.
Mark the Computers and click Add. Refer Figure 10.4
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Select Computers / Groups

Select Computers/Groups
E| D [_J Managed Cormputars DANNY
S DANNY

" I:l LJ Foarming Users
" I:l LJ Linux § Mac

Add

Rerouve

Figure 10.4

4, Schedule the Task as desired.

Task Scheduling Settings
@ Enable Scheduler O Manual Start
® Caily
O Waakly Mon Tue Wead Thu
Fri Sat Sun
O Manthly
@ a 12:00 pm |[@7]
[ Save ] [ Claze [*] Mandatary Fields

Figure 10.5

5.  Click Save. The Task will be created and scheduled for selected computers instantly.
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® Managing Policies for Specific Computers

1. Click Policies for Specific Computers option present in Navigation Panel of eScan
Management Console and click New Policy. Refer Figure 10.6

Dashooard ot ForSpecitc Computers S retre (@ ety

New Palicy | = i |

Name of Policy Lest Degloved Lest Deoloved To Whom

Tasks For Specific Computers.
Policies For Specific Computers &

Mobile Device Management

Figure 10.6

2. You will be forwarded to the New Policy window. Define the Policy name and Rules. Select
and add the computers where you wish to implement those policies.
3. Click Deploy. Refer Figure 10.7
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New Policy E Help

Select Rule-Sets For Policy

Enter Policy Mame:* SystemnScan

File Anti-Virus Mail Anti-tirus

| Anti-Spam Wweb Protection

D Firaw all EndPoint Security

| Privacy Caontrol

=

[ adrministratar password ODS{Schedule Scan

D MWL Inclusion List MWL Exclusion List

[ wotificstions & Events

Ak

File Anti-Virus ‘_ EndPoint Security ‘_

[ on pemand scanning 9 schedule Scan @)

Select Computers / Groups

Select Cormputers/ Groups

E| ol LJ Managed Cormputers DANNY

E 22 DANNY

- |_J Roaring Users
[&] TECHWRITER

- O L_J Linux f Mac

Add

Rermove

Deploy ] [ Cancel [*1 Mandatary Fields

Figure 10.7

4. The policy will be created and deployed on the selected computers.
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One Time Password

eScan password protection restricts user access from violating a security policy deployed in a
network. e.g. administrator has deployed a security policy to block all USB devices, but someone
wants to access it for genuine reason. How would an administrator give him an access without
violating the current security policy? OTP delivers the answer for the same by generating one time
password for a period of time like 10 minute or one hour for that specified user to disable the
module without violating existing policy.

Working:

1. eScan Server Administrator defines a policy for a particular group blocking access to the USB
ports through the web console. The USB access is blocked through the endpoint security
module through Policies for Specific Computers.

2. For some specific reason, access to a USB port is required in one of the systems within a
group where the security policy has been defined. The administrator is notified of this
request manually.

3. The administrator generates a one-time password on the server and manually notifies the
user who requires access to the USB port for a specific time period.

4. The user utilizes the one-time password within the group for accessing the USB port for the
specified time period defined by the administrator. Other systems within the group cannot
access the USB ports as the security policy is set for them thus ensuring that the group
policy is not infringed.

How to Access

Use the following simple steps to access OTPass.EXE. Refer Figure 10.8

gy Scan

4
- Generate One Time Password
Computer Mame |
Valid far A
Select option
[ File Anti-Virus [ Allow to ChangeIP
[™ Web Protection [~ Firewall

[ EPS App Contral [~ EPS USB

[ Mail Anti-Virus & Anti-Spam

* Password is case-sensitive
Mew Password

Password

Figure 10.8
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1. Open Windows Explorer.

2. Goto the path where eScan is installed.

3. Open eScan Folder.

4. Find and open OTPass.exe.

5. Now type the Computer Name for which you wish to generate the password in the respective
field.

6. Select the time for which the password will be valid on the selected computer using the Valid
for drop down present on the interface. Refer Figure 10.9

| El

10 mins ~
20 mins

40 mins
50 mins
6l mins
70 mins
a0 mins ol

Figure 10.9

7. Select the Module that you wish to enable or disable usingcheck boxes present on the interface
and click on Generate Passowrd button. Refer Figure 10.10

'€ SCBR
-
- Generate One Time Password
Camputer Name |DA|‘-]|‘-]‘:‘
WValid for 30 mins -

Select aption

v File Anti-Virus [ Allow to Change IP
v Web Protection [~ Firewall
[~ EPS App Contral [ EPS USBE

[~ Mail Anti-Virus & Anti-Spam

ianerate Fasswo

* Password is case-sensitive
Mew Passwaord

Passwaord GEIUTGZPNG

Close

Figure 10.10
8. Send this password to the user.
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9. To Pause the selected module on his computer, the user should open eScan Corporate 360

Client using right click on eScan Corporate 360 for Windows icon and click Pause Protection
from the task bar. Refer Figure 10.11

' OpeneScan Protection Center

|_|_ Pause Protection

| Q, Scan My Computer
Q Update now

5 Wiew Current Metwork, Activity
F@ System Information

| = virual keyboard

| E} e5can Remote Support

L @ About escan

Figure 10.11
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11.Managing and Scheduling Reports

eScan Management console provides you with predefined templates based on eScan modules. It
provides you an option to create custom reports based on certain criteria.

The eScan Web Console comes with comprehensive reporting capabilities for viewing the status of
the modules, scheduled tasks, and events. It allows you to view predefined reports, create new
reports based on predefined reports, and customize existing reports for computers or for a group
of computers.

® Scheduling an existing Report Template

1. Click Reports Template in the navigation bar and select the desired Template.
2. Click Create schedule. Refer Figure 11.1

pashBoard Edrroperties & Refresh [ Help

Report Templates

Setup Wizard

Managed Computers
new Template |[[F) Creats Schedule | B2 i}
El unmanaged Computers

Network Computers. Template Name

1P Range [ virus Report 25 [l

Active Directory [ update report 25 A K&

New Computers Found [ web erotection Report 55
Report Templates K | [ Application Control Report 8§
Report Scheduler [ anti-Spam Report 23

Events & Computers.

Tasks For Specific Computers

Policies For Specific Computers

Asset Management !

Print Activity

OutBreak Notification
Settings
Administration

License

Mobile Device Management

Figure 11.1
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3. Now define the Report Name and filter the criteria for generating report by expanding the
tree. Refer Figure 11.2

Schedule Report 3 vete —|

Report Templstes » Schadule Report

Report Name

New Report Name Report 2014

Settings
Selact = Temglats for creating a Report
=} virus Report 22 [ =
@ Date
) Computer )

Q virus

(O Action Taken

Et [ web protection Report 88
@ Date
) Cemputer —
) Websitas
() Action Taken

Anti-Spam Report 25

Figure 11.2

4. Select the Conditions and Target Groups for generating Reports. Refer Figure 11.3.

Salact Condition
® Generate a Report for Groups
Q Generate a Report for 2 List of Computers

Select Target Groups

B [ g5 Managed Computers
B[] 5] Roaming Users
B [ .5 Content writers

O 3 ecitors
B (] Linux / Mac

Figure 11.3

5. Define email and Server settings for sending reports by mail, also select the Format for the
report, you can generate report in html, CSV,PDF and Excel formats, as required by you.

6. Schedule the report as desired and click OK. Refer Figure 11.5
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Report Scheduling Settings

@ Enzble Scheduler O Manual Start

@ paily
O waekiy

O Menthly

Figure 11.5

7. Report will be created and scheduled instantly. Refer Figure 11.6

Report Scheduler t‘ Refresh G Help

m Start Task E Results | 5§ Properties aDelete Mew Schedule ED View & Create

Schedule Name Fepott Recipient Scheduler Type Wiew
Mew Report abhishekd@escanaw com Autornatic Scheduler Yiew

Figure 11.6

Note:

e Options to create and schedule reports are also present in Report Scheduler section of eScan
Management Console.
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12. Viewing Events

eScan Management Console maintains the record of all the event sent by the client computer.
Through events & computers tab Administrator can monitor the Events; Computer Selection gives
an option to sort the computer with specific properties.

Events & Computers ‘: Refresh EHEIP
ED Settings ED Edit Selection = Client 08 Type | All i
Ell_,l Events & Computers Recent Events 1- 10 of 1326 page of 14 p| Rows per page: | 10 %

EI[_J Ewents Status
. Date Tirne Machine Marme IP Addresz Uzer name Event Id =14
1.5, Recent
critical € 5/5/2014 15:15:35 DanNy 52 192,168.0.60 ADMINISTRATOR File Anti-Virus (154) 2S¢
1.5 Information o S/5/2014 11:05:02 DANNY H 192.168.0.60 ADMINISTRATOR File Anti-Wirus (154)  aS5c
EH] computers selection €) 5/5/2014 10:30:30 DANNY 55 192,168.0.60 SYSTEM File Anti-virus [152)  [C]
=L Cormputers with the "¢
) o [ @B 5572014 10:30:25 DaNNY 24 192,168.0,60 SYSTEM File Anti-Virus (154)  [C]
Cornputers with the "y
Database are Outdate o 5/5/2014 10:30:07 DANNY - 192.168.0,60 SYSTEM File Anti-virus (7331 [<]
Many Wiruses Detacts o 5/5/2014 10:30:07 DANHY 52 122,168.0,60 SvSTEM File anti-viraz (7111 [C]
Mo eScan Antiviras In:
o 5452014 10:30:07 DANNY - 192.,168,0,60 SYSTEM File Anti-viros (716)  [C]
Mot Cannected for = l¢
Mot Scanned for a lon| [ @) 5/5/2014 10:30:07 DaNNY 22 192,168.0,60 SYSTEM File Anti-Virus (718)  [C]
L. Pratection is off €) 5/5/2014 10:30:07 DANNY 22 192,168.0.60 SYSTEM File Anti-virus (7201 [C]
B[] software/Hardware Cha
LJ € 5/5/2014 10:30:07 DaNNY 52 192,168.0,60 SYSTEM Mail Anti-Sparn (722) [C]
-1l SBoftware Changes
Hardware Changes
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Figure 12.1

® Event Status

Status Description
Recent Recent events that are either critical or normal
Critical Shows recent critical events like virus detection,

monitor disable etc.

Information It will show all the informative events like virus
database update, status.
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You can use this node to sort out computers with specific properties, such as outdated
databases, critical status, warning status or many virus detected. It allows you to select the
computer and take action accordingly. You can also set the criteria for each node in computer
selection accordingly by which you can sort the computer.

Node Name

Description

Computer with critical status

This node records all the system that has critical
status.

Computer with warning status

This node will show all the system with warning
status.

Database is outdated

This node will have all the system whose virus
database is older/ outdated.

Many Viruses Detected

When the virus count will exceeds the specified limit
that system will fall in this node.

No eScan Installed

Computers where eScan client is not installed will be
shown in this node

Not connected for a long time

This node will have the systems that are not
connected to the server (status can’t be taken by the
server) for a long time.

Not scanned for a long time

This node will show all the systems which are not
scanned from a long time (specified time).

Protection is off

The system whose File Protection is disabled will fall
under this node.
We can specify the option by which Protection status
will be checked.
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® Software/Hardware Changes

This node displays all the records for the software/ hardware changes.

® Software Changes:- This node displays the records of the software changes that happen
on the system i.e. installation/uninstallation or upgrade of software.

® Hardware Changes: - This node displays the records of hardware changes of a computer like
IP address change or any other hardware change.

® Existing system Info. : - Under this node, record regarding the existing hardware
information is displayed.

® Defining Settings

You can define the Settings for Events, Computer Selection and Software / Hardware
changes by clicking on the settings option and defining the desired settings using the Tabs
and options present on the Events and Computer settings window.

A. Event Status

Basically, events are activities performed on client’s computer. There are three types of
event status — Recent, Critical, and Information. You can select the status as per your
requirement.

e Events Name

Events & Computers Setlings u Help

Events Status Computer Selection Software /Hardware Changes

—Events

Events Marme | Recent b

Mumber &f Records 1000

Clozse

Figure 12.2
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On the basis of severity, that is, the level of importance, events are categorized in to the
following three types:

o Recent: It displays both critical and information events that occurred recently on
managed client computers.
e Critical: It displays all critical events occurred on managed client computers, such as
virus detection, monitor disabled status, and so on.
o Information: It displays all informative type of events, such as virus database
update, status, and so on.
Saving event status settings
Perform the following steps to save the event status settings:
1. Type the number of events that you want to view in a list, in the Number of Records
field.
2. Click the Save button.
The settings get saved.

B. Computer Selection

Events & Conmputers Setbngs E Help

Events Status Computer Selection Software /Hardware Changes

—Computers

Carnputers Status | Protection iz off b

— Protection Criteria

Check for Monitor Status
Check for Mail Anti-Phishing
Check for Mail Anti-Virus
Cheack for Anti-Spam

Check for Endpoint Security
Check for Firewall

Check far Proactive

HEEEEEEE

Check for Web Protection

Murnber Of Records 1000

Figure 12.3
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The Computer Selection enables you to select and save the computer status settings. This
module enables you to do the following activities:

Computers

e Types and criteria’s of Computer Status

NV WNPRE

Computers with the "Critical Status"

Computers with the "Warning Status"

Database are Outdated

Many viruses Detected

No eScan Antivirus Installed

Not connected to the eScan server for a long time
Not scanned for a long time

Protection is off

Computers with the "Critical Status": It displays the list of systems which are critical in status, as
per the criteria\’s selected in computer settings. Specify the following field details.

Field

Description

Check for eScan Not
Installed

Select this check box if you want to view the list of client systems under
managed computers on which eScan has not been installed.

Check for Monitor
Status

Select this check box if you want to view the client systems on which
eScan monitor is not enabled.

Check for Not Scanned

Select this check box if you want to view the list of client systems which
has not been scanned.

Check for Database Select this check box if you want to view the list of client systems on
Not Updated which database has not been updated.

Check for Not Select this check box if you want to view the list of eScan client systems
Connected that have not been communicated with eScan server.

Database Not
Updated from more
than

Type the number of days from when the database has not been
updated.

System Not Scanned
for more than

Type the number of days from when the system has not been scanned.

System Not
Connected for more
than

Type the number of days from when the client system has not been
connected to eScan server.

Number Of Records

Type the number of client systems that you want to view in the list.
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Computers with the "Warning Status": It displays the list of systems which are warning in status,
as per the criteria\’s selected in computer settings. Specify the following field details.

Field

Description

Check for Not Scanned

Select this check box if you want to view the list of client systems which
has not been scanned.

Check for Database Not

Select this check box if you want to view the list of client systems on

Updated which database has not been updated.
Check for Not Select this check box if you want to view the list of eScan client systems
Connected that have not been communicated with eScan server.

Check for Protection off

Select this check box if you want to view the list of client systems on
which protection for any module is inactive, that is disabled.

Check for Many Viruses

Select this check box if you want to view the list of client systems on
which maximum viruses are detected.

Database Not Updated
from more than

Type the number of days from when the database has not been
updated.

System Not Scanned for
more than

Type the number of days from when the system has not been scanned.

System Not Connected
for more than

Type the number of days from when the client system has not been
connected to eScan server.

Number Of Virus

Type the number of viruses detected on client system.

Number Of Records

Type the number of client system that you want to view in the list.

Database are Outdated: It displays the list of systems on which virus database is outdated. Specify

the following field details.

Field

Description

Database Not Updated
from more than

Type the number of days from when the database has not been updated.

Number Of Records

Type the number of client system that you want to view in the list.

Many viruses Detected: It displays the list of systems on which number of viruses exceeds the
specified count in computer settings. Specify the following field details.

Field Description
Number Of Virus Type the number of viruses detected on client system.
Number Of Records | Type the number of client system that you want to view in the list.

No eScan Antivirus Installed: It displays the list of systems on which eScan has not been installed.
Specify the following field detail.

Field

Description

Number Of Records

Type the number of client system that you want to view in the list.
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Not connected to the eScan server for a long time: It displays the list of systems which have not
been connected to the server from a long time. Specify the following field detail.

Field

Description

Number Of Records

Type the number of client system that you want to view in the list.

Not scanned for a long time: It displays the list of systems which have not been scanned from a
long time, as specified in computer settings. Specify the following field details.

Field

Description

System Not Scanned
for more than

Type the number of days from when the system has not been scanned.

Number Of Records

Type the number of client system that you want to view in the list.

Protection is off: It displays the list of systems on which protection is inactive for any module, as
per the protection criteria\’s selected in computer settings. It shows the status as "Disabled" in the
list. Specify the following field details.

Protection Criteria

Check for Monitor
Status

Select this check box if you want to view the client systems on which eScan monitor
is not enabled.

Check for Mail Anti-
Phishing

Select this check box if you want to view the list of client systems on which Mail
Anti-Phishing protection is inactive, that is disabled.

Check for Mail Anti-
Virus

Select this check box if you want to view the list of client systems on which Mail
Anti-Virus protection is inactive, that is disabled.

Check for Mail Anti-

Select this check box if you want to view the list of client systems on which Mail

Spam Anti- Spam protection is inactive, that is disabled.
Check for Endpoint | Select this check box if you want to view the list of client systems on which Endpoint
Security Security protection is inactive, that is disabled.

Check for Firewall

Select this check box if you want to view the list of client systems on which Firewall
protection is inactive, that is disabled.

Check for Proactive

Select this check box if you want to view the list of client systems on which Proactive
protection is inactive, that is disabled.

Check for Web Select this check box if you want to view the list of client systems on which
Protection protection of Web Protection module is inactive, that is disabled.
Number Of Records | Type the number of client system that you want to view in the list.

Saving computer settings

Perform the following steps to save the computer settings:

1. Click the Computers Selection tab.
2. Select type of status for which you want to set criteria, from the Computer status
drop-down list.
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3. Select the appropriate check boxes, and then type field details in the available fields.
For more information, refer [Types and criteria’s of computer status-] section.
4. Click the 'Save' button.
The settings get saved.
C. Software/ Hardware Changes
You can set these settings, if you want to get updates on any changes made in the software,
hardware, and to existing system. The Software/ Hardware Changes enable you to do the
following activities:
e Updates
e Type of Updates
1. Software changes
2. Hardware changes
3. Existing system info
Changing software/hardware settings

Perform the following steps to change the Software / Hardware Settings:

1. Click the Software/Hardware Changes tab.
2. Specify the following field details.

Field Description

Software/Hardware Changes | Select the type of update made in the system from the drop-down list.
Number of Days Type the number of days, to view changes made within the specified days.
Number of Records Type the number of client systems that you want to view in the list.

Note:- Example of Number of Days, if you have typed 2 days, then you can view the list of client
systems on which any software/hardware changes have been made in the last 2 days.

3. Click the 'Save’ button.
The settings get saved.
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13. Asset Management

This module provides you the entire Hardware configuration and list of softwares installed on
Managed Computers in a tabular format. Using this Module, you can easily keep a track of all the
Hardware as well as Software resources installed on all the Managed Computers connected to
the Network. Based on different Search criteria you can easily filter the information as per your
requirement. It also allows you to Export the entire system information available through this
module in PDF, Ms Excel or HTML formats.

® Viewing Hardware Reports

For Viewing the Hardware Configuration of all the Managed Computers connected to the
Network, Click on the Asset Management section present in the Navigation Panel on the
Left in the eScan eScan Management Console. Following Information will populate in the
table on the right.

S.No. Column Name Description

1. Computer Name It displays the Host Name of the Computers as defined by
the Administrator.

It displays the Name of the Group to which that Computer
2. Group belongs to, as defined in Managed Computer section of
eScan Management Console.

3. IP Address It displays the IP address of the Endpoints.

It displays the current Username of the Endpoints (who is

4, User Name
logged on the system).
5. Operating System It displays the Operating system installed on the Endpoints.
6. Service Pack It displays the Service Pack version and build installed on the
Endpoints.
7. OS Version It displays the version of the Operating system installed in

the Endpoints.
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3. 0S Installed Date It displays the Date ar\d Time of Installation of the Operating
system on the Endpoints.
It displays the version of internet explorer installed on the
9. Internet Explorer .
Endpoints.
10. Processor It displays the Processor details like Processor Name, Type
and Processing Speed of the Endpoints.
11. Moth
otherboard It displays the details of the motherboard of the Endpoints.
12. RAM It displays the details of the RAM installed on the
Endpoints.
13. HDD It displays the details of the Hard Disk like number of
Partitions and their respective sizes.
14. MAC Add
ress It displays the MAC Address of the Endpoints.
15. By clicking on the view link present in this Column, you can
Software . i . . .
view the list of softwares along with the installation dates
on the Managed Computer.

e ‘

The status is displayed for the computers having operating system as “H. windows,

Macintosh or ¢ Linux

By clicking on the View link present in Software Column, you can view the list of Software along
with the installation dates on the Endpoints.

For Filtering the Hardware Report as per your requirements, click on the drop Menu Link of Filter
Criteria [SUFilteRERERa in Asset Management section. The Hardware report can be filtered on
the basis of following Criteria. Refer Figure 13.1
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~ Filter Criteria 4 Export Option

Filter Criteria
Incude IP Address Include

Include % Internet Explorer

Computer Name
Include %
Indude % 05 Version Includ= ¥,
Include Processor
Include MAC Addrass
Indluds ¥ HOD

Include ¥ 05 Installed Date

Gperating Systern
Service Fack
Matherbasrd

RAM

Group

PG IdentifyingMumber
8 Type

(41 e Al s

Include %

= [=|[=][=]|[*

Include

Indude %

|| [« [ #|[&][ =] ][] %

Indude %

Figure 13.1

Note:

e You can define criteria for the text / Column Content to be included or excluded in your Search
result using the drop downs present on the interface.

® Viewing the Software Report

This section displays list of Software along with the number of Endpoints on which they are
installed. To view the Software Report, click Asset Management and then Click Software
Report Tab present on the right. This will populate the Software Name with Computer
Count in a tabular format.

For knowing the Computer Details where specific Software is installed, click on the
Computer Count present in the Computer Count Column. A window with the respective
Computer Details will pop up.

For Filtering the Software Report as per your desire, click on the Drop Menu Link of Filter
Criteria (S0 FilterCriteria ] in Asset Management Section. The Software report can be
filtered on the basis of following Criteria.

~* Filter Criteria 4  Export Option
Filter Criteria
[] pate Range
Machine * Include % From (MM/ DD/ 7]

W

Printer d Include ¥ To (MM/DDS YY)

(49 View il e

Figure 13.2

You can filter your search on the basis of Software Name or the Computer Name, using the
drop down present on the interface; you can either include the search string entered by you
in your search or exclude it if desired. System will populate the results accordingly.
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® Export Options: Exporting the Hardware / Software Report

eScan Management Consoles offers Exporting of Hardware Report in PDF, Excel or HTML
formats.

It can easily be done by Clicking on Drop Menu Link of Export Option _ in
Asset Management Section. It will display the following options.

& Filtar Criteria + Export Option

Export Optian

O Excel O roF @ HrmL

Figure 13.3

Click on the desired Radio button for exporting the report in available formats. When the
Export is over, you will be informed with the following message —

0 Exported Successfully|Click here to Spen/Cownload

Figure 13.4

For Opening/ Downloading the exported files click on the link as shown above.

\ « Scan i Mboutescan @ root [ Logc
e\ eScan Management Console

DazhEoan Asset Management § Refresh g el

Setup wizard
Managed Computers Harduiare Report| [[softwiara Report | | Software License

¥ Unmanaged Computers & Filter Criteria . Export Option
Report Templates

L-10f1 1((page of 1)1 Rous per page: | 10 ¥

Report Scheduler

License Key Softuare Name Computer Gount

| windous KP 25 1

Started

Announcement Status:
porate - 360

Figure 13.5
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This option will display the License details of the Windows Operating System and Microsoft Office
installed on the Client systems along with the computer count and the details of the system where
it is installed.

® Software Licensing

The Software License option will display the License details of the Windows Operating System and
Microsoft Office installed on the Client systems along with the computer count and the details of
the system where it is installed.
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14. User Activity

It will monitor the user activity such as the print activity and Remote session activity of managed
computers and create a log of the activities. It monitors and logs printing tasks done by all the
endpoints, it gives you a report of all Printing Jobs done by endpoints through any printer
connected to the network.

It also gives you options for filtering the reports on the basis of excluding or including the
computer/machine name or a printer within a desired date range, operation type, group and
exporting the report in PDF, Excel or HTML formats.

® Viewing the Print Activity Log

Click Print Activity under Dashboard on the left in eScan Management Console. A table with
the List of Printers and number of copies printed by them will populate on left. Options for
Filtering or Exporting the log in desired formats are also present on the same interface.
Refer Figure 14.1

Ereeni @ Limrmd e
Havun far hpasdn | sagpwiary
Balina Fas e the: {narpealisiy
heprt Hasagaanrar
Ferd Bolerily 4
(wllresn metf ares

BT

2 it s B

I
Figure 14.1
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S.No. Field Name Description
1 Client Date It displays the Printing date of Client Machine
5 Machine Name It displays the name of the Machine from which the Prints
were taken.
3. IP Address It .dlsplays the IP Address of the machine from where the
Prints were taken.
It displays the Username of the Machine from where the
4, Username .
Prints were taken.
5. Document Name It displays the document name that was printed.
. It displays the number of copies of the document that were
6. Copies .
printed.
7. Pages It displays the number of Pages that were printed.

This window also gives you option to Export the Log report generated on this widow in the
desired formats, you can easily do so by selecting the desired export option using the Drop down
present on the screen, and then click Export. After the Export is complete you will be informed
through the following message.

O Exported Successfully Click here to Open/Download

Figure 14.3

Click on the link to open and save the converted file.

The log report generated in this section keeps the log of number of copies printed through any
printer, the File name of the Printed file, the Date on which Print was taken (Client Machine),
Machine Name, along with the Username of the computer and its IP address.
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For Filtering the Print Activity Log as desired, click Filter Criteria on the main interface of
Print Activity section, following options will be populated on screen. Refer Figure 14.4

Print Activity

& Refresh [ Help

= Filter Criteria
Filter Critaria

4 Export Option

[J pate Range

Include v Fram (MM/DB/ O]

HE

Include v To (MM DD/TYY)

(%) view All Tterns

Rows per page: | 100 (¥

Brother HL-2140
Canon LBP2300
40PDF v7

HP Deskjst F2400 sariss

HP Dazkist F4200 series

nk Advant K209a-z (Copy 1)

HP Deskjet Ink Advant K209a-z (Copy 2)

CC pies =

Figure 14.4

Sr. No. Option Description
Type the desired machine name that you wish to
1. Machine exclude or include in your Log.
2. Include Select this to include the machines to the log report.
Select this to exclude the machines from the log
Exclude
3. report.
Type the desired printer name that you wish to
4. Printer exclude or include in your log.
5 Date Range Tick on this checkbox, if you wish to generate report
between certain dates.
6. From((MM/DD/YYYY) Select the starting date for report generation.
7. To(MM/DD/YYYY) Select the Ending date for report generation.
3. search CI!ck 'thIS option to Filter the Log on the defined
criteria.
Click this option to reset the defined criteria for
9. Reset e
filtering.
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® Exporting the Print Activity Log

eScan Management Console offers exporting of print activity logs in PDF, Excel or HTML
formats.

It can easily be done by clicking on drop menu link of export option _ in
print activity section. It will display the following options.

A Filter Criteria * Export Option

Export Option
O Exeal O poF @ HTML Export

Figure 14.5

Click on the desired radio button for exporting the report in available formats. When the
export is over, you will be informed with the following message —

Q Exported Successfully Click here to Cpen/Download

Figure 14.6

For Opening/Viewing / Saving the exported files click on the link as shown above.

® Session Activity Report

eScan Management Console monitors and logs the session activity of the managed computers.
It will display a report of the endpoint startup/ shutdown/ logon/ log off/ remote session
connects/ disconnects. With this report the administrator can trace the user Logon and Logoff
activity along with remote sessions that took place on all managed computers. It will be helpful
for audit compliance purposes. Additionally in case of a misuse of the computer at a specific
time can be tracked down to the user through remote Logon details captured in the report.
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Figure 14.7

The log report generated in this section keeps the log of the operation type, computer name, group
name, IP address and the description of the activity. It also gives you options for filtering the report
on the basis of excluding or including the computer name, operation type, IP Address, Group,
description and date range. It will also allow you to export the report in PDF, Excel or HTML

formats.

Session Activity Report
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The log report generated in this section keeps the log of the operation type, client date,
computer name id, group name, IP address and the description of the activity. It also gives you
options for Filtering the report on the basis of excluding or including the computer name,
operation type, IP address, Group, description and date range.

It also gives you options for filtering the report on the basis of excluding or including the

machine name or a printer within a desired date range, and exporting the report in PDF, Excel
or HTML formats.
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15. Outbreak Notifications

You can configure settings for sending notification when Virus count exceeds the limit defined by
you. It can be done using the following simple steps —

1. Click Outbreak Notifications in the Navigation panel of eScan Management Console.
2. Define the criteria for Outbreak Alert and Notification settings in the respective fields present

on the interface and click Save. Refer Figure 15.1
(TER

OutBraak Notification

OutBreak Alert Settings

Send notification for viruses detected exceed the folloving number vithin the shown time

Humber (25 Time Limit |1 Day(s] %

Notification

Sender: abc@escanav.com

Recipient: xyz@escanav.com
SMTP Server: 123.222.444]

SMTE Port:

[ us= suTP Authentication

Figure 15.1

3. Settings will be saved and notification mails will be sent to the defined recipients
whenever the Virus count exceeds the defined Limit.
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16. Defining Settings

Using this section you can define important settings for the following

1. eScan Management Console ( EMC) - Using this section you can define settings for FTP
sessions, Log Settings, Client Grouping and Client connection settings.

2. Web Console Settings - Using this section you can define settings for Web Console
timeout, Dashboard Settings, Login Page settings, SQL Server Connection settings, SQL
Database compression settings.

3. Update Settings - Using this section you can define general configuration settings for,
Settings for Update Notifications, and scheduling Update Downloads for the server.

16.1. eScan Management Console Settings

The EMC Settings page includes several options that allow you to configure the eScan
Management Console. You can configure the FTP settings, Bind to IP Settings, and log
settings by selecting the options appropriate for your network.

You can bind announcement of FTP Server to particular IP by selecting the IP address in the
list. However, you can choose to leave it as 0.0.0.0, which mean it will announce on all
available interface/IP.

You can also enable FTP settings such as allowing upload of log file to eScan Server by
Endpoints by selecting the Allow Upload by Clients check box. If you are doing that, you can
set a limit for the maximum number of FTP sessions allowed. If you specify this number as
0, it means that any number of Endpoints can connect to FTP server for uploading files.

By checking Delete the user settings and user log files after uninstalling check box you can
opt to delete User settings and Log files once eScan Client is uninstalled on that computer.
You can also define the number of days for which Log should be maintained by defining the
days in the field for No of days Client logs should be kept. Refer Figure 16.1
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Figure 16.1

The steps to configure the EMC settings are as follows:

To configure the Bind IP address, under BIND IP, in the box, click the required IP address. The
default IP address is 0.0.0.0.

To allow uploads by Endpoints, under FTP Settings, select the Allow Upload by Clients check box.
To restrict the maximum number of FTP connections, in the Maximum FTP Clients allowed box,
type or select the maximum number of FTP Connections to be allowed. The default value is 0; this
allows an unlimited number of FTP connections.

To specify the number of days for which EMC should maintain client computer logs, under LOG
Settings, in the no. of days Client logs should be kept box, type or select the number of days.
Under Client Grouping section, you can sort group clients either by NetBIOS or DNS domain. This
setting is especially useful only during fresh client installations. After installation, it enables you to
manually manage domains and the clients grouped under them.

° Click NetBIOS, if you want to sort clients only by hostname.
° Click DNS Domain, if you want to sort clients by hostname containing the domain name.

L] Click Save button implement the defined settings.
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16.2.  Web Console settings

Using this section you can define settings for Web Console timeout, Dashboard Settings,
Login Page settings, SQL Server Connection settings, SQL Database compression settings.

1. Web Console timeout settings - Select the Enable timeout settings option and define the

time to automatically Log out Web Console when idle beyond the defined minutes.
Web Console Timeout Setting

Enzble Timeout Setting

Automatically log out the Web Conscle after | 80 |[% | minutes

Figure 16.2

2. Dashboard Settings - Define the number of Days for which you wish to View the Status,
Statistics and Protection Status Charts in the Dashboard of eScan Management Console.

DashBoard Setting

Show Status for Last |7 days (1 - 363)

Figure 16.3

3. Login page Settings - Define the settings to show or Hide Link for downloading eScan Client
and MWAgent to facilitate manual download and installation on Endpoints.

4. SQL Server Connection settings — Select the SQL server and define Server instance, and
Host Name along with the credentials for connecting to the database.

5. SQL Database Purge Settings - Define the size Limit for the database as well as specify the
number of days to compress the Database folder if it is older than the defined period.
SQL Database Purge Settings

Enable Database Purge
Database Size Limit (ME) 500 (500 - 2048)

Purge database clder than days (7 - 363)

Figure 16.4

Click Save to save the defined settings
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16.3.  Update Settings

The Update module automatically keeps your virus definitions up-to-date and protects your
computer from emerging species of viruses and other malicious programs. You can
configure eScan to download updates automatically either from eScan update servers or
from the local network by using FTP or HTTP.

You can access the update settings page from the navigation Panel. This page provides you
with information regarding the mode of update. It also provides you with options for
configuring the module. It also helps the Update module to download updates

automatically.

1. General Config - The General Config tab provides you with general options for configuring
the update module. These include selecting the mode, and configuring the proxy and

network settings.
E Help

Update Setlings

General Config Update Notification Scheduling

—Select Made

O Fre ® wre

—Proxy Settings

D Download via Proxy

—HTTP
HTTP Froxy Server IP @ Port:
Login Marme @ Paszward !
—FTP
Logon Type

FTP Froxy Server IP:
User@siteaddress

Port:
OPEN ziteaddrass
Login Marme @ PASY Mode
Password : Sacks
Cancel ] [ Update
Figure 16.5

You can configure eScan to download updates from eScan update servers by using any of
the available modes such as FTP, HTTP, and Network. If you are using HTTP or FTP proxy
servers, you need to configure the proxy settings and provide the IP address of the server,
the port number, and the authentication credentials of the proxy server. In case of FTP
servers, you also need to provide the format for the user id in the Logon Type section.
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You can also select the Network mode for downloading updates. However, to do this, you
must specify the source UNC path in the Source UNC Path box.

2. Update Notification - The Update Notification tab helps you to configure the actions that
eScan should perform after updater downloads the eScan updates.

Update Settings u Help

General Config Update Notification Scheduling

= [ Update Motification

Sender:
Recipient:

SMTP Server: SMTF Port:

Use SMTP Authentication

User name:

Password :

Cancel ][ Update

Figure 16.6

You can configure eScan to send an e-mail notification to a specified e-mail address from a
specified e-mail address after successful update. To use this feature, you must also specify
the IP address of SMTP server and its port number

3. Scheduling - The eScan Scheduler automatically checks eScan Web site for updates and
downloads the latest updates when they are available. It also allows you to schedule
downloads to occur on specific days or at a specific time.
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Update Settings u Help

General Config Update Notification Scheduling

m ® automatic Download
Guery Interval 120 % | minutes

B O Schedule Downlaad

L aily

Weelkly Man Tue ‘Wed Thu

Fri Sat Sun
Manthly of the maonth
At |@"I
Cancel ] [ Update
Figure 16.7

You can configure the update module to query and download the latest updates
automatically from the MicroWorld Web site by selecting Automatic Download. In this
case, you may want to specify a query interval after which eScan should query the Web
site for latest updates. The default interval is 120 minutes, but you can choose an interval
from the Query Interval list.

You can also schedule downloads to occur on specific days or on a daily, weekly, or
monthly basis and at a specific time. When you configure this setting, the scheduler
checks the eScan server for latest updates on the specified day at the specified time and
downloads them if they are available.

16.4.  Auto Grouping
This will allow you to define the settings to automatically add clients under desired sub
groups. The administrator will have to Add Groups and also add client criteria under these
groups based on host/host name with wild card/IP address/ IP range.

Advantages of Auto Grouping

1. On Auto Grouping, the clients will be automatically added to the specified managed groups.
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2. The clients can be added or removed from Auto Grouping with ease.
It contains the following section:
Group and client selection criteria for Auto adding under Managed Group(s)
How to configure Auto Grouping?

1. Enter the group name and click Add.

2. Enter the client criteria and click Add, you can add host names, host names with wildcard;
IP address and IP address range.

For example:
Groups Client Criteria
Group A Host names (Comp101, Comp201)
Group B Host names with wild card (Comp1*)
Group B IP Addresses (162.0.34. 1, 162.0. 55.6, 163. 1. 70.10)
Group C IP Address range (162.15. 30 — 162. 15. 82)

The above example displays the Groups and the client criteria for Auto Grouping into the desired
group.
3. Click Save. This will save the settings and the Run button will be enabled.
4. Click Run to start the auto grouping process, this will move the client systems to the desired
groups.
A new window will pop up displaying the Auto Grouping process. Close the window once the Auto
Grouping process is finished.

Client(s) list excluded from Auto adding under Managed Group(s)
e Enter the client criteria such as host name, host name with wild card, IP address and also by

IP range.
e The clients added to this list will be excluded from auto adding under Managed Groups.
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17. Managing User Accounts

Using this section you can create User Accounts and allocate those admin rights for using
eScan Management Console. It is helpful in a large organization where installing eScan client
on large number of computers in the organization may consume lot of time and efforts. Using
this option you can allocate rights to the users on the selected computer group which will
allow them to install eScan Client and implement Policies and tasks on other computers.

Perform the following steps to create an account for the local user.

1. On the navigation pane, under Administration, click User Accounts.
Refer Figure - 17.1

Dashncasd User Accounts S Refresh [ Help
Setup Wizard
ianasediComouiois [@aCreate New Account| [#%1Add from Active Directory| [ 1-10f1 Hpage| 1 |of1 Rows per page: |10 |»
Unmanaged Computers
Report Templates [ usernzme Domain Role Session Log Statu
Report Scheduler roat unt crested during installation Administrator View
Events & Computers
[Eacreats New Account [#71Add from Active Dirsctory [T 1-10f1 W page| 1 |of1 Rows per page: [10 %
Tasks For Specific Computers
Policies For Specific Computers
Asset Management
Print Activity
OutBreak Notification
Settings
= Administration "
User Accounts -]
User Roles
Export & Import
License
Figure - 17.1

2. Click Create New Account button and specify the following fields —

[ ]

Field Description

Account type and information

User name*: Type the user name.

Full Name*: Type the full name.

Password*: Type the password.

Confirm . .

Password*: Re-type the password for confirmation.

Emai .

Ar::::ess: Type the e-mail address.

Account Role

Role*: Select an appropriate role that you want to assign to the user from
) the drop-down list.

3. Now Click Save.
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° Creating a Role

Using this section you can create a role and assign it to the User Accounts with variable
permissions and rights as defined in the role being assigned to them. It can be an
Administrator role with set of permissions and rights or Group Admin Role or a Read only

Role.
User Roles ‘_:' Refresh u Help

Mew Role | [} Properties ﬁDelete

Rale Mame Cescription
Adrninistratar

Subadmin ISTOnly

Figure - 17.2
You can re-define the Properties of the created role for configuring access to various section
of eScan Management Console and the networked Computers.

It allows you to delete any existing role once the task is completed by them.

It allows the administrator to give permission to sub administrators to access defined modules
of eScan and perform installation / uninstallation of eScan Client on network computers or
define Policies and tasks for the computers allocated to them.

Creating a New Role

Role based Administration through eScan Management Console enables you to share the
configuration and monitoring responsibilities for your organization among several administrators.
Using this feature one or more senior administrator can have full configuration privileges for all
computers while one or more junior administrators can have less configuring and monitoring
authority over group of computers allocated to them. You can assign administrators with pre-
defined roles, each with its own set of rights, permissions and groups.

eScan Management Console provide administrators with a streamlined view that is customized to
their specific role—showing only what they need to do their job .It is helpful in large organizations
where installing and managing eScan client on large number of computers in the organization may
consume lot of time and efforts. Using this option you can allocate rights to other administrators to
manage selected computer group which will allow them to install eScan and implement Policies
and tasks on computers, it also allows them to view eScan reports of the computers in their
respective groups. eScan allows you to create Group Administrators with variable rights to manage
computers in their group. These rights may include a read only right to access eScan Management
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Console and Policies and Tasks implemented on Endpoints or Read and Configure Policies and tasks
as defined by you.

Group Admin Role — A Group Admin has rights on a group of computers allocated to them. They
can define Policies, schedule tasks and access Sections of eScan Management Console to deploy
and manage eScan

Read only Admin Role - A Read only Admin has rights on a group of computers allocated to them
only to view defined Policies and scheduled tasks. They cannot modify or configure them. They
also have right to view permitted sections of eScan Management Console.

Steps for Creating a New Role

1. Goto User Roles present under Administration and click New Role on the interface.

- ;
User Roles w Refresh u Help
Mew Rale | -
Rale Mame Cescription

Administrator

[ subadmin ISTCnly
[]  winadmin For Windows Clients only
Figure - 17.3
2. Define the Role Details, and select the Group that the created Admin will manage and click OK.
MNew Role u Help
User Roles »Maw Role
Role Details
Mew Role Mame :* winAdmin
Deszcription : Manage Windows PC

E| D LJ Managed Computers
u Roarning Users

- O l_J Linusx f Mac

Figure-17.4
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3. You will be forwarded to the Permissions Window. Configure the desired settings using the Main
Tree Menu and Client Tree Menu tabs.

o Main Tree Menu - It allows you to give permission to the created admin role to View or
Configure settings through eScan Management Console. He will have either View Rights or
Configure Rights over the settings that can be configured through modules of eScan
Management Console.

Mew Role u Help

Uzer Roles >Mew Raole

Role Details
Mew Role Mame :* wirnadriin
Description ¢ Manage Windows PC

[ Select Group Tree ]

Permissions

Main Tree Menu Client Tree Manu

View cenfigure

Menu O 0
DashBoard O
Mansged Cormputers
Unrnsnaged Cormputers

Metwork Cormputers F F

IP Range O O

Active Directory F] F]

Mew Computers Found O O
Fepaort Ternplates [F] [F]
Repaort Scheduler O O

Figure - 17.5

o Client Tree View - Define the Actions that the created admin role can configure for eScan
client using eScan Management Console over the allocated group.
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Mew Role E Help

User Roles »New Raole

Role Details
Mew Role Name :# winAdmin

Dezcription ¢ Manage Windows PC

Select Group Tree

Permissions

Main Tree Menu Client Tree Menu

.LJ Managed Computers [ Managed Cormmputers/Roaming Users ] Configure

LJ Foarning Users Manu D

Action List
Maw Sub Group
Set Group Configuration

Deplay / Upgrade Client

Ooo00Ooad

Uninstall eScan Client

Figure - 17.6

4. Click Save at the bottom of the interface after defining the permissions for the created role.
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18.

Export and Import Settings

The eScan Web Console enables you to take backup, it will be helpful in case you wish to
replace eScan server. Export settings along with the database from existing server to the new

server.

Export Settings

Export Import Setlings

Ej Help

Export Settings Import Settings Scheduling

WMC Settings and Policies
D Database

Wiew Exported Files

1. Select required settings
2. Click on "Export" to expert eScan Managernent Console settings

Figure - 18.1
Use the following steps to export the settings.

1. On the navigation pane, under Administration, click Export & Import.

The Export Import Settings screen appears.

2. Under Export Settings section, select an appropriate check box:

e WMC Settings and Policies: Select this check box, if you want to export WMC settings
and policies.

e Database: Select this check box, if you want to export eScan database.

3. Click Export.

A message of settings successfully exported appears on the screen.

4. Click Download Exported File link, if you want to download the file. In addition, you can

also view the date and time of when the file was last downloaded.
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e Import Settings

Export Settings Import Settings Scheduling

File Marne Mo file selected.

WMC Settings and Policies
D Database

1. Select file to import (EzerConf_ [y MMOChhrm][_SCHD ] zip)
2. Select requirad settings
3. Click on "Import" button to import the saved settings

Figure - 18.2
Use the following steps to import the settings.
1. On the navigation pane, under Administration, click Export & Import.
The Export Import Settings screen appears.

2. Under Import Settings section, type the file name or click Browse to select the file that you
want to import

3. Under Import Settings section, select an appropriate check box:

e WMC Settings and Policies: Select this check box, if you want to import WMC settings
and policies.

e Database: Select this check box, if you want to import database.

4. Click Import.
A message of settings successfully imported appears on the screen.
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Schedule

Export Import Sethings G He

Export Settings Import Settings SChEdU"I‘Ig

Enable Export Schedular

D WMC Settings and Policies l:l Database

@ Craily

O weekly Mon Tue wad Thu
Fri Sat Sun

O Maonthly 1

@ a 12:00 pm | (@ 7]

D Enable Motification settings
Sender:

Recipient:

SMTP Server:

SMTPR Port:

Use SMTP Authentication

Uszer narme:

Pazzword:

Test

D Enable Optional Settings

Select how many backup files to store 7
Create the backup only if drive space iz greater than or equal ta 500 ME
Cefault

Save

wiew Exported Files

Last schedule status : Unknown Status

Figure - 18.3

Use this option you can do the following —

1.
2.

oukuWw

Enable scheduling of WMC settings and Policies or Database.

Schedule the Export/Import at a specific tie that can be daily, weekly or desired day(s) of a
week or a desired date in a Month.

Send Notifications to specific recipient.

Allows you to define Username and Password for SMTP authentication.

Allows you to define settings for storing backup files.

Displays last schedule status.

N.esCanav.com



‘eScan

Anti-Virus & Content Security

19. Managing Licenses

The eScan Web Console enables you to manage license of users. You can add, activate, and
view the total number of licenses available for deployment, number of licenses deployed, and
number of licenses remaining with their corresponding values. You can also move the
licensed computers to non-licensed computers and non-licensed computers to licensed
computers.

° Adding License and Activating License Key

It enables you to add licenses of users.

(You can add only two licenses at a time, it is mandatory that you at least activate one license,
because unless and until you activate a license you cannot add more licenses. The To Add
License Click Here link becomes unavailable after adding two licenses, and to make it
available you have to at least activate one license. )

Steps -

1. On the navigation pane, click License and click on Click Here link.

DashBoard 2 % Refresh g Help -
Setup Wizard

Managed Computers Register Information

¥l unmanaged Computers License Key(30 char) Activation Code(60 char] Eeqistration Status Contract Period Ends on No. of Users

Report Templates

Report Scheduler - p———— Activated 11-Feb-2015 1850

Events & Computers

Tasks For Specific C R -Apr-
FRRR RN LR SR T faiesi=d 01-Apr-2015 5

Policies For Specific Computers.

Asset Management

Print Activity
OutBreak Notification

License

License in Use 99
W Llicense Remainin g 56
Total Licenss Size 155

* Settings

Mobile Device Management

Figure 19.1

2. Add the 30 Digit License key and Click Ok. The added license key will be visible displayed in
the Register Information table.

Add 30 Character License Key.

HHHX-KHHX-KHHH-HXHH-HHHH-HHHX-XHHH-HH|

Ok Cancel

Figure 19.2
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3. Click Activate now link present in Activation Code Column of Register Information table to
activate the license on Client Computer.

Licensa ’_:‘ Refresh u Help

Register Information

License Kew(20 char Activation Codel(&0 char) Reqgistration Status Contract Period Ends on Mo, of Lsars
= NN = = NN = 0 = 3= Activate before 02-May-
Activate Now - 150
HHHH XN Achivate how
_ 2014
To Add License Cliclc Here
Figure 19.3

4. Select the desired option for activation and fill the Personal Information.

Field Description

Name Type the machine name.

Phone No.: Type the phone number.

Address: Type the address.

Mobile No.: Type the mobile number.

City Type the city name.

Fax No.: Type the fax number.

State: Type name of the state.

Email Id*: [Mandatory]

Type an email ID

Country: Select the country from the drop-down list.

Postal Code: Type the postal code.

Email Click an appropriate option.

Subscription Yes: Click this option, if you want to subscribe for email.
No: Click this option, if you do not want to subscribe for
email.

Reseller/Dealer*: | Type name of the reseller or dealer. This is a mandatory field.

5. Click Activate present at the bottom of the interface. The License key will be activated
instantly. ( Requires Internet Connection)

. Moving licensed computers to non-licensed computers

Use the following steps to move licensed computers to non-licensed computers.

1. On the navigation pane, click License.

2. Under License section, click Manage License link.
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3. Under Licensed Computers section, select an appropriate check box, the computer that you
want to move to non-licensed computers.

The Move to non-license button is available only when you select an appropriate check box
under Licensed Computers section, and you can move multiple computers at a time.

4. Click Move to non-license.
The licensed computer moves to non-licensed computers section.

. Moving non-licensed computers to licensed computers
Use the following steps to move non-licensed computers to licensed computers.
1. On the navigation pane, click License.
The License screen appears.
2. Under License section, click Manage License link.

3. Under Non Licensed Computers section, select an appropriate check box, the computer
that you want to move to licensed computers.

The Move to license button is available only when you select an appropriate check box under
Non Licensed Computers section, and you can move multiple computers at a time.

4. Click Move to license button.
The non-licensed computer moves to licensed computers section.

e eScan allows you to manage Licenses for eScan client installed on computers with

[ '
“H. windows, " Macintosh or “Q Linux opreating system.
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20.Introduction - eScan Mobile Device Management

eScan Mobile Device Management solution is specifically designed for Mobile or Smart Phone
devices. It helps you secure and protect your Mobile or Smart Phone against viruses, malwares,
Trojans, and secures your confidential data. It also enables you to block applications and websites,
which ensures security to your device. Using eScan Mobile Device Management Solution you can
manage and secure Mobile as well as Smartphones.

eScan Mobile Device Management (MDM) allows you to monitor, secure and manage all your
android devices remotely. Using this solution you can control and monitor all security settings, gain
real-time visibility of security status into mobile devices accessing your corporate network, and
administer consistent policies across all devices.
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‘B Components of eScan Mobile Device Management Solution

Component Description Required or Optional
For using eScan Mobile Device Management
server, you first need to install eScan Corporate .
eScan Corporate 360 y b Required
360 on any of the computer connected to the
network.
After adding the devices in Mobile device
Management console, a message is sent on the
. . email address used for enrolling the device with a
eScan Mobile Device | . . . .
Management link to download and Install eScan Mobile Security | Required
g (Client). The user should enroll the device with
same details as used during enrolment on the
Mobile Device Management Console(Server)
Microsoft SQL The Microsoft SQL Server hosts the databases for .
Required
Server MDM server.
An active internet connection is mandatory to
Active Internet install eScan Mobile Security. To download and .
. . . . . Required
Connection install eScan Mobile Security on the device an
email will be sent by the MDM Sever.
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‘B Features of eScan Mobile Device Management Console (Server)

eScan Corporate 360 with Mobile Device Management
Sr.No. | Features Description

1 Dashboard
Deployment Status

It displays the pie chart to show the status of eScan installation
eScan Status on Managed Devices. To view Device details you can click on
numeric values present beside the chart.

It displays the pie chart to show the version of eScan
eScan Version installation on Managed Devices. To view Device details you
can click on numeric values present beside the chart.

It displays the pie chart to show the Android version of
Android Version Managed Devices. To view Device details you can click on
numeric values present beside the chart.

It displays the pie chart to show the sync status of the
managed devices. To view Device details you can click on the
numeric values present beside the chart.

It displays the pie chart to show the device compliance status
such as Healthy or non-compliant. It will also display the
number of the devices for which the compliance status is
unknown.

Device Sync Status
(Successful)

Device Compliance

Protection Status

It displays the pie chart to show the update status of eScan on
Update Status Managed Devices. To view Device details you can click on
numeric values present beside the chart.

It displays the pie chart to show the File Scanning status by
Scan Status eScan on Managed Devices. To view Device details you can
click on numeric values present beside the chart.

It displays the Start / Stop status of Ant-Virus Module of eScan

Anti-Virus .

on Devices.

It displays the status of Websites blocked started or stopped
Web Control on managed devices. To view further details you can click on

numeric values present beside the chart.

It displays the status of Applications blocked or started or
Application Protection stopped on managed devices. To view further details you can
click on numeric values present beside the chart.

It displays the Start / Stop status of call and SMS filter Module
Call and SMS of eScan on Devices. To view further details you can click on
numeric values present beside the chart.
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Protection Statistics

It displays the Pie chart to show the activity status of Anti -
Virus module of eScan on Managed Devices like number of

Anti-Virus files scanned, skipped or deleted. To view further details
you can click on numeric values present beside the chart.
It displays the Pie chart to show the number of sites allowed
or blocked by eScan on Managed Devices. To view further
Web Control

details you can click on numeric values present beside the
chart.

It displays the Pie chart to show the number of apps that are
allowed to execute or blocked by eScan on Managed
Devices. To view further details you can click on numeric
values present beside the chart.

It displays the Pie chart to show the number of incoming
and outgoing calls allowed, incoming and outgoing calls
blocked on the Managed Devices. To view further details
you can click on numeric values present beside the chart.

It displays the Pie chart to show the number of SMS
received or sent from Managed Devices. To view further

Application Control

Call Statistics

SMS Statistics details you can click on numeric values present beside the
chart.
2 | Managed Mobile Device

Group Creation Allows you to create different groups

Add Mobile Device Allows you to add devices

Move To Group Allows you to move devices from one group to another
group
Allows you to define policies for Anti-Virus Policy, Call &

Create Policies SMS Filter Policy, Parental Policy, Anti-Theft, Additional

Settings Policy, Password Policy, Device Oriented Policy
Allows you to create New Task, Start Task, Task Settings,
and Schedule Task.

3 | New Mobile Devices Found It will show if any device found in the network

4 | Manage Backups

Create Tasks

It allows an administrator to backup and restore SMS from
managed devices

It allows an administrator to backup and restore contacts
from managed devices

SMS

Contacts

5 | Anti-theft

Wipe Data feature that helps users to remotely delete
Wipe contacts and SMSs from devices that are either lost or
stolen.
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The Locate Device feature helps track the location of the

Locate . .
lost device through GPS finder.
Screaming Raise an Alarm on the Device for easy location
Lock Allows you to remotely lock the device
Send Message Allows you to send some message to the device

6 | Asset Management

It shows consolidated hardware information of managed
devices

It shows consolidated software information of managed
devices

It allows you to filter report captured from devices based on
any or all criteria to be included or excluded in the report.

It allows you to export generated reports in desired formats.
eScan supports Excel, PDF and HTML formats

Hardware Information

Software Information

Filter Criteria

Export Options

7 | Report Templates

Generate Application Blocked / Allowed Report for
Managed devices

Generate Software and Hardware Report for Managed
devices

Update Report Generate Update status Report for Managed devices
Generate Virus detected and action taken Report for
Managed devices

Application Control Report

Inventory Report

Virus Report

Generate report for webpages blocked/ Allowed by eScan

W IR
eb Control Report for Managed devices

8 | Report Scheduler

New Report Scheduler Create a new Report Schedule
Selection for Applied Clients | Select Devices for report creation
Report Send Options Send report on Email
Report Scheduling Settings Schfedule Automatic or Manual Report on Desired days, date
or time
9 | Events & Devices It will show all the events received from the Devices

Define settings for mail server for sending Email
notifications

Allows you to Add Apps to the Console that can be pushed
to Managed Devices for installation

It will display the list of incoming, outgoing and missed calls
of the managed devices.

It will allow you to deploy documents and other important
information to the managed mobile devices.

10 | Settings

11 | App Store

12 | Call Logs

13 | Content Library
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‘B Features of eScan Mobile Security (Client)

Sr.No. | Features Description

. . You will have to enter the secret code to use eScan in
Administrator

1. Mode Administrator mode. You can configure settings or make any
changes to the settings.
) Device This will display the compliance status of the device as Healthy or
' Compliance non- compliant.

.. A real-time scanning and protection against viruses, and other
3. Anti- Virus & P &

threats.
Call and SMS
4, .a an Blocking of unwanted Calls and SMS.
Filter
Take a Backup of SMS and Contacts from managed device to the
5. Backup
server.
6 Parental Block execution of Unwanted Applications as well as opening on
) Control unwanted websites on the device, as desired.

Use this option to Enable Anti-theft module on the device,
Administrator can use this feature to Locate the Device, Wipe the
Data present on the Device (SMS and Address Book), Block Device
from being used without Admin password, Raise an Alarm for easy
location of the Device, Send Message to the Device through MDM
Server.

7. Anti-Theft

Privacy

) Shows the permissions for installed applications on your device.
Advisor P PP y

This will display the list of downloaded applications and will also
allow you to download apps from the app store.
This will display the documents the administrator shared through

0. Applications

Content . . .
10. . the Mobile Device Management console. It will also allow the user
Library
to download the deployed documents from here.
Configure Advanced Settings for your device for showing
11 Additional notifications, sound notifications, create secret code, Write logs,
" | Settings and Uninstall eScan from Device, Sync with the Server, and Change

Server and Port Address.
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21.Getting started with eScan Mobile Device Management

This chapter helps you start using eScan’s Mobile Device Management (Here after referred as
eScan MDM) and provides you the basic usage instructions. Currently eScan MDM console will get
installed along with eScan Corporate 360 Installation. Once eScan Corporate 360 is installed, using
eScan corporate 360 console you can access eScan MDM as shown in the image below.

Note:

® There is no separate installable file for eScan MDM, once available it will be updated on our
website as well as in the user guide.

“B Mobile Device Management Console

You can access the Mobile Device Management Console through a tab provided in eScan
Management Console, as shown below -

\ ‘e Scan % AboutesScan 8 root /5 1og Off
% eScan Management Console (14.0.1400.1572)
DashBoard Setup Wizard u Help
Setup Wizard (4

Managed Computers Welcome to the Setup Wizard

¥ Unmanaged Computers This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups,
Report Templates

Report Scheduler

Events & Computers

Tasks For Specific Computers
Policies For Specific Computers

click "Next" to Proceed,
Asset Management

Print Activity

OutBreak Notification

Settings
Administration

License

Mobile Device Management —

Announcement Status: Started
eScan Corporate - 360

Server Up Time:
21 Houris), 40 Min(s), 47 Sec(s)

Figure 21.1

The Mobile Device Management Console is the central point for managing and monitoring Mobile
Security throughout your corporate and enterprise network. The console comes with a set of
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default settings and values that you can configure based on your security requirements and
specifications.

‘B You can use the Mobile Device Management Console to do the following:

Install and Manage the eScan Mobile Security (Client) installed on mobile devices
e Configure security policies for the eScan Mobile Security (Client)

e Configure scan settings on a single or multiple mobile devices

e Group devices into logical groups for easy configuration and management

e View enrollment and update information

‘B Accessing eScan Mobile Device Management Console

“B Steps to access eScan Mobile Device Management Console —
1. Logon to the eScan Management Console.
2. Now Click Mobile Device Management tab present in the Navigation Panel at the bottom
left of the interface.
3. Mobile Device Management console will open in a new tab.

esCanav.com
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22.Working with eScan Mobile Device Management Console

L/E Interactive Dashboard

Dashboard

e opm————

Since Last 7 Days

Update Status Scan Status

Protection Status

Figure 22.1

‘B Description

This Module displays a real time status of Deployment Status, Protection Status and Protection
Statistics in the form of Pie charts.

Following information is displayed in charts present in the tabs under Dashboard module.
1. Deployment Status - This Tab displays detailed pie chart view and statistics of the following

e eScan Status - Displays the pie chart view of devices where eScan Mobile
Security(client) is installed, and number of devices for which the eScan Mobile
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Security(client) installation status is unknown. You can view details of each device
by clicking the numeric values displayed in the legends section.

e eScan Version — Displays the versions of eScan installed on Managed Devices. You
can view details of each device by clicking the numeric values displayed in the
legends section

e Android Version — Displays the Android Versions and the number of devices with
that particular version of android installed on Managed Devices. You can view
details of each device by clicking the numeric values displayed in the legends
section.

e Device Sync Status — Displays the last sync status of the managed device with the
server. You can view the statistics of the devices that are synced with the MDM
server. You can view the details of each device by clicking the numeric values
displayed in the legends section.

e Device Compliance — Displays the compliance status of the managed devices as
healthy/ non-compliant/ unknown. It will also display the pie chart view of the
compliance status. You can view the details of each device by clicking the numeric
values displayed in the legends section.

2. Protection Status - This Tab displays detailed pie chart view and statistics of the following —

e Update Status — Displays the pie chart view of the update/not update status of
eScan on Managed Devices. It also displays the information about devices where
eScan update status is unknown. You can view details of each device by clicking the
numeric values displayed in the legends section.

e Scan Status - Displays the pie chart view of the number of Devices Scanned, not
scanned and the number of devices for which the scan status is unknown. You can
view details of each device by clicking the numeric values displayed in the legends
section.

e Anti-Virus — Displays the pie chart view for the number of devices where Antivirus
module of eScan Mobile Security (Client) is started or stopped or the status is
unknown. Further details can be viewed by clicking on the numeric values for
respective details. You can view details of each device by clicking the numeric values
displayed in the legends section.

e Web Control - Displays the pie chart view for the number of devices where Parental
Control (Web Control) module of eScan Mobile Security (endpoint) is started or
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stopped or the status is unknown. You can view details of each device by clicking
the numeric values displayed in the legends section.

e Application Control - Displays the pie chart view for the number of devices where
Application Protection module of eScan Mobile Security (Client) is started or
stopped or the status is unknown. You can view details of each device by clicking the
numeric values displayed in the legends section.

e Call and SMS Filter - Displays the pie chart view for the number of devices where
Call and SMS Filter module of eScan Mobile Security (Client) is started or stopped or
the status is unknown. You can view details of each device by clicking the numeric
values displayed in the legends section.

3. Protection Statistics — This tab displays pie chart view of detailed eScan modules activity on
Managed Devices. You can view details of each device by clicking the numeric values
displayed in the legends section.

e Anti — Virus — Displays statistics in pie chart as well as numbers for files skipped or
deleted during a scanning on Managed Devices. You can view details of each device
by clicking the numeric values displayed in the legends section.

e Web Control - Displays statistics in pie chart as well as numbers for websites allowed
or blocked on Managed Devices. You can view details of each device by clicking the
numeric values displayed in the legends section.

e Application Control - Displays statistics in pie chart as well as numbers for Apps to
be allowed or blocked to execute on Managed Devices. You can view details of each
device by clicking the numeric values displayed in the legends section.

e Call Statistics — It displays the Pie chart to show the number of incoming and
outgoing calls allowed, incoming and outgoing calls blocked on the Managed
Devices. You can view details of each device by clicking the numeric values displayed
in the legends section.

e SMS Statistics - Displays statistics in pie chart as well as number of SMS received or
sent on Managed Devices. Further details can be viewed by clicking on the numeric
values for respective details.

‘B Managing Mobile Devices

e Creating Groups, Adding Devices and Uninstalling eScan

.escanav.com



‘eScan

Anti-Virus & Content Security

Acton List = I

Mew Group

Add Mew Device
Add Multiple Devices

F.ermove Group

Figure 22.2
Sr. No. | Options Description
VH 1. Use this Option to Create New Group for
New Group . . .

categorizing / adding Devices.

2. Add New Device Use this option to add new devices in created
groups.

3. You can import (*.txt) file with device and user

details in the following format for adding
multiple devices at once.

S:Si:::mple Mobile no.1,Usernamel,Email-id1 for example:
9012345678,ABCD,abcd@xyz.com
Note — Please do not put space before or after
comma in the above format.
Select a group and click on this option to
4. Remove Group Remove the selected group under Managed

Devices.

L/H Create New Group
T |
Mew Group Mame :*

* Mandatory

Save Cancel

Figure 22.3

\/E Steps for Creating a New Group

1. Select the Managed Devices group present in the tree under Managed Mobile
Devices module.

2. Click New Group option present under Action list Menu. You will be forwarded to
Create New Group window, as shown above.
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3. Write the Name of the Group that you wish to create.

4. Click Save button present at the bottom of the Window.

5. The created group will be added under Managed Devices group in the Managed
Mobile Devices Window.

\/ﬂ Add New Device

Once the logical Groups are created, you will be required to Add devices to the respective
groups for Managing and securing them efficiently.

Add Mew Device n

Mobile Murnber*
Person Mame*
Ernail Id*

* Mandatary

Add Cancel

Figure 22.4

B Steps to Add a New Device —

1. Select the Group where you wish to Add the device, present in the tree under Managed
Mobile Devices module.

Now Click Add New Device option present under Action List.

Add Device Details in the respective fields present on Add New Device window.

Click Add button.

A Notification mail with a link to download and install eScan Mobile Security (client) will
be sent on the email address.

nkwn

Note:
® The user should register the product from the device using the same enroliment details.

®» The mobile number required here is for indicative purpose and need not be an actual mobile
number.

esCanav.com
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“B Adding Multiple Devices —

Using Add multiple Devices option present under Action List, you can Add multiple devices
to a group by importing details from a Notepad (*. txt) file in the following format —

Mobile no.1,Usernamel,Email-id1

Note:
® There is no Space after or before comma in the above format

B Use a line break to separate each device information

® All the fields are Mandatory and please provide correct email-id

B Steps to Add Multiple Devices

1. Select the Group in which you wish to add multiple devices using the folder tree
present on the Managed Mobile Device window.

2. Now open Add New Devices option present under Action list.

3. Browse the .txt file that has the required details using the Browse option present on
the Add Multiple Devices Window.

Add Multiple Devices B

Select ﬁle:| Datal:uase.txtl | Browse

Selact a text file [*.txt) with details in below format:
Mabile ma, 1. Uzermnamel, Ernail-idl
Mabile no, 2, Username2,Email-idz

Maote: Uze a line break to seperate each device information.
All the fields are Mandatory and pleaze provide correct email-id

0K Cancel

Figure 22.5

4. Click OK button to add the devices, all devices from the .txt file will be added to the
group.
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5. Details will be added and visible in Client Devices present under the selected group.

‘B Moving Devices from one Group to the other

After Adding Devices in a group, you can move desired devices from one group to other
whenever required.

B Steps for Moving Devices from one Group to other -

1. Select the Group where the devices are already added using the tree present in the
Managed Mobile Devices.

2. Now select the desired devices that you wish to move from this group to another using
the check box present beside it.

3. Now Click Client Action List Menu present at the top in the Managed Mobile Devices
screen and select Move to Group option, as shown below —

:
Client Action List ~
D Mobile Number | Enrollment Status | Username | Mac Number ai eScan Version | Anti-Virus | Web ¢
2 fros rou [1|9612 Enrolled abhishek |00:23:B1:A4:E0:B0 0 35.0.1. Enabled Enabl
. 7083 Enroli=d bency 00:921¢8:00:3:55 Enzbled  |Enzbl
|
< >
.
Figure 22.6

4. You will be forwarded to Select Group Window, select the desired group to which
you wish to move the selected devices. And click OK button.
5. The selected devices will be moved to the group instantly.

Note:

® You can create a New Group using the New Group option present in the Select Group Window.

‘B Viewing Device Properties

Using the following simple steps you can View the Properties/Details of the Added Devices.

canav.com
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B Steps for Viewing Device Properties

1. Select the Device present in the list on the Managed Mobile Devices screen to view
its properties.

2. Now click Properties under Client Action list menu.

3. You will be forwarded to the Device properties window, all details of the device will
be displayed on Properties window, as shown below -

General

Phaone Murnber 9999

User Mame Abhi

Mac Number 20:59:80:
Ernail 1d a@escanawca m

AV Setting

1l Installed

5.0.0.72

30 Mow 2013 12:56 FM

Last Update 30 Mow 2012 12156 PM

Last Scan

Protection

nabled
nablad
nabled
nabled

File Antivirus

web Protection

Application Gontrol

Call & SMS

Figure 22.7

4. Click Close to close the Properties Window

‘B Removing Device(S) from the Group

Using the following simple steps you can remove the Device(s) from any group whenever
required —

1. Using the respective check box select the Device(s) that you wish to remove from
the desired Group in Managed Mobile Devices Module. Please note that you can
select single or multiple devices for deletion.

2. Now Click Remove from Group option present in Client Action List menu.

3. You will be prompted with a message for confirming the deletion, as shown below --

Message from webpage

:{/ Do vou really wank ko remove the group
[ (04 ] [ Cancel l
Figure 22.8
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4. Click OK on the dialog box to delete the selected device from the group.
5. The selected device will be removed instantly from the group.

Note:

® |f the use has uninstalled eScan Mobile Security (client) from the device using Uninstall option
present in Android OS, then the Administrator has to manually remove the device from the
Mobile device Management Console.

L/H Resending Enroliment Email

In case the user has not received the Enrolment email sent to him at the time of adding the
device, you can resend the email by using Resend Enrollment Email option present under
Client Action List menu in Managed Mobile Devices section.

‘B Changing Email Address for Product Enrolment

You can change the email Address for sending enrolment mail using the following simple steps

1. Select the Device using the respective check box in the Managed Mobile Devices
window.

2. Now Click Client Action List Menu present at the top.

3. Click Change Username/Email ID under Client Action List menu, you will be
forwarded to the Change Details Window, as shown below —

change Details n

Mobile Mumnber®

| aasa |

Perzon Marne®
| Abhi |

Ernail Id*

| Al escanav.com |

* Mandatory

Save Details Cancel

Figure 22.9

4. Make desired changes and click Save Details at the bottom of the Change Details
window.
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‘B Disenroll
Using this option you can Disenroll or remove the device from the list of managed devices.

Select the Device using the respective check box in the Managed Mobile Devices window.
Now Click Client Action List Menu present at the top.

Click Disenroll under Client Action List menu.

Click OK.

PwnNPE

Do you really want to disenroll selected device(s)?

Cancel

Figure 22.10

‘B Protecting Managed Devices with Policies

Using Policy details options present under Policy, you can configure following settings in eScan
Mobile security installed on Managed Devices —

Enable / Disable eScan Modules in eScan Mobile Security on Mobile Devices.
Define settings for all Modules of eScan Mobile Security on Managed Devices.
Configure Settings for Call and SMS Filter.

Define Policy for Blacklisting / Whitelisting Applications and Websites.

Enable Anti — Theft module on the managed devices.

Define additional settings for Notifications and logs.

Define Admin password for the managed devices.

Switch on GPS on Managed Devices.

Initiate installation of APK on mobile device.

LN AWNRE

Note:

® Al Policies will be applied on the Managed Devices in selected Group

‘B Steps for Defining Policies for the Group

1. Select the desired group for which you wish to define policies in the Managed Mobile
Devices module, click Policy under the Group, as shown below —
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Managed Mobile Devices =l z)
=[] Managed Devices Group Policy ‘i‘
[ Poliey
.
I!C\\Ent Devices
B[ Aecounts_
~[palicy Last Madified
[ Group Task
-ﬁ!chenl Devices 3]

Figure 22.11
2. Now click Policy Details on the interface, you will be forwarded to the Policy Details

Window. _ _

| » Anti-virus Policy

| » call & SMS Filter Policy

| ¢ Parental Policy

| » Anti-Theft Policy

| ¢ Additional Settings Policy

| ¢ Device Driented Policy

| » Required Applications Policy

| » WiFi Settings Policy

| + Scheduled Backup (Contacts & SHMS)

|
|
|
|
)
| » Password Policy |
)
|
|
|

| » Content Library Policy

-

| Default || Deploy || Cancel |

Figure 22.12

‘B Anti-Virus Policy

Click on Anti-Virus Policy to define policies for Anti-Virus. You can define settings for the
following options-
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Policy Details n

s

Anti-Virus Policy

rSchedule Update

gchedule Update | Disabled
Update Day [

Updats Tirs

Chack far Wi-Fi [ Disabled |

Update enly if Wi-Fi is available

b Call & SMS Filter Policy

b Parental Poli
are icy 2

Default || Save || Cancel

Figure 22.13

Policy Name Description

Anti — Virus Policy

Using options present under this, define settings for
Enabling or Disabling Virus Protection on Devices

Scan Settings
g along with Scanning type settings for Managed

Devices.

Protection Select from Dropdown to enable or Disable Protection
on Managed Devices in the group.

Scan Type Select from Dropdown to Scan All Files or Executable

on Managed Devices in the Group.

Use options present under this to Scan Devices on
Startup, or Schedule Scan as per requirement.

Select from dropdown to Enable or Disable Scanning
on Device Startup, as per your requirement

Select from dropdown to Schedule Scanning on
Schedule Scan Managed Devices in the Selected group weekly or
daily or else select disable.

Select from drop down to select day for Scanning
managed devices present in the group.

Use the up and down arrow buttons to define time for
Scanning Managed devices in the Group.

Schedule Update Settings Define Settings for Updating eScan on Devices

Using this drop down, you can disable update or
Schedule Update schedule update weekly, or daily as per your
requirement

Automatic Scan

Startup Scan

Scan Day

Select Scan Time

sCanav.com
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Using this Drop down, you can Schedule update on
particular day of the week as per your requirement.
Define the time at which you wish the updates to be
delivered on the devices. It will be helpful in saving
network congestion where large number of devices
are added in the MDM Server.

Enable or disable the WiFi as per requirement to
schedule update or disable the update.

Update Day

Update Time

Check for WiFi

Call and SMS Filter Policy

Click Call and SMS Filter Policy to define policies for Filtering Calls and SMS for incoming calls
and SMS and for outgoing calls on managed devices.

Call & SMS Filter Policy

r Call & SMS Filter (Inceming]

Call & SMS Filter Mode |[slald,liliSd

Allow Contacts
Allow incoming calls and SMS from numbers in Contacts

[ Elock Non Numeric SMS and Calls
5M5 and Calls from Non Numeric numbers are blocked

Blacklist Whitelist

r all Filter (Sutgeing)
Call Filter Mode | Whitelist

Whitelist

Figure 22.14

It includes following options —

Option \ Description
Call and SMS Filter Mode (Incoming)

White List Ac.cept the Call From White listed numbers only and

reject others
. Blocks the calls from all the numbers present in

Blacklist .
blacklist
Verify the number to Block or accept the call with the

Both list number present in White List and Black List. Reject
calls from all other numbers

Allow Contacts Apart from the numbers present in Blacklist or
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Whitelist, allow calls from Contact list saved on the

device.
Block Non Numeric SMS coming from Non numeric numbers will be
SMS blocked

Call Filter Mode (Outgoing)

All outgoing calls will be allowed if the filter mode is

off off.
Outgoing calls will be allowed only to the Whitelisted
Whitelisted numbers. Click on the whitelist option to add

numbers to whitelist.

‘B Parental Policy

Click Parental Policy to define policies for Application and Web Control. It allows you to
White List or Black list applications or websites on managed devices.

Parental Policy

Parental Control Mode | Both v

Allaw / Block Application List

rAllow f Black Wwebsite categories:

~Filter Categaries
Category Manme Type
Uncategorized [Allow 7|
Advertizernents and Popups |Allow ¥ :|
Alcohol and Tobacco |Block ¥ |
Anonyrnizers |Block ¥ :|
Atz |Allow ¥ :|
Business (alow w1l 7

. Allow List . Block List

Figure 22.15

Sr. No. | Options Description

Allow or Block Applications, or Websites or Both based on

1. Parental Control Mode . .
your requirement and Policies

1. Apps added to this list will be Allowed/Blocked as per
action specified.

Add / Block Application
List 2. System apps will be Allowed by default unless explicitly
added to "Block" action.

3. User Installed apps will be Blocked by default unless

anav.com
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explicitly added to "Allow" action.

4. If action is set to "Ask Uninstall" the device will prompt
the User to uninstall the App and will remain "Non-
Compliant" until the App is uninstalled.

3 Allow List Websites added to this list will be allowed. You can
) modify, delete and also remove the list of websites.

Websites added to this list will be blocked. You can
4, Block List modify, delete and remove the list of websites from the
Block List.

You can allow user to view specified websites or web

5. Exclusions pages by adding them to exclusions.

Web filtering allows user to view websites from the
exclusion list regardless of the selected categories.

Vﬂ Anti-Theft Policy

Anti-Theft Policy

|:| Enable Anti-Theft

|:| Send 5MS notification on SIM card change

|:| Send Email notification on SIM card change

Figure 22.16
Sr. Options Description
No.
1. | Enable Anti-theft Tick this check_box to Enable anti-theft on
Managed Devices.
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Tick this checkbox to receive an SMS
Send SMS notification on SIM card nc_)tlflcatlon on chénglng the SIM ca.rc_l
2. without the permission of the administrator.
change e .
The notification will send to the number set
by the administrator.

Tick this checkbox to receive an email
notification on changing the SIM card

Send Email notification on SIM card without the permission of the administrator.
Change The email notification will sent to
administrators’ email id and also the custom
email id that the administrator has specified.

Note:

® |f Anti-theft is not enabled and the device is lost/ stolen, even then it will receive Anti-theft
messages, if connected to an internet.

‘B Additional Settings

Additional Settings Policy

¥ Show Motification Notifications will ba shown
¥ cound Sound notifications for application events
Write Logs Write usar actions te tha aScan Log Fila

Disable Device Settings Elock Accass fo Android Settings

Sunc Frequency | 2] : | Mins  Policy Data Coflechion Frequancy

Figure 22.17

Description — Use this option to enable or disable the above option on selected managed devices.

Sr. No. | Options Description

Use this checkbox to Enable Notifications option
present under Additional Settings on Managed
Devices present in the selected Group. All
notification messages will be shown on Devices.

1. Show Notification

sCanav.com
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Use this checkbox to Enable Sound option present
under Additional Settings on Managed Devices
present in the selected Group. Alert sound will be
played on the device for application events.

2. Sound

Use this checkbox to Enable Write Logs option
present under Additional Settings on Managed
Devices present in the selected Group. Logs for
User actions will be maintained in eScan Log files.

3. Write Logs

Use this checkbox to disable/block Android

4. Disabl i
isable System Settings settings.

Policy Data Collection Define time frequency for collecting Policy Data
Frequency from devices. By default it is 60 minutes.

“B Password Policy

[ Password Policy

Enter Password

Confirmn Password

E]Show Password

Note: Fassword has to be numeric and minimuem & digits sre required.

Figure 22.18

Use this option to define Administrative Password that will allow the user to configure
settings of eScan Module on respective Managed devices.
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‘B Device Oriented Policy

Device Oriented Policy

Enable GRS

~Block Cevice Features
Dizable Carmera (For device with Andorid version 4.0 and Aboue
Dizable Bluetooth & Bluetooth Dizcavery

Disable USE Connechivity

Figure 22.19
Use this option switch on/off GPS on selected managed devices.
‘B Required Applications Policy

Using Import option present under this tab, you can import the applications from App Store
for installation on Managed devices in the group through Policy deployment.

For more information on Adding the Apps to App Store, click here

‘B Steps for Importing Apps from App Store

1. Click Import.
2. Select the desired app that you wish to install on Managed Devices using the
respective check box and click Save.

Message B

D Application Name | Application ID Updated On

D Winarmnp carn, nullzoft winarmp 04 Dec 20132 10:39 AM

Arnazing Candle | corn. steven.candle 04 Dec 2013 10:40 AM

D Root Check Pro corn.joeykrim.rootcheckp | 04 Dec 2013 10:50 AM
< 4

Cancel
Figure 22.20

3. The selected App will be imported.
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4. Click Deploy. The Policy will be deployed on the device instantly if internet
connectivity is available on the device. If internet connection is not available, the
change will be applied in next scheduled sync time, by default sync time is 60 minutes.
The following screen appears confirming the deployment.

Deploying Policy | x|

04 Dec 2013 11:1Z2 AM : Please wait..

04 Dec 2012 11112 AM : Policy is Succassfully Deployed to Device: 9999
04 Dec 2013 11112 AM :

04 Dec 2013 11:12 AM : Palicy is Deployed Successfully on 1 devicel(s) and with error an 0
devicels],

Close

Figure 22.21

On Policy Deployment the user will get the message on Phone to install the app, on
acceptance he will be provided with the option to start the installation process. If user
cancels the installation, it will alert the user when the next sync happens.

‘B WiFi Settings Policy
The WiFi Settings policy option will allow you to define the settings for your WiFi
connections. It will allow you to disable WLAN/ WiFi or restrict the usage of WIFI by
allowing the device to connect only to listed WIFI networks and also the device can
be automatically locked or raise a sound alarm if the device is not connected to any
of the listed WiFi Network connections.

canav.com



WiFi Setings Policy

Cizable WLAN / WiFi
WiFi Restrictions

Enable WiFi Restrickions

Mote: Davicals) will be allowed o conpect ONLY ba listed WIFT retwork name
(FEI0s)

WiFi Network Name (S5IDs)

Lock Device f Sound Alarm

Lock Device Sound Alarm

MNote: Devica(s) wil fock [/ sound alarmn when NOT connacted to aither of the
listed WiFi network narme (S550s)

WiFi Network Name (55IDs)

Figure 22.22

‘B Scheduled Backup
This option will allow you to schedule a backup of all the SMS and contacts. It will allow
you to define the task to be done. You can take a backup of the contacts and SMS. The
backup of contacts and SMS can be saved in two different folders. The back up can be
scheduled for daily/ Weekly and even disable the scheduled scan.

Scheduled Backup (Contacts & SMS5)

Job Name Schedule Type Schedule Time

Figure 22.23
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"B Content Library Policy
This option will allow the administrator to share documents with the users. The documents
can be imported from the content library and deployed to the users.

Content Library Policy
T
File Name Updated On
2014_05_12_12.57.20.png 19 Feb 2015 02:24 PM
eScanMDM_Whitepaper.docx 19 Feb 2015 02:25 PM
Figure 22.24

VH Default, Deploy, or Cancel

Default Deploy Cancel

Figure 22.25

Description - You can select eScan Default settings or Deploy the setting defined by you for
implementing / deploying on selected Managed Devices.
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23. Managing Tasks

23.1  Group Tasks

Using eScan’s Mobile Device Management Console, you can define and schedule tasks for Scanning
on Managed Devices present in the group. It can be done using the Group Tasks option present in
the Managed Mobile Devices module of Mobile Device Management Console.

Managed Mobile Devices ez

E-[.5] Managed Devices L7

[ Paliey

Group Tasks

@Group Tasks

[ New Task

i client Devices

Eh (] Accounts Department | [ | rask Name Task Performed schedule Type |
[ palicy
i i aroup Tasks

- igiclient Devices (3)

Figure 23.1

Using New Task option you can create Group tasks for Device Scanning and eScan Update. It also
allows you to schedule the Scanning manually or at a desired date and time.
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‘B Creating a New Task

New Task ]

Task Mame:

| ScanSupportDeviceGroup |

b Task Settings

Task Scheduling Sattings

& Enable scheduler O Manual start

O paily
@ weekly Man [ Tue [ wed O Thu
D Fri Sat D sun

O Morthly 1 |

At (830 PN =

Save Cancel

Figure 23.2

Using the New Task Window, define the task name and schedule the task as desired.

‘B Steps for Creating a New Task for the Group -

1. Click Group Task option under the desired group for creating a New Task to be deployed

on devices present under that group.

2. Now click New Task, you will be forwarded to the New Task window, where you can
define Task Name, settings and schedule the task on Managed Computers in that group as
desired by you.

Define the Task Name in the respective field present on the interface.
4. Define the task for Scan and Update using respective checkboxes.

w
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Task Settings

rScan
Full Scan

I:‘ Mermory Scan

Update

Figure 23.3

5. Schedule the created task using the options present under Task Scheduling Settings, as
shown below.

Task Scheduling Settings

@ Enable Scheduler O Manual Start

® Draily

O Weekly Mon Tue Wed Thu
Fri Sat Sun

@) Monthly |1

At [8:30PM E

Figure 23.4

6. Click Save option present at the bottom of the Window. The task will be created instantly.

‘ww.esCanav.com
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[#] | Rl parne: [Tosk Prrformed | Schachde Typa
:;_: S an Suppar Diwio s Droup Tadh Coerglaied Basbarnatic Ethaduber
Figure 23.5
S.No. Options Description
1. New Task Use this option to create a New Task
2. Select a Task and Click on this button to Start the task on the
Start Task . .
Managed Devices present in the group.
3. Properties Use this option to View / Edit properties of the selected task.
4. Result Use this option to view detailed Result of the selected task.
5. Use this option to Delete the Selected task from the listed
Delete tasks

‘B Viewing Managed Client Devices

Managed Mobile Davices |E| |Z|

client Action List ~

pag——
EH_l Managed Devices Mobile Number | Enrollment Status | Usermmame | Mac Number Email Id |eScan 51

[ palic
B i FFFT Enralled deva 00:92:c8:00:f3:155 Installec

‘_“r!CIient Deavices (1)

Figure 23.6




‘eScan

Anti-Virus & Content Security

Sr. No. | Captured Description
Information
1. Mobile Number Displays the Mobile Number of the Device
2 Displays the Status of the Device Enrollment/ recognition on the
Enrollment .
MDM Server, If successfully enrolled the status will change to
Status “ ” o “ —
Enrolled” else it will show as “Pending”.
3. Username Displays the Username of the Enrolled device
4, Mac Number Displays the Mac address of the enrolled device
5. Email Id Displays the email address of the user of the enrolled device
6. eScan Status Displays the installation status of eScan on the enrolled device
7. eScan Version Displays the eScan Version installed on the device
8. Anti-Virus Displays the Anti-virus status of the device as enabled or disabled
9. Web Control D.|splays the Web control Status of the device as enabled or
disabled
10. Application Displays the Application Control Status of the device as enabled or
Control disabled
11. Call & SMS Filter D.|splays the Call & SMS filter status of the device as enabled or
disabled
12. Status for eScan It displays the Enable/Disable status of eScan Modules — Anti-Virus,
Web Control, Application Control, Call and SMS Filter on the
modules .
device
13. Last Connection It dlisplays the Last connection timing between MDM server and
device
14. It displays the date and time when eScan was last updated on the
Last Update ,
device
15. Last Scan It displays date and time of Last Scan on the device
16. Update Server It displays the Name / IP address of Update Server
17. Client OS It displays the OS Name and Version installed on the device
18. Applied Policy It displays the Name of Applied Policy.
19. Policy Date It displays the date and time on which the Policy is applied on the

device

esCanav.com
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24. Device Discovery through New Mobile Devices Found

VH New Mobile Devices Found

DashBoard New Mobile Devices Found @ E)
Managed Mobile Devices MAC ID T o —
New Mobile Devices Found u‘ ® 00-00-85-20-65-48 CANON THC, 192.168.0.100

Manage Backup
Anti-Theft

Asset Management
Report Templates
Report Scheduler
Events And Devices
Settings

App Store

Call Logs

Content Library

Chiat Technalogy Inc.

192.168.1.92

CNet Technalogy Inc

192,168.0.251

=} 00-0C-29-42-DC-4¢ WMirare, Inc, 192,168.0.101
0 cocammos whware, nc, 192168056
=] e Microso ft Corparation 192.168.1.67

Microsoft Corparation

192,168.1.166

=] 00-15-5D-00-45-E4

Micrasoft Corparation

1921681171

E 00-15-B7-80-C4-FC

Tashiba

192,168.0.171

PRIVATE - UNDGCUMENTED

192.168.0.18

ASUSTek COMPUTER INC,

114,14%,184,219

5] 00-26-5E-74-46-1D

Haon Hai Precision Ind. Co.,Ltd.

192,168.0,15

E 00-27-0E-37-33-A2

Intel Corporate

192,168.0.36

MARVELL SEMICONDUCTOR, INC

Figure 24.1

114.143.184.222

MDM automatically detects the devices when they access office network. It displays the Mac ID,
Manufacturer Name and IP address of the detected device.




25. Backup Management

25.1. Manage Backup

Using the Manage Backup module of eScan, you can take backup of SMS and Contact list saved
on Managed Device to the server and restore it later on the device whenever required.

DashBoard Manage Backup ‘El |l‘
Managed Mobile Devices
New Mobile Devices Found
Manage Backup ) B[] Managed Devices [] | Mobile Number Last backup Backup Now Manage Backup
X = U I [ |28a97 Backup Mow Manage Backup
Anti-Theft [ g3s97
L 5999 [ |a999 Backup How Msnage Backup

Asset Management

Report Template

Report Scheduler

Events And Devices

Settings (]

Figure 25.1

Description - eScan’s Mobile Device Management allows you to take Backup of SMS and Contacts
from the selected Devices/ Groups to the MDM Server.

‘B Steps for Taking SMS Backup from Devices to the Server
1. Select the Devices or Group in Manage Backup module of eScan from where you wish to
take backup of SMS to the MDM server.

o root

eScan Mobile Device Management

Manage Backup ez
B[] M2naged Devices Mobile Number User name Last backup Backup Now Manage Backup
B BT 1111 dipak Backup How Manzge Backup

fro E 1111

: 77777 Micromnax Backup Mow Mansge Backup

L e

.
Figure 25.2

2. Now click Backup Now and select the desired option using respective check box to take
backup.
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Select Backup x I

5MS
Contack

Backup Now Cancel

Figure 25.3

3. Click Backup Now option to take the Backup.

Note:
® This feature will not work if there is no internet connection.
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26. Lost Device Protection through Anti-Theft

26.1. Anti-theft — How it Works

If a user loses or misplaces the mobile device, you can remotely locate, lock or delete all the data
available on that mobile device.

DashBoard Anti-Theft e[

Managed Mobile Devices
Manage Backup

(] Managed Devices User name | Mobila Number | Last Location Viipe Status | Scream Status Locked Status
) 111111
= dipak 1111

Anti-Theft a ‘

Asset Management

Micramax 77777 26 Feb 2015 02:08 PM(Failed) Completed 26 Feb 2015 02:07 PM | Completed 26 Feb 2045 0!

Report Templates
Report Scheduler
Events And Devices
Settings

App Store

Call Logs

Content Library

Figure 26.1
Using this Module, you can do the following —
\/=Wipe Data

Using this option you can delete SMS and Address book from the device in case the Device
is lost or stolen.

‘B Blocking a Remote Mobile Device
You can send Block instruction from the MDM console to remotely block a mobile device.
Users will require to type the Administrative password to unlock the mobile device.

‘B Raising an Alarm on the Device

Use Scream Option to raise an alarm on the device for easily locating the device.

‘B Send Message to a Remote Device

Use this option to send Message to desired Managed Devices.

‘ww.esCanav.com
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‘B Locating a Remote Mobile Device

You can locate the mobile device through the wireless network or by using mobile device’s
GPS. The Mobile Device Management server displays the mobile device location on Google
Maps.

Note:
® An active internet connection is required to use this feature.

anav.com
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27. Mobile Endpoints- Asset Management

27.1. Asset Management — How it Works

This Module displays detailed description of the Hardware and Software installed on the
Managed Devices.

VE Asset Management — Hardware Information

DashBoard Asset Management K

Managed Mobile Devices
I Hardware Information | Software Information

Manage Backup

PP, ~ Filter triteria ~ Export Option
Asset Management n‘ Device Details 1-20f2 14 (page(_1 Jof 1 14 Rows parpage: (807
1 Phone Number |Group | IP Address | Username |IMEI Number Phone Model Operating System | 0§ Version RAM (vB) | Fhone Memary Internal Memory | g po i 5p
Report Templates (System Usable) (MB) | (User Usable) (MB)
1111 111111 (192,168,315 |dipak A10000355C41098 | LMV-Lenovo Ag00e |Android 4.0.4 384 Be0 2002 o
Report Scheduler
FIITT 111111 [192.168.3.20 |Micromasx 211234850936256 |Micromasx AST Android 2.3.5 161 184 1881 1881

Events And Devices
Settings

App Store

call Logs

Content Library

Figure 27.1
Steps for viewing Software and Hardware information —
1. Click Asset Management Module present in the Navigation Panel of Mobile Device

Management Console.
2. Now select the desired Tab to view related information.
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Following Hardware information is captured from Managed Devices --

Sr. Captured Information Description
No.
1. Phone Number Displays the Phone number used on the device
2. Group Displays the Group to which the device is added to
3. IP Address Displays the IP address of the Device
4, Username Displays the username with which the device is
registered on the MDM Server
5. IMEI Number Displays the IMEI number of the device
6. Phone Model Displays the Model details of the device
7. Operating System Displays the details of the OS of the device
8. OS Version Displays the OS version of the Device
9. RAM(MB) Displays the RAM size of the device in MB
10. Phone Memory (System Displays the size of Phone memory used by the system.
Usable)(MB)
11. Internal Memory (User Displays the size of phone memory that can be used by
Usable) (MB) the user.
12. External SD (MB) Displays the Size of the External SD card in the phone
13. Network Type Displays the type of the network being used by the
device
14, Rooted Displays if the device is rooted or not
15. Roaming Enabled Displays the Status of Roaming, enabled or disabled
16. Bluetooth Displays if Bluetooth is present on the device or not
17. WiFi Displays if WIFI is present on the device or not
18. GPS Displays if GPS is present on the device or not
19. Software Displays the list of software installed on the device

esCanav.com



‘eScan

Anti-Virus & Content Security

Asset Management — Hardware Information — Filter Criteria

DashBoard Asset Management ||

Managed Mobile Devices
l Hardware i Software Information

Manage Backup

& Export option
Anti-Theft Port op

Asset Management a
Phone Memory (System Usable) (MB)

Report Templates

B External sp (MB)

Report Scheduler ser u inclilE mory (User Usable) (MB)
T
Events And Devices - B
B phone Hodel u neluds 2 Roaming Enabled
Settings Operating System

AT T M | &4 05 version B Bluetooth
B ram (vB) d nclude B wi-r1
B croup G s B cos

call Logs

Content Library

1-20f2 page| 1 |of 1 per page: |
i - Phona Hemo: Internal Memor
Phone Number | Group IP Address IMEI Number Dperating System [0S Version RAM (MB) (System Usa;lye) (MB) | (User Usable) (r’:a) External SD
1111 111111 |192.168.3.15 i AL0000355C41098 e | Android 4.0.4 384 860 2002 a
TTTIT 111111 |192.168.3.20 i 13 311234850936256 Android z.3.5 161 184 1881 1881

Figure 27.2

Information captured by MDM can be filtered on the basis of any details captured from the device.

VE Steps for Filtering the Hardware information —

1. Under Hardware information Tab, click Filter Criteria option.
2. This will extend the Filter Criteria Module on the interface.

Asset Management \£| |Z|

I Hardware Information Software Information

Filter Criteria 4 Export Option

Filter Criteria

1 phone Number Include ¥ % phone Memary (System Usable) (ME) Include ¥
P 1p Address Incude ¥ W External 5D (ME) Incude ¥
B username Include ¥ % 1nternal Memory (User Usable) (MB) Include ¥
B 1MEX Number B Network Type = = Include ¥
% phone Madel Include ¥ % Roaming Enabled = = Include ¥
Pl operating System Include ¥ % Rooted = E= Include ¥
B 05 version Include ¥ 5 Bluetooth ks -~ Includs ¥
B2 ram (vp) Includs ¥ 2 wi-r1 ks -~ Includs ¥
M crouwp & cps = - Include ¥
m (*) view All Items
Device Details 1-20f2 e III of 1 Rows per page: (50 7|
phone Number |Group | IP Address | Username | Phone Model Operating System |05 Version | RAM (MB) |Phone Memory Internal Memory |y 04 Type | Rooted | Roaming
(System Usable) (MB) | (User Usable) (MB)
1111 111111 |192.168.3.15 | dipak LHv-Lenove A600e | Andraid 4.0.4 334 260 2002 WI-FI ‘es Ho
77777 111111 |192,168,3,20 |Micrornax | Micrornasx AST Andraid 2,35 161 154 1881 WI-FI Mo Na

Figure 27.3

3. eScan facilitates filtering of the captured information on large number of criteria as shown
in the above figure.

4. Based on your requirement, you can either include the selected criteria in your report or
exclude them from the drop down.

5. Select the desired criteria using the respective fields and drop down present on the
interface and click Search button present at the bottom of interface.

6. Details will be filtered in the table instantly.




‘B Asset Management — Software Information

Asset Management l&](z]
I—Iui"d\”irﬁ Information Software Information _
& Filter Criteria |A Export Option
Softwsre Detsils 1-100f154 1 page| | |of 16 b m Rows perpage: (10 7|
Software Name Device Count

Account and Sync Settings

W I 1 (10 [ [ [ i1 e

Figure 27.4

This tab displays the list of software installed on Managed devices as well as the device
count for every installed software.

‘B Asset Management — Software Information — Filter Criteria

Asset Management @@

l—lﬂardware Information Software Information _
-

Export Option

1-105f 154 o page | 1 | of 16 b u Rows per page: (10 7)

Device Count

Figure 27.5

All the information captured from the devices can be filtered on the basis of including the
software name or the Phone number associated with the device.




‘B Asset Management — Export Options for the Generated Reports

&  Filter Criteria Export Option

Export Option
® Excel ® poF O HrmL

Figure 27.6

eScan’s MDM supports export of All reports generated for the hardware as well as software
inventory to Excel, PDF or HTML formats, as desired by you.

L/E Steps for Exporting a Report

1. Click Export option present on the interface.

Now select the desired export option.

3. Click Export button present on the interface, report will be exported in the selected format
and you will be informed through following message —

Message n

) Exported Successfully Click here to Open/Download

N

Figure 27.7

4. Click on the link to open/download the report in selected format.
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28. Customizing and Scheduling Reports

28.1. Report Templates

DashBoard

Managed Mobile Devices
Manage Backup
Anti-Theft

Asset Management

Report Templates

Report Scheduler
Events And Devices
settings

App Store

call Logs

Content Library

Report Templates

®L?

Orev | WEdit | §Delete

Template Name Report Type Date Filter Sort By Ccreated On Modified On
Application Control Repart Application Control Report This Week Date 25 Feb 2015 25 Feb 2013
Inwentery Report Inventary Report This Wesk Devices 25 Feb 2015 25 Feb 2015
Update Report Update Report This week Dat 25 Feb 2015 25 Feb 2015
Virus Report Virus Report This Week Dt 25 Feb 2015 25 Feb 2013
Web Contral Report Web Control Repart This Week Dt 25 Feb 2015 25 Feb 2015

Figure 28.1

Using this Module you can generate / Edit (Customize) any pre-defined Report Template for
any eScan Module. You can also create your own customized report template for desired

period of time and for desired module.

‘B Creating a New Report Template

Based on your requirement, select the desired Report Type for Creating a New Report

Template.

B Steps for Creating a New Report Template

1. Click New option present in Report Template Module of Mobile Device Management of

eScan.

2. You will be forwarded to the New Report Template window, as shown below --

.escanav.com
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New Report Template n

Report Template Name :* [ew Repart Template 2 |

Salect Report Type

® virus Report O Updste Report

© web contral Report O tnuentory Report

O application Contral Repart

» Select Filter Options

Cancel
Figure 28.2

w

Type the desired Report Template Name in the respective field present on the interface.

4. Select the Report type that you wish to generate using the respective Radio buttons present
on the interface under Select Report type section.

5. Select the Filter and Sort option using the respective Radio buttons and click Save.

Report Template Name :* [Hew Report Template_1 |

Select Report Type

@ virus Report O Update Report
O web Control Report (@ ety Reper

O application Cartrol Report

* Select Filter Options

Cancel
Figure 28.3

6. Report Template will be created instantly.
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‘B Editing an Existing Report Template

You can Edit / Customize any existing Report Template as per your requirement using the
Edit option present on the interface, under Report Template module of eScan’s Mobile
Device Management.

Steps for Editing an Existing Report Template
1. Select the desired report template that you wish to Edit/Customize from the list using the
respective checkbox, as shown below —

Report Template fed] ?

o | mean | gociers I ovien |

[] |Template Name Template Type Date Filter Sort By |Created On Modified On
[ |Application Control Report Application Control Repart This Week Date 03 Dec 2013 03 Dec 2013
D Inventory Report Inventory Report This Week Davice 30 Mow 2013 30 Mow 2013
Mew Repaort Termplate_1 Wirus Report Taday Crate 0Z Dec 20132 02 Dec 2013
D Update Report Update Report This Week Date 30 Mow 2013 30 Mow 2013
D Wirus Report Wirus Report This Week Date 20 Mow 2012 20 Mow 20132
D web Control Report web Control Report Thiz wWeek Date 03 Dec 2013 03 Dec 2013

Figure 28.4

2. Now click Edit button present at the top of interface. You will be forwarded to Edit Report
Template Window.
3. Make desired changes and click Save.

‘B Viewing a Report

You can View the results captured in the report by selecting the Report and then click on
View option present on the top of Report Template module. Results of the selected report
will be displayed, as shown below —




Application Control Report n

=
o S — [ 48 Allowed count
B4 I 2 Biocked count
Eao
535
EE
s
5
LR
z
15
10
5
0 - I—h
= =
g H
2 H
3 g
3 B
T o

Date Allowed count Blocked count

25 Feb 2015 43 1

26 Feb 2015 3 1

Date Mobile No Username Application Action Taken Package Name Count
25 Feb 2015 1111 dipak corn. android, settings, privacysettings Allowed corn. android, settings, privacysettings 1

25 Feb 2015 1111 dipak Google Search Allowed le.android, I } hb 1

25 Feb 2015 1111 dipak Messenger Blocked comn.facebook orca 1

25 Feh 2015 1111 dipak Package installer Allowed corn. andraid, packageinstaller 6

Figure 28.5

‘B Deleting a Report Template

Select the Report Template that you wish to delete using the respective checkbox and click
Delete.




‘eScan

Anti-Virus & Content Security

29. Report Scheduler

‘B Creating a Report Schedule

pashBoard Report Scheduler $ |2
Managed Mobile Devices
e 020 0 ) 2
Manage Backup
Schedule Name Report Recipient Format Type Next Scheduled created On Modified On
Anti-Theft

App Report abhishekd@escanav. com HTML Schedulad 27 Fab 2015 08:30 PM 26 Fab 2015 26 Fab 2015

Asset Management

Mew Repart Scheduler_1 abhishekd@escanav. com HTML Scheduled 27 Feb 2015 08:30 PM 26 Feb 2015 26 Feb 2015

Report Templates

Report Scheduler 5]

Events And Devices
Settings

App Store

call Logs

Content Library

Figure 29.1

‘B Following options will be displayed

Sr.No. | Options Description

1. New Use this option create a New Report Schedule

2. Edit Use this option to Edit an Existing Report Schedule

3. Delete Use this option to delete an existing Report Schedule
4 Use this option to Run an already created Report

R
un schedule
5. . Use this option to View an already created Report
View
Schedule
6. Result Use this option to view results of previously deployed

report schedule

v.esCanav.com
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B Steps for Creating a New Report Schedule
1. Click New.
2. Select the desired report templates that you wish to schedule and Filter the criteria, as
shown below --

New Report Scheduler

New Report Scheduler : [[lew Report Scheduler_1

Template Selection

=] Applicstion Repart

(&) Date
() Device

() Action Taken
@[] Inventory Report
[] Mew Report Ternplate_1
@[] Update Report
=] Virus Report
() Date
() Device
O virus
(&) Action Taken
@[] web Protection Report

* Selection For Applied Clients
» Report Send Options

} Report Scheduling Settings

Save cancel

Figure 29.2

3. Select the Groups or Devices for which you wish to Schedule the Report.

Selection For Applied Clients

@ Report for Groups O Report for a List of Devices

E| D u Managed Devices

Figure 29.3

4. Configure the options for Sending the Report on Email using Report Send Options.
5. Also select the Format for sending the Report on Mail. Excel, HTML and PDF formats are
supported.

www.esCanav.com
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Feport Send Options

Send Repaort by Email

Report Sendert: I:era|n|-Ia--.'.-era|n|-l-=:-:-:-|n ]

Report Recipient®: I:era|n|-Ia_--.'_.-era|n|-l-=:-:-:-|n ]

Select the Report Format
| HTML page

Figure 29.4

6. Schedule the report as per your requirement and click Save.

New Report Scheduler : [Nlew Repart Scheduler_1 )

b Template Selection
¥ Salection For Applied Clients

} Report Send Options

Report Scheduling Settings

@ seheduled O marual

@ paily

O weekly Mon Tue wead Thu
Fri Sat Sun

O manthly (2 | Day

@ a [z [2)(z0[2](Pm v

Save Cancel

Figure 29.5

7. Report Schedule will be created instantly.
8. Select the Report Schedule and click Run to manually run the Created Report Schedule.

vw.esCanav
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L) L]
Hanaged Mobile Fevices

[SLCCTE N = T I O =

HMamage Backup

||.-__ e Flinginier® Rl gainin b Faeminat | Ty maut Gohadulled Created On ettty ] b
At Thefe [ 1 | 1 | 1 1 1
|-'__ Haw Rapon Sohedbale:_1 LY LTDELTIL T TR fohadulad | 0F Cad 2013 OFi 30 M O Dwe PORF | O Dwe 204F

Assnt Managamank

Eepart Templates

o g0t S hee dil e =

Events Al Devitos

Swttings
App Stors
Call Logs

Coment Library

Figure 29.6

9. You can View the Data of the Report by clicking View button present on the interface.

App Report

I

Application Control Report
55
= ig — [ 46 Allowed court
E B 2 Blocked count
Sw
EEd
w0
S
LS
215
0
5
o
H T
f E
1 8
Date Allovred count Blocked count
| e ® B |
26 Fab 2015 3 1
Date MobilaNa  |username | Application Action Taken Packaga Nama Count
23Feb201s  |1111 dipak corn. android, sattings. privacy settings Allowed corm sndroid. sattings. privacysetings :
25 Febzo1s |11 dipak Google Search Allowsd com.google andraid. googlequick searchbax f
25 Febzo1s |11 dipak Messenger Blacked com.facabook.orcs f
25Feb2015  [1111 dinak Package installer Allowed com,andraid.packageinstaller 3
25Feb201s  [1111 dinak Settings Alloved com. andraid. settings 10 >
tloce

Figure 29.7

10. To View the Status of Scheduled Report click Result.

Mew Report Scheduler_1 - Report Result | % |
Start |rinislud
12/2/2013 2:53:27 PM

Run Type
Scheduled

Status

Error - Report mail not send!

Figure 29.8
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30.Events and Devices

30.1. Viewing Events

Events captured from the devices are categorized and displayed in this module. This will
give a real — time status of security and eScan update on all the devices.

Events And Devices %[ 9] ?

Edit Selection *

B[] Events And Devices Racent 1- 10 of 89 page |I| of @ b M Rows per page: Hﬂiﬁ
(L Events Status Date Phone Number |Username |Event Id |Module Name
* Re_‘:e”t O |26 Feb 2014 04:00 FM |9993 abhi 7034 Config (Andraid)
Y f;:t:atlon @ |26 Feb 2014 03:59 PM 9999 abhi 7033 Config (Android)
..urDE\.,Ce Selection © |26 Feb 2014 11:29 AM 9999 abhi 7034 Canfig (Android)
(] Device Updater © |26 Feb 2014 11:29 AM 3999 abhi £102 Parental Contral (Android)
A |26 Feb 2014 11:28 aM 3999 abhi 5101 Parental Contral (Android)
A |26 Feb 2014 11:28 AM 9999 abhi 5101 Parental Contral (Android)
© |26 Feb 2014 11:28 AM 3999 abhi 7033 config (Android)
@ |26 Feb 2014 10:25 AM 9999 abhi 5102 Parental Contral (Android)
1@ |26 Feb 2014 10:22 Am | 3399 abhi 5802 Canfig (Android)
© |26 Feb 2014 10:22 AM 9999 abhi 5802 config (Android)
< >

Figure 30.1

‘B Types of Event Status

On the basis of severity, that is, the level of importance, events are categorized in to the
following three types.

e Recent: It displays both critical and information events that occurred recently on
managed devices

e Critical: It displays all critical events occurred on managed devices, such as virus
detection, monitor disabled status etc.

e Information: It displays all informative type of events, such as virus database update,
status.

vw.esCanav
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Vﬂ Device Selection

The Device Selection tab enables you to select and save the computer status settings. This
module enables you to do the following activities:
Define Criteria’s for Filtering of Device Status on the basis of following-
e Device with the “Critical Status”
e Device with the “Warning Status”
e Database are Outdated
e Many viruses Detected
e Not connected for a long time
e Notscanned for a long time
e Protection off

‘B Hardware / Software Updates

Capture Events on the basis of Software Changes, Hardware Changes or existing Device
Information.

‘B Type of Updates

The lists of updates are as follows:

e Software Changes: It displays the list of managed devices on which software related
changes are made. For example, Installation/Uninstallation of other software.

e Hardware Changes: It displays the list of managed devices on which hardware related
changes are made.

‘B Events and Devices settings

Defining Settings for Events and Devices

Event Status: You can define settings for the Events and Devices for Event Status, Device
Selection, as well as Hardware and Software changes. By defining these settings you can
define number of Records to show for Events, capture events, Information related to Events
for Hardware and Software Changes for desired number of days and desired number of
records to show.

esCanav.com



‘eScan

Anti-Virus & Content Security

Device Selection: The following actions can be performed using this option.

Option Description

Check for Monitor Status Select this check box if you wish to generate Events
related to eScan Monitor enable/ disable status on
managed devices.

Check for Not Scanned Select this check box if you want to view the list of
devices which has not been scanned.

Check for Database Not Updated Select this check box if you want to view the list of
devices on which database has not been updated.
Check for Not Connected Select this check box if you want to view the list of
devices that have not communicated with eScan
MDM server.

e Existing System Info: It displays device information of the existing devices.
Events and Devices settings

The Software/Hardware changes: The following actions can be performed using this option

Field Description

Software/Hardware Changes Select from the drop down to generate Events related
to the selected option.

Number of Days Type the number of days, to view changes made

within the specified days.

For example, if you have typed 2 days, then you can
view the list of devices on which any
software/hardware changes have been made in the
last 2 days.

Number of Records Type the number of devices that you want to view in
the list.
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31. Settings

Using this module, you can Save Server details for sending Email notifications to the Device user
email addresses.

j root
L A A
X o eScan Mobile Device Management

| .

DashBoard Settings I

Managed Mobile Devices Email Notification Settings

New Mobile Devices Found

From (Administrator Email 1d):
Manage Backup SMTP Gerver:

Anti-Theft

Asset Management

Report Templates + Save % Cancel

Report Scheduler

Events And Devices

Settings -]

App Store
Call Logs

Content Library q

Figure 31.1

‘esCanav.com



‘eScan

Anti-Virus & Content Security

32. App Store

Using the App Store you can Add apps that will be of use to the Mobile Device users accessing your
network. After adding the apps to the App Store you can push these apps to the managed devices
through policy deployment.

For more information on Policy Deployment, click here

‘B Steps for adding an App to the App store

1. Click Add under the App Store module of eScan’s Mobile Device Management Console.

Add Application B

Select Application source

Select a file with . apk extension

Arnazing Candle apk

Continue Cancel

Figure 32.1
2. Now browse the path where the .apk file for the app is saved and click Continue.
3. You will be forwarded to the Edit Application window, write a brief description for the App
and click Save.

Add Application a

Application Mame: larnazing Candle ]

Application Ieon: u Choose File | Mo file chosen

Application Id: |comn.steven. candle

Dascription:

Save Cancel

Figure 32.2
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4. The App will be added in the store instantly.

App Store $ |7

Applicstions listed below can be imported through "Policy >> Required Applicstion Palicy”, for deployment to devices.

[Sra | e | oo |

[ | Application Name Version Size Installed Updated On
Winarmp

O 1,212 4805 Kb 2 04 Dec 2013 11:21 AM
Root Check Pra

ﬁ 12,8 259 kb 2 04 Dec 2012 07:01 PM

Figure 32.3

5. Click on the Numeric Value present in Installed Column to view the list of devices where the
application is installed, initially before policy deployment it will be 0. If the app with the
same version number is installed on the devices the count will be shown accordingly.
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33. Call Logs

33.1. CallLogs

Allows you to maintain incoming as well as Outgoing Call logs of all enrolled endpoints along with
the call duration in hours, minutes and seconds format.

DashBoard Call Logs Alléll?

Managed Mobile Devices
New Mobile Devices Found
Manage Backup ® |.) Managed Devices All calls 1-20f2 I {page of 1 )y Rovs perpage: [10 ¥ | @

i " VHDhikND 7Nill|¢ As in Contact List] 7Conh(tNo 77 e of Call W(al Reteiveﬁmer 7(3“ Duration N’H:MH:SS i
Anti-Theft | S ( ) (1L |l ( ) !

Outgoing |09 May 2014 05:05PM  |00:00:00 |

¢ (7374 Missed 0% 06 PM

Asset Management

’ 7374 AD 9619
Report Templates B B B

Report Scheduler

Events And Devices

Settings

App Store

call Logs o

Content Library .

Figure 33.1
This module will display the list of all the incoming and outgoing calls.

It will display the following details

Sr. No. | Captured Information | Description

1 Mobile no. It will display the managed Mobile Device number

2 Name (As in Contact It will display the name of the Contact as in the contact list

List) of the managed device.

3 Contact No. The Contact number to which the call was made or the call
was received from.

4 Type of Call It will display whether the call was incoming or outgoing.

5 Call/ Receive time It will display the specific time when the call was made or
received.

6 Call Duration It will display the time duration of each call (incoming and
outgoing) of the managed mobile device.
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34. Content Library

34.1 Content Library

This will allow the administrator to deploy documents through the web console. The document
types that can be deployed are .PDF, DOC, DOCX, XLS, XLSX, PPT, PPTX, TXT, JPG, JPEG, PNG, and
BMP. This feature is used by the administrator to share any kind of information.

‘B Steps for adding a document to the App store

1. Click Add under the content Library module of eScan’s Mobile Device Management
Console.

eScan Mobile Device Management

RR

Figure 34.1

2. Now browse the path where the file is saved and click Continue.

Add File [ x |

Select File source

Allowed file formats PDF, DOC, DOCX, XLS, XLSX, PPT, PPTX.
TXT. JPG, JPEG, PNG, EMP

Browse...

Figure 34.2
3. You will be forwarded to the next window, write a brief description for the document and
click Save.
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35. Getting started with eScan Mobile Security

35.1 Introduction

eScan Mobile Security is specifically designed for Android devices. It helps you secure and
protect smart phones and tablet connected to your network against viruses, malwares,
Trojans, and secures enterprise data accessed from devices.

It enables you to white list/black list contacts and messages, backup/restore contacts and
messages, blocks applications and websites, which ensure security to the devices.

‘B Downloading and Enrolling eScan Mobile Security

As first step for enrolling the device, the administrator has to add device details to the MDM
console. Once the details of the device is added to the MDM Console by the administrator, an
email is automatically sent to the user’s email address with a link to download eScan Mobile
security on devices along with mandatory user details required for enrolling the device, the
details include, Mobile Number, Server, Port number and country.

It is mandatory for the user to have internet connection on the device for downloading eScan
and completing the enrollment process.

‘B Enrolment Process
Enrolment process consist of following steps —
1. Download the .apk from the download link received on your email address.
Install eScan Mobile Security on the device.

3. Open eScan Mobile Security and enroll the device on MDM server by filling up
Enrollment details on the device.

N

You can fill up the form using any of the following two procedures
= Filling enrollment details manually
= Automatically filling enrollment details using QR code received in enrollment mail

The QR code contains user information filled by the administrator at the time of adding
the device on MDM console.

You are required to fill the same information in the Enrollment Details form from the
device for enrolling the device on eScan MDM server.

esCanav.com



‘eScan

Anti-Virus & Content Security

B Steps for filling enroliment details through QR Code

1. Open eScan Mobile Security on device after installation.

2. Enrollment Details form will open on the device, Tap on Fill entries through QR
Code.

3. Now focus the camera towards the QR Code received in the enrollment email on
your computer.

4. The Enrollment details form will automatically be filled with all the mandatory
details encrypted in the QR Code.

5. Tap on Enroll Device button present at the bottom of the interface.

‘B Steps for filling information manually

1. Open eScan Mobile Security on device after installation.

Enrollment Details form will open on the device.

3. Now fill in the Enrollment details form with the mandatory (*marked) details
received in the enrollment email sent by the administrator.

4. Tap on Enroll Device button present at the bottom of the interface.

5. The device will be enrolled instantly and you will be forwarded to the Device
Administrator pop up message.

6. Tap on Next button to activate device administrator permission to enable Anti-theft,
Parental Control and Uninstall Protection features on the device.

7. You will be forwarded to the information window for activating device
administrator. Tap on Activate button present at the bottom of the interface or Tap
on Cancel to cancel the activation.

The device will be enrolled to the MDM Server

g

B eScan Mobile security

The following are the modules /options present on screen on the mobile interface.

e Administrator Mode: This will allow you to change the settings from your mobile device
once you input the correct password provided on the server. Without the password you will
have only a ready-only access to all the modules and won’t be able to make any changes to
the already defined settings.

esCanav.com
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Administrator Mode

Device Compliance
Status: Healthy

Anti-Virus
Protection : Enabled

Call And SMS Filter
Mode : Enabled

Anti-Theft
Mode :

Privacy Advisor
Permissions Used By Applications

Applications

eScan Application Store

Content Library
Library of Files

Additional
Advanced settings

Figure 33.1

e Device Compliance: This will portray the compliance status of the device as healthy or non-
compliant. The device is set to healthy or non- compliant based on the policies defined on
the server.




W Device Compliance
| Status: Healthy

Device is Healthy

Figure 33.2

e Anti-Virus: A real-time scanning and protection against viruses, infections, and other
threats.

v Anti-Virus

Virus Signature Date : 15 Mar 2014, 10:36am

O\ Scan

Figure 33.3

e Call And SMS Filter: This will allow you to filter incoming Calls and SMS on the basis of black
list and whitelist created by you. This will also allow you to filter the Outgoing calls based on
the white list created by you.




‘e Scon

¢ : 2
& eScan Mobile Securi
fansca Mobile SectsERE)

Call And SMS Filter (Incoming)

le : Both lists

x Black List

o White List

Call Filter (Outgoing)

2 Mode

Figure 33.4

e Backup: This will allow you to take a backup of contacts and SMS, restore contacts and SMS
and will also maintain the log for all the activities carried out.

]\ Backup
Backup Contacts And SMS

Backup and Restore of Contacts and SMS

a5 Backup Contacts

@y Restore Contacts

[ Backup SMs

S Restore sMs

0 Log

Figure 33.5

e Parental Control: Allowing and blocking specific websites and applications.




of DIGITA
NORLD

;. Parental Control
& \jode: Both

Block unwanted applications and websites

Mode : Both

7/5: Block Applications

A Block Websites

Figure 33.6

e Anti-theft — This section helps the user to trace, Lock, or Wipe the Data on Tablet through
an online profile in case of a lost or theft of the device.

Enable Anti-Theft

Figure 33.7

e Privacy Advisor: This section displays the list of applications installed on the Tablet along
with the permissions used by them.

I8  Privacy Advisor
Permissions Used By Applications

¥ Development tools

Features only needed for application developers.

™ Your personal information
** Direct access to your contacts and calendar stored on the tablet.

Services that cost you money

Allow applications to do things that can cost you money.

Your location
O
Monitor your physical location

z ‘Your messages
Read and write your SMS, e-mail, and other messages.

E Your accounts

Access the available accounts.

@ Storage

Access the 8D card,

{ Phone calls

Manitor, record, and process phone calls.

Iy] Hardware controls
Direct access o hardware on the handset.

System tools
:

ower-level access and control of the system.

Figure 33.8

e Applications: You can download new apps from the app store and also displays the list of
downloaded apps.
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App Store

Downloaded

Figure 33.9

e Content Library: This will display the documents the administrator shared through the
Mobile Device Management console. It will also allow the user to download the documents
from here.

& C_ontent Library
Files From Server
Total Files:-2

2014_05_12_12.57.30.png
19 Feb 2015 02:31:16

eScanMDM_Whitepaper.docx
19 Feb 2015 02:31:16

Figure 33.10

e Additional: Configuring additional advanced settings.

\dditional

Show Notifications
Notifications will be shown

Sound
Sound notifications for application events

Change Secret Code

change your secret code for application login

Write Logs

Write user actions to the eScan Log File

Clear Logs
Clears the eScan log files

Uninstall
Uninstall the application from device

Sync with Server
Last Sync: 2:30PM Wed, Apr 09, 2014

Change Server and Port
Server:192.168.0.58 Port:2221 Sync Frequency:60 Min

About eScan

Figure 33.11
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36. Contact Details

We offer 24x7 FREE Online Technical Support to our customers through e-mail and Live Chat. We
also provide FREE Telephonic Support to our customers during business hours.

e Chat Support

The eScan Technical Support team is available round the clock to assist you with your
gueries. You can contact our support team via Live Chat by visiting the following link.

http://www.escanav.com/english/livechat.asp

e Forums Support

You can even join the MicroWorld Forum at http://forums.escanav.com to discuss all your
eScan related problems with eScan experts.

e E-mail Support

Please send your queries, suggestions, and comments about our products about our

products or this guide to support@escanav.com.

esCanav.com
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37. Registered Offices

Asia Pacific

MicroWorld Software Services Pvt. Ltd.

Plot No 80, Road 15, MIDC, Marol, Andheri (E), Mumbai, India
Tel : (91) (22) 2826-5701

Fax: (91) (22) 2830-4750

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Malaysia

MicroWorld Technologies Sdn.Bhd.

(Co.No. 722338-A, E-8-6, Megan Avenue 1, 189, Jalan Tun Razak, 50400 Kuala
Lumpur, Malaysia

Tel : (603) 2333-8909 or (603) 2333-8910

Fax: (603) 2333-8911

E-mail : sales@escanav.com

Web site: http://www.escanav.com

South Africa

MicroWorld Technologies South Africa (PTY) Ltd.

376 Oak Avenue

Block C (Entrance from 372 Oak Avenue) Ferndale, Randburg, Gauteng, South Africa
Tel : Local 08610 eScan (37226)

Fax: (086) 502 0482

International : (27) (11) 781-4235

E-mail : sales@microworld.co.za

Web site: http://www.microworld.co.za

USA

MicroWorld Technologies Inc.

31700 W 13 Mile Rd, Ste 98, Farmington Hills, MI 48334, USA
Tel : (1) (248) 855 2020

Fax: (1) (248) 855 2024

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Germany

MicroWorld Technologies GmbH

Drosselweg 1, 76327 Pfinztal, Germany

Tel : (49) 7240 944909 20

Fax: (49) 7240 944909 92

E-mail : sales@escanav.de

Web site: http://www.escanav.de
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